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This document describes command-line interface (CLI) commands you use to view and configure FASTPATH
software. You can access the CLI by using a direct connection to the serial port or by using telnet or SSH over a
remote network connection.

About This Book

This document is for system administrators who configure and operate systems using FASTPATH software. It
provides an understanding of the configuration options of the FASTPATH software.

Software engineers who integrate FASTPATH software into their hardware platform can also benefit from a
description of the configuration options.

This document assumes that the reader has an understanding of the FASTPATH software base and has read the
appropriate specification for the relevant networking device platform. It also assumes that the reader has a basic
knowledge of Ethernet and networking concepts.

How to Use This Document

Chapter 1 “Using the Command-Line Interface” details the procedure to quickly become acquainted with the
FASTPATH software.

Note: Refer to the release notes for the FASTPATH application level code. The release notes

@ detail the platform specific functionality of the Switching, Routing, SNMP, Config, Management,
and Bandwidth Provisioning packages. The suite of features supported by the FASTPATH
packages are not available on all the platforms to which FASTPATH has been ported.

Proprietary Note

This document contains information proprietary to Kontron Modular Computers GmbH. It may not be copied or
transmitted by any means, disclosed to others, or stored in any retrieval system or media without the prior written
consent of Kontron Modular Computers GmbH or one of its authorized agents.

The information contained in this document is, to the best of our knowledge, entirely correct. However, Kontron
Modular Computers GmbH cannot accept liability for any inaccuracies or the consequences thereof, or for any

liability arising from the use or application of any circuit, product, or example shown in this document.

Kontron Modular Computers GmbH reserves the right to change, modify, or improve this document or the product
described herein, as seen fit by Kontron Modular Computers GmbH without further notice.

Trademarks

Broadcom®, the pulse logo, Connecting everything®, the Connecting everything logo, and FASTPATH® are among
the trademarks of Broadcom Corporation and/or its affiliates in the United States, certain other countries and/or the
EU. Any other trademarks or trade names mentioned are the property of their respective owners.

Linux is a registered trademark of Linus Torvalds.

RedHat is a registered trademark of RedHat

Kontron Modular Computers GmbH and the Kontron Logo are trade marks owned by Kontron Modular Computers

GmbH, Kaufbeuren (Germany). In addition, this document may include names, company logos and trademarks,
which are registered trademarks and, therefore, proprietary to their respective owners.
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Environmental Protection Statement

This product has been manufactured to satisfy environmental protection requirements where possible. Many of the
components used (structural parts, printed circuit boards, connectors, batteries, etc.) are capable of being recycled.

Final disposition of this product after its service life must be accomplished in accordance with applicable country,
state, or local laws or regulations.

Explanation of Symbols

CE Conformity

This symbol indicates that the product described in this manual is in compliance with all
applied CE standards. Please refer also to the section “Applied Standards” in this manual.

Caution, Electric Shock!

This symbol and title warn of hazards due to electrical shocks (> 60V) when touching products
or parts of them. Failure to observe the precautions indicated and/or prescribed by the law may
endanger your life/health and/or result in damage to your material.

Please refer also to the section “High Voltage Safety Instructions” on the following page.

Warning, ESD Sensitive Device!

This symbol and title inform that electronic boards and their components are sensitive to static
electricity. Therefore, care must be taken during all handling operations and inspections of this
product, in order to ensure product integrity at all times.

Please read also the section “Special Handling and Unpacking Instructions” on the following
page.

Warning!

This symbol and title emphasize points which, if not fully understood and taken into consider-
ation by the reader, may endanger your health and/or result in damage to your material.

Note...

This symbol and title emphasize aspects the reader should read through carefully for his or her
own advantage.

For Your Safety

Your new Kontron product was developed and tested carefully to provide all features necessary to ensure its
compliance with electrical safety requirements. It was also designed for a long fault-free life. However, the life
expectancy of your product can be drastically reduced by improper treatment during unpacking and installation.
Therefore, in the interest of your own safety and of the correct operation of your new Kontron product, you are
requested to conform with the following guidelines.

High Voltage Safety Instructions

Warning!
All operations on this device must be carried out by sufficiently skilled personnel only.

~
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Caution, Electric Shock!

Indicates that you must enter a value in place of the brackets and text inside them. Before
installing your new Kontron product into a system always ensure that your mains power is
switched off. This applies also to the installation of piggybacks.

Serious electrical shock hazards can exist during all installation, repair and maintenance oper-
ations with this product. Therefore, always unplug the power cable and any other cables which
provide external voltages before performing work.

Special Handling and Unpacking Instructions

ESD Sensitive Device!

Electronic boards and their components are sensitive to static electricity. Therefore, care must
be taken during all handling operations and inspections of this product, in order to ensure prod-
uct integrity at all times.

Do not handle this product out of its protective enclosure while it is not used for operational purposes unless it is
otherwise protected.

Whenever possible, unpack or pack this product only at EOS/ESD safe work stations. Where a safe work station is
not guaranteed, it is important for the user to be electrically discharged before touching the product with his/her
hands or tools. This is most easily done by touching a metal part of your system housing.

It is particularly important to observe standard anti-static precautions when changing piggybacks, ROM devices,
jumper settings etc. If the product contains batteries for RTC or memory back-up, ensure that the board is not placed
on conductive surfaces, including anti-static plastics or sponges. They can cause short circuits and damage the
batteries or conductive circuits on the board.

General Instructions on Usage

In order to maintain Kontron’s product warranty, this product must not be altered or modified in any way. Changes
or modifications to the device, which are not explicitly approved by Kontron Modular Computers GmbH and
described in this manual or received from Kontron’s Technical Support as a special handling instruction, will void
your warranty.

This device should only be installed in or connected to systems that fulfill all necessary technical and specific
environmental requirements. This applies also to the operational temperature range of the specific board version,
which must not be exceeded. If batteries are present their temperature restrictions must be taken into account.

In performing all necessary installation and application operations, please follow only the instructions supplied by
the present manual.

Keep all the original packaging material for future storage or warranty shipments. If it is necessary to store or ship
the board please re-pack it as nearly as possible in the manner in which it was delivered.

Special care is necessary when handling or unpacking the product. Please, consult the special handling and
unpacking instruction on the previous page of this manual.

Two Year Warranty

Kontron Modular Computers GmbH grants the original purchaser of Kontron’s products a two year limited hardware
warranty as described in the following. However, no other warranties that may be granted or implied by anyone on
behalf of Kontron are valid unless the consumer has the express written consent of Kontron Modular Computers

GmbH.
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Kontron Modular Computers GmbH warrants their own products, excluding software, to be free from manufacturing
and material defects for a period of 24 consecutive months from the date of purchase. This warranty is not
transferable nor extendible to cover any other users or long-term storage of the product. It does not cover products
which have been modified, altered or repaired by any other party than Kontron Modular Computers GmbH or their
authorized agents. Furthermore, any product which has been, or is suspected of being damaged as a result of
negligence, improper use, incorrect handling, servicing or maintenance, or which has been damaged as a result of
excessive current/voltage or temperature, or which has had its serial number(s), any other markings or parts thereof
altered, defaced or removed will also be excluded from this warranty.

If the customer’s eligibility for warranty has not been voided, in the event of any claim, he may return the product at
the earliest possible convenience to the original place of purchase, together with a copy of the original document of
purchase, a full description of the application the product is used on and a description of the defect. Pack the product
in such a way as to ensure safe transportation (see our safety instructions).

Kontron provides for repair or replacement of any part, assembly or sub-assembly at their own discretion, or to
refund the original cost of purchase, if appropriate. In the event of repair, refunding or replacement of any part, the
ownership of the removed or replaced parts reverts to Kontron Modular Computers GmbH, and the remaining part
of the original guarantee, or any new guarantee to cover the repaired or replaced items, will be transferred to cover
the new or repaired items. Any extensions to the original guarantee are considered gestures of goodwill, and will be
defined in the “Repair Report” issued by Kontron with the repaired or replaced item.

Kontron Modular Computers GmbH will not accept liability for any further claims resulting directly or indirectly from
any warranty claim, other than the above specified repair, replacement or refunding. In particular, all claims for
damage to any system or process in which the product was employed, or any loss incurred as a result of the product
not functioning at any given time, are excluded. The extent of Kontron Modular Computers GmbH liability to the
customer shall not exceed the original purchase price of the item for which the claim exists.

Kontron Modular Computers GmbH issues no warranty or representation, either explicit or implicit, with respect to
its products’ reliability, fitness, quality, marketability or ability to fulfil any particular application or purpose. As a
result, the products are sold “as is,” and the responsibility to ensure their suitability for any given task remains that
of the purchaser. In no event will Kontron be liable for direct, indirect or consequential damages resulting from the
use of our hardware or software products, or documentation, even if Kontron were advised of the possibility of such
claims prior to the purchase of the product or during any period since the date of its purchase.

Please remember that no Kontron Modular Computers GmbH employee, dealer or agent is authorized to make any

modification or addition to the above specified terms, either verbally or in any other form, written or electronically
transmitted, without the company’s consent.

|
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1. Using the Command-Line Interface

The command-line interface (CLI) is a text-based way to manage and monitor the system. You can access the CLI
by using a direct serial connection or by using a remote logical connection with telnet or SSH.

This chapter describes the CLI syntax, conventions, and modes. It contains the following sections:

¢ 1.1 “Command Syntax” on page 1 - 2

¢ 1.2 “Command Conventions” on page 1 - 2

¢ 1.3 “Common Parameter Values” on page 1 -3

¢ 1.4 “Slot/Port Naming Convention” on page 1 - 4

* 1.5 “Using the “No” Form of a Command” on page 1 - 4
¢ 1.6 “FASTPATH Modules” on page 1 - 4

e 1.7 “Command Modes” on page 1-5

¢ 1.8 “Command Completion and Abbreviation” on page 1 -7
e 1.9 “CLI Error Messages” on page 1 -7

¢ 1.10 “CLI Line-Editing Conventions” on page 1 -7

* 1.11 “Using CLI Help” on page 1 -8

e 1.12 “Accessing the CLI” on page 1 - 8

1.1 Command Syntax

A command is one or more words that might be followed by one or more parameters. Parameters can be required
or optional values.

Some commands, such as show network or clear vlan, do notrequire parameters. Other commands, such
as network parms, require that you supply a value after the command. You must type the parameter values in a
specific order, and optional parameters follow required parameters. The following example describes the network
parms command syntax:

Format network parms <ipaddr> <netmask> [gateway]

* network parms is the command name.

* <ipaddr>and <netmask> are parameters and represent required values that you must enter after you type
the command keywords.

e [gateway] is an optional parameter, so you are not required to enter a value in place of the parameter.

The CLI Command Reference lists each command by the command name and provides a brief description of the
command. Each command reference also contains the following information:

* Format shows the command keywords and the required and optional parameters.
* Mode identifies the command mode you must be in to access the command.

* Default shows the default value, if any, of a configurable setting on the device.

The show commands also contain a description of the information that the command shows.

1.2 Command Conventions

In this document, the command name is in bold font. Parameters are in italic font. You must replace the
parameter name with an appropriate value, which might be a name or number. Parameters are order dependent.

|
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The parameters for a command might include mandatory values, optional values, or keyword choices. Table 1
describes the conventions this document uses to distinguish between value types.

Table 1: Parameter Conventions

Symbol Example Description

<> angle brackets <value> Indicates that you must enter a value in place of the
brackets and text inside them.

[1 square brackets [value] Indicates an optional parameter that you can enter in place
of the brackets and text inside them.

{} curly braces {choicel | choicel2} Indicates that you must select a parameter from the list of
choices.

| Vertical bars choicel | choice2 Separates the mutually exclusive choices.

[{}] Braces within
square brackets

[{choicel | choice2}] Indicates a choice within an optional element.

1.3 Common Parameter Values

Parameter values might be names (strings) or numbers.To use spaces as part of a name parameter, enclose the
name value in double quotes. For example, the expression “System Name with Spaces” forces the system to accept
the spaces. Empty strings (““) are not valid user-defined strings. Table 2 describes common parameter values and
value formatting.

Table 2: Parameter Descriptions

Parameter Description

ipaddr This parameter is a valid IP address. You can enter the IP address in the following
formats:
a (32 bits)

a.b (8.24 bits)
a.b.c (8.8.16 bits)
a.b.c.d (8.8.8.8)

In addition to these formats, the CLI accepts decimal, hexidecimal and octal formats
through the following input formats (where n is any valid hexidecimal, octal or decimal
number):

Oxn (CLI assumes hexidecimal format)
On (CLI assumes octal format with leading zeros)
n (CLI assumes decimal format)

FE80:0000:0000:0000:020F:24FF :FEBF:DBCB, or
FE80:0:0:0:20F:24FF:FEBF:DBCB, or

FE80: :20F24FF:FEBF:DBCB, or
FE80:0:0:0:20F:24FF:128:141:49:32

For additional information, refer to RFC 3513.

ipv6-address

Interface or
slot/port

Valid slot and port number separated by a forward slash. For example, 0/1 represents
slot number 0 and port number 1.

Logical Interface

Represents a logical slot and port number. This is applicable in the case of a port-
channel (LAG). You can use the logical slot/port to configure the port-channel.

Character strings

Use double quotation marks to identify character strings, for example, “System Name
with Spaces”. An empty string (*”) is not valid.

.
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1.4 Slot/Port Naming Convention

FASTPATH software references physical entities such as cards and ports by using a slot/port naming convention.
The FASTPATH software also uses this convention to identify certain logical entities, such as Port-Channel
interfaces.

The slot number has two uses. In the case of physical ports, it identifies the card containing the ports. In the case
of logical and CPU ports it also identifies the type of interface or port.

Table 3: Type of Slots

Slot Type Description

Physical slot numbers Physical slot numbers begin with zero, and are allocated up to the maximum
number of physical slots.

Logical slot numbers Logical slots immediately follow physical slots and identify port-channel (LAG)
or router interfaces.

CPU slot numbers The CPU slots immediately follow the logical slots.

The port identifies the specific physical port or logical interface being managed on a given slot.

Table 4: Type of Ports

Port Type Description
Physical Ports The physical ports for each slot are numbered sequentially starting from zero.
Logical Interfaces Port-channel or Link Aggregation Group (LAG) interfaces are logical interfaces

that are only used for bridging functions.
VLAN routing interfaces are only used for routing functions.
Loopback interfaces are logical interfaces that are always up.

Tunnel interfaces are logical point-to-point links that carry encapsulated
packets.

CPU ports CPU ports are handled by the driver as one or more physical entities located on
physical slots.

Note: In the CLI, loopback and tunnel interfaces do not use the slot/port format. To specify a loopback
interface, you use the loopback ID. To specify a tunnel interface, you use the tunnel ID.

1.5 Using the “No” Form of a Command

The no keyword is a specific form of an existing command and does not represent a new or distinct command.
Almost every configuration command has a no form. In general, use the no form to reverse the action of a command
or reset a value back to the default. For example, the no shutdown configuration command reverses the shutdown
of an interface. Use the command without the keyword no to re-enable a disabled feature or to enable a feature
that is disabled by default. Only the configuration commands are available in the no form.

1.6 FASTPATH Modules

FASTPATH software consists of flexible modules that can be applied in various combinations to develop advanced
Layer 2/3/4+ products. The commands and command modes available on your switch depend on the installed

|
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modules. Additionally, for some show commands, the output fields might change based on the modules included in
the FASTPATH software.

The FASTPATH software suite includes the following modules:

e Switching (Layer 2)
¢ Quality of Service
e Management (CLI and SNMP)

Not all modules are available for all platforms or software releases.

1.7 Command Modes

The CLI groups commands into modes according to the command function. Each of the command modes supports
specific FASTPATH software commands. The commands in one mode are not available until you switch to that
particular mode, with the exception of the User EXEC mode commands. You can execute the User EXEC mode
commands in the Privileged EXEC mode.

The command prompt changes in each command mode to help you identify the current mode. Table 5 describes
the command modes and the prompts visible in that mode.

@ Note: The command modes available on your switch depend on the software modules that are installed.

Table 5: CLI Command Modes

Command Mode Prompt Mode Description

User EXEC Switch> Contains a limited set of commands to view
basic system information.

Privileged EXEC Switch# Allows you to issue any EXEC command,
enter the VLAN mode, or enter the Global
Configuration mode.

Global Config Switch (Config)# Groups general setup commands and
permits you to make modifications to the
running configuration.

VLAN Config Switch (Vlan)# Groups all the VLAN commands.

Interface Config Switch (Interface <slot/port>)# Manages the operation of an interface and
provides access to the router interface
configuration commands.

Use this mode to set up a physical port for a
specific logical connection operation.

Switch (Interface Loopback <id>)#

Switch (Interface Tunnel <id>)#

Line Config Switch (line)# Contains commands to configure outbound
telnet settings and console interface settings.

Policy Map Switch (Config-policy-map)# Contains the QoS Policy-Map configuration
Config commands.

Policy Class Switch (Config-policy-class-map)# Consists of class creation, deletion, and
Config matching commands. The class match

commands specify Layer 2, Layer 3, and
general match criteria.

Class Map Config Switch (Config-class-map)# Contains the QoS class map configuration

commands for IPv4.
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Table 5: CLI Command Modes (Continued)

Command Mode Prompt Mode Description

MAC Access-list Switch (Config-mac-access-list)# Allows you to create a MAC Access-List and

Config to enter the mode containing MAC Access-
List configuration commands.

TACACS Config Switch (Tacacs)# Contains commands to configure properties
for the TACACS servers.

DHCP Pool Switch (Config dhcp-pool) # Contains the DHCP server IP address pool

Config configuration commands.

Table 6 explains how to enter or exit each mode.

Table 6: CLI Mode Access and Exit

Command Mode

Access Method

EXxit or Access Previous Mode

User EXEC

This is the first level of access.

To exit, enter logout.

Privileged EXEC

From the User EXEC mode, enter
enable

To exit to the User EXEC mode, enter exit or
press Ctrl-Z.

Global Config

From the Privileged EXEC mode, enter
configure.

To exit to the Privileged EXEC mode, enter exit,
or press Ctrl-Z.

VLAN Config

From the Privileged EXEC mode, enter
vlan database.

To exit to the Privileged EXEC mode, enter exit,
or press Ctrl-Z.

Interface Config

From the Global Config mode, enter
interface <slot/port>or
interface loopback <id>or
interface tunnel <id>

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter Ctrl-
Z.

Line Config From the Global Config mode, enter To exit to the Global Config mode, enter exit. To
lineconfig. return to the Privileged EXEC mode, enter Ctrl-

Z.
Policy-Map From the Global Config mode, enter To exit to the Global Config mode, enter exit. To
Config policy-map. return to the Privileged EXEC mode, enter Ctrl-

Z.

Policy-Class-Map
Config

From the Policy Map mode enter class.

To exit to the Policy Map mode, enter exit. To
return to the Privileged EXEC mode, enter Ctrl-
Z.

Class-Map
Config

From the Global Config mode, enter
class-map, and specify the optional
keyword ipv4 to specify the Layer 3
protocol for this class. See 3.5.1 “class-

map” on page 3 - 10 for more information.

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter Ctrl-
Z.

MAC Access-list
Config

From the Global Config mode, enter

mac access-list extended <name>.

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter Ctrl-
Z.

TACACS Config

From the Global Config mode, enter
tacacs-server host <ip-addr>

where <ip-addr>isthe IP address of the

TACACS server on your network.

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter Ctrl-
Z.

DHCP Pool
Config

From the Global Config mode, enter
ip dhcp pool <pool-name>.

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter Ctrl-
Z.

|
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Command completion finishes spelling the command when you type enough letters of a command to uniquely
identify the command keyword. Once you have entered enough letters, press the SPACEBAR or TAB key to
complete the word.

1.8 Command Completion and Abbreviation

Command abbreviation allows you to execute a command when you have entered there are enough letters to
uniquely identify the command. You must enter all of the required keywords and parameters before you enter the
command.

1.9 CLI Error Messages

If you enter a command and the system is unable to execute it, an error message appears. Table 7 describes the
most common CLI error messages.

Table 7: CLI Error Messages

Message Text Description

% Invalid input detected at '"' Indicates that you entered an incorrect or unavailable command.

marker. The carat (*) shows where the invalid text is detected. This
message also appears if any of the parameters or values are not
recognized.

Command not found / Incomplete Indicates that you did not enter the required keywords or values.

command. Use ? to list commands.

Ambiguous command Indicates that you did not enter enough letters to uniquely identify
the command.

1.10 CLI Line-Editing Conventions

Table 8 describes the key combinations you can use to edit commands or increase the speed of command entry.
You can access this list from the CLI by entering help from the User or Privileged EXEC modes.

Table 8: CLI Editing Conventions

Key Sequence Description

DEL or Backspace Delete previous character
Ctrl-A Go to beginning of line

Ctrl-E Go to end of line

Ctrl-F Go forward one character
Ctrl-B Go backward one character
Ctrl-D Delete current character
Ctrl-U, X Delete to beginning of line
Ctrl-K Delete to end of line

Ctrl-W Delete previous word

Ctrl-T Transpose previous character
Ctrl-P Go to previous line in history buffer
Ctrl-R Rewrites or pastes the line
Ctrl-N Go to next line in history buffer
Ctrl-Y Prints last deleted character
Ctrl-Q Enables serial flow

.
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Table 8: CLI Editing Conventions (Continued)

Key Sequence Description

Ctrl-S Disables serial flow

Ctrl-Z Return to root command prompt

Tab, <SPACE> Command-line completion

Exit Go to next lower command prompt

? List available commands, keywords, or parameters
1.11 Using CLI Help

Enter a question mark (?) at the command prompt to display the commands available in the current mode.

(switch) >?

enable Enter into user privilege mode.

help Display help for various special keys.

logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
quit Exit this session. Any unsaved changes are lost.
show Display Switch Options and Settings.

telnet Telnet to a remote host.

Enter a question mark (?) after each word you enter to display available command keywords or parameters.

(switch) #network ?

Jjavamode Enable/Disable.

mgmt vlan Configure the Management VLAN ID of the switch.

parms Configure Network Parameters of the router.

protocol Select DHCP, BootP, or None as the network config
protocol.

If the help output shows a parameter in angle brackets, you must replace the parameter with a value.

(switch) #network parms ?
<ipaddr> Enter the IP address.

If there are no additional command keywords or parameters, or if additional parameters are optional, the following
message appears in the output:

<cr> Press Enter to execute the command

You can also enter a question mark (?) after typing one or more characters of a word to list the available command
or parameters that begin with the letters, as shown in the following example:

(switch) #show m?

mac-addr-table mac-address-table monitor

1.12 Accessing the CLI

You can access the CLI by using a direct console connection or by using a telnet or SSH connection from a remote
management host.

|
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For the initial connection, you must use a direct connection to the console port. You cannot access the system
remotely until the system has an IP address, subnet mask, and default gateway. You can set the network
configuration information manually, or you can configure the system to accept these settings from a BOOTP or
DHCP server on your network. For more information, see 5.1 “Network Interface Commands” on page 5 - 2.

.
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2. Switching Commands

This chapter describes the switching commands available in the FASTPATH CLI.

The Switching Commands chapter includes the following sections:

e 2.1 “Port Configuration Commands” on page 2 - 2

e 2.2 “Spanning Tree Protocol (STP) Commands” on page 2 - 7
e 2.3 “VLAN Commands” on page 2 - 19

e 2.4 “Double VLAN Commands” on page 2 - 29

e 2.5 "“Voice VLAN Commands” on page 2 - 31

e 2.6 “Provisioning (IEEE 802.1p) Commands” on page 2 - 33

e 2.7 “Protected Ports Commands” on page 2 - 33

¢ 2.8 “GARP Commands” on page 2 - 35

e 2.9“GVRP Commands” on page 2 - 37

¢ 2.10 “GMRP Commands” on page 2 - 38

e 2.1 “Port-Based Network Access Control Commands” on page 2 - 40
e 2.12 “Storm-Control Commands” on page 2 - 50

e 2.13 “Port-Channel/LAG (802.3ad) Commands” on page 2 - 55
e 2.14 “Port Mirroring” on page 2 - 69

* 2.15 “Static MAC Filtering” on page 2 - 70

e 2.16 “IGMP Snooping Configuration Commands” on page 2 - 74
e 217 “IGMP Snooping Querier Commands” on page 2 - 80

e 2.18 “Port Security Commands” on page 2 - 83

e 219 “LLDP (802.1AB) Commands” on page 2 - 85

e 2.20 “LLDP-MED Commands” on page 2 - 92

e 2.21 “Denial of Service Commands” on page 2 - 98

e 2.22 “MAC Database Commands” on page 2 - 101

é Caution! The commands in this chapter are in one of three functional groups:

Show commands display switch settings, statistics, and other information.

e Configuration commands configure features and options of the switch. For every configuration
command, there is a show command that displays the configuration setting.

* Clear commands clear some or all of the settings to factory defaults.

2.1 Port Configuration Commands
This section describes the commands you use to view and configure port settings.

211 interface

This command gives you access to the Interface Config mode, which allows you to enable or modify the operation
of an interface (port).

Format interface <slot/port>
Mode Global Config

|

AT8030 CLI Reference Manual Page 2 -2




AT8030 Switching Commands

-

21.2 auto-negotiate

This command enables automatic negotiation on a port.

Default enabled

Format auto-negotiate
Mode Interface Config
2.1.21 no auto-negotiate

This command disables automatic negotiation on a port.

@ Note: Automatic sensing is disabled when automatic negotiation is disabled.

Format no auto-negotiate
Mode Interface Config
213 auto-negotiate all

This command enables automatic negotiation on all ports.

Default enabled

Format auto-negotiate all
Mode Global Config

2.1.31 no auto-negotiate all

This command disables automatic negotiation on all ports.

Format no auto-negotiate all
Mode Global Config
214 advertise speed

This command sets auto-negotiation advertised speed parameters. If full/half-duplex is not specified the speed is
valid for both modes.

Format advertise speed <1000 | 100 | 10> [<half-duplex | full-duplex>]
Mode Interface Config
2141 no advertise speed

This command resets auto-negotiation advertised speed parameters.

Format no advertise speed <1000 | 100 | 10> [<half-duplex | full-duplex>]
Mode Interface Config

.
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215 show advertise speed

This command lists the auto-negotiation advertised speed parameters. The values are listed for a specified
interface.

Format show advertise speed <slot/port>
Mode Privileged Exec
2.1.6 description

Use this command to create an alpha-numeric description of the port.

Format description <description>
Mode Interface Config
21.7 mtu

Use the mtu command to set the maximum transmission unit (MTU) size, in bytes, for frames that ingress or egress
the interface. You can use the mtu command to configure jumbo frame support for physical and port-channel (LAG)
interfaces. For the standard FASTPATH implementation, the MTU size is a valid integer between 1522 - 9216 for
tagged packets and a valid integer between 1518 - 9216 for untagged packets.

Note: To receive and process packets, the Ethernet MTU must include any extra bytes that Layer-2
headers might require.

Default 1518 (untagged)
Format mtu <1518-9216>
Mode Interface Config
2.1.71 no mtu

This command sets the default MTU size (in bytes) for the interface.

Format no mtu
Mode Interface Config
21.8 shutdown

This command disables a port.

Note: You can use the shutdown command on physical and port-channel (LAG) interfaces, but not on
VLAN routing interfaces.

Default enabled
Format shutdown
Mode Interface Config

|
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2.1.8.1 no shutdown

This command enables a port.

Format no shutdown
Mode Interface Config
21.9 shutdown all

This command disables all ports.

Note: You can use the shutdown all command on physical and port-channel (LAG) interfaces, but
not on VLAN routing interfaces.

Default enabled

Format shutdown all
Mode Global Config
2.1.91 no shutdown all

This command enables all ports.

Format no shutdown all

Mode Global Config

2.1.10 speed

This command sets the speed and duplex setting for the interface.

Format speed (<100 | 10> <half-duplex | full-duplex>}
Mode Interface Config

Acceptable Values Definition

100h 100BASE-T half duplex

100f 100BASE-T full duplex

10h 10BASE-T half duplex

10f 10BASE-T full duplex

21.11 speed all

This command sets the speed and duplex setting for all interfaces.

Format speed all (<100 | 10> <half-duplex | full-duplex>}
Mode Global Config

Acceptable Values Definition
100h 100BASE-T half duplex

.
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Acceptable Values Definition

100f 100BASE-T full duplex

10h 10BASE-T half duplex

10f 10BASE-T full duplex

2112 show port

This command displays port information.

Format show port {<slot/port> | all}

Mode Privileged EXEC

Term Definition

Interface Valid slot and port number separated by a forward slash.

Type If not blank, this field indicates that this port is a special type of port. The possible values are:
e Mirror - this port is a monitoring port. For more information, see 2.14 “Port Mirroring” on

page 2 - 69.

¢ PC Mbr- this port is a member of a port-channel (LAG).
* Probe - this port is a probe port.

Admin Mode The Port control administration state. The port must be enabled in order for it to be allowed
into the network. - May be enabled or disabled. The factory default is enabled.

Physical Mode The desired port speed and duplex mode. If auto-negotiation support is selected, then the
duplex mode and speed is set from the auto-negotiation process. Note that the maximum
capability of the port (full duplex -100M) is advertised. Otherwise, this object determines the
port's duplex mode and transmission rate. The factory default is Auto.

Physical Status The port speed and duplex mode.

Link Status The Link is up or down.

Link Trap This object determines whether or not to send a trap when link status changes. The factory
default is enabled.

LACP Mode LACP is enabled or disabled on this port.

2113 show port protocol

This command displays the Protocol-Based VLAN information for either the entire system, or for the indicated group.

Format show port protocol {<groupid> | all}

Mode Privileged EXEC

Term Definition

Group Name The group name of an entry in the Protocol-based VLAN table.

Group ID The group identifier of the protocol group.

Protocol(s) The type of protocol(s) for this group.

VLAN The VLAN associated with this Protocol Group.

Interface(s) Lists the slot/port interface(s) that are associated with this Protocol Group.

|
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This section describes the commands you use to configure Spanning Tree Protocol (STP). STP helps prevent
network loops, duplicate messages, and network instability.

2.2 Spanning Tree Protocol (STP) Commands

@ Note: STP is disabled by default. When you enable STP on the switch, STP is still disabled on each port.

@ Note: If STP is disabled, the system does not forward BPDU messages.

2.21 spanning-tree

This command sets the spanning-tree operational mode to enabled.

Default disabled

Format spanning-tree
Mode Global Config

2211 no spanning-tree

This command sets the spanning-tree operational mode to disabled. While disabled, the spanning-tree configuration
is retained and can be changed, but is not activated.

Format no spanning-tree
Mode Global Config
2.2.2 spanning-tree bpdufilter

Use this command to enable BPDU Filter on the interface.

Default disabled

Format spanning-tree bpdufilter
Mode Interface Config

2.2.21 no spanning-tree bpdufilter

Use this command to disable BPDU Filter on the interface.

Default disabled

Format no spanning-tree bpdufilter

Mode Interface Config

223 spanning-tree bpdufilter default

Use this command to enable BPDU Filter on all the edge port interfaces.

.
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Default disabled

Format spanning-tree bpdufilter

Mode Global Config

2.2.3.1 no spanning-tree bpdufilter default

Use this command to disable BPDU Filter on all the edge port interfaces.

Default disabled

Format no spanning-tree bpdufilter default
Mode Global Config

224 spanning-tree bpduflood

Use this command to enable BPDU Flood on the interface.

Default disabled

Format spanning-tree bpduflood
Mode Interface Config

2241 no spanning-tree bpduflood

Use this command to disable BPDU Flood on the interface.

Default disabled

Format no spanning-tree bpduflood
Mode Interface Config

2.2.5 spanning-tree bpduguard

Use this command to enable BPDU Guard on the switch.

Default disabled

Format spanning-tree bpduguard
Mode Global Config

2.2.51 no spanning-tree bpduguard

Use this command to disable BPDU Guard on the switch.

Default disabled
Format no spanning-tree bpduguard
Mode Global Config

|
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Use this command to force a transmission of rapid spanning tree (RSTP) and multiple spanning tree (MSTP)
BPDUs. Use the <slot/port> parameter to transmit a BPDU from a specified interface, or use the a11 keyword
to transmit BPDUs from all interfaces. This command forces the BPDU transmission when you execute it, so the
command does not change the system configuration or have a “no” version.

2.2.6 spanning-tree bpdumigrationcheck

Format spanning-tree bpdumigrationcheck {<slot/port> | all}
Mode Global Config
227 spanning-tree configuration name

This command sets the Configuration Identifier Name for use in identifying the configuration that this switch is
currently using. The <name> is a string of up to 32 characters.

Default base MAC address in hexadecimal notation

Format spanning-tree configuration name <name>
Mode Global Config

2271 no spanning-tree configuration name

This command resets the Configuration Identifier Name to its default.

Format no spanning-tree configuration name
Mode Global Config
2.2.8 spanning-tree configuration revision

This command sets the Configuration Identifier Revision Level for use in identifying the configuration that this switch
is currently using. The Configuration Identifier Revision Level is a number in the range of 0 to 65535.

Default 0

Format spanning-tree configuration revision <0-65535>
Mode Global Config

2.2.8.1 no spanning-tree configuration revision

This command sets the Configuration Identifier Revision Level for use in identifying the configuration that this switch
is currently using to the default value.

Format no spanning-tree configuration revision
Mode Global Config
2.2.9 spanning-tree edgeport

This command specifies that this port is an Edge Port within the common and internal spanning tree. This allows
this port to transition to Forwarding State without delay.

Format spanning-tree edgeport
Mode Interface Config

.
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2.2.91 no spanning-tree edgeport

This command specifies that this port is not an Edge Port within the common and internal spanning tree.

Format no spanning-tree edgeport

Mode Interface Config

spanning-tree forceversion

This command sets the Force Protocol Version parameter to a new value.

Default 802.1s
Format spanning-tree forceversion <802.1d | 802.1s | 802.1w>
Mode Global Config

e Use 802.1d to specify that the switch transmits ST BPDUs rather than MST BPDUs (IEEE 802.1d functionality
supported).

* Use 802.1s to specify that the switch transmits MST BPDUs (IEEE 802.1s functionality supported).

e Use 802.1w to specify that the switch transmits RST BPDUs rather than MST BPDUs (IEEE 802.1w
functionality supported).

2.2.9.2 no spanning-tree forceversion

This command sets the Force Protocol Version parameter to the default value.

Format no spanning-tree forceversion
Mode Global Config
2.210 spanning-tree forward-time

This command sets the Bridge Forward Delay parameter to a new value for the common and internal spanning tree.
The forward-time value is in seconds within a range of 4 to 30, with the value being greater than or equal to “(Bridge
Max Age / 2) + 17.

Default 15

Format spanning-tree forward-time <4-30>
Mode Global Config

2.2.10.1 no spanning-tree forward-time

This command sets the Bridge Forward Delay parameter for the common and internal spanning tree to the default
value.

Format no spanning-tree forward-time
Mode Global Config

|
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This command sets the Admin Hello Time parameter to a new value for the common and internal spanning tree. The
hello time <value>is in whole seconds within a range of 1 to 10, with the value being less than or equal to (Bridge
Max Age/ 2) - 1.

2211 spanning-tree hello-time

Default 2

Format spanning-tree hello-time <I-10>
Mode Interface Config

22111 no spanning-tree hello-time

This command sets the admin Hello Time parameter for the common and internal spanning tree to the default value.

Format no spanning-tree hello-time
Mode Interface Config
2212 spanning-tree max-age

This command sets the Bridge Max Age parameter to a new value for the common and internal spanning tree. The
max-age value is in seconds within a range of 6 to 40, with the value being less than or equal to 2 x (Bridge Forward
Delay - 1).

Default 20

Format spanning-tree max-age <6-40>
Mode Global Config

22121 no spanning-tree max-age

This command sets the Bridge Max Age parameter for the common and internal spanning tree to the default value.

Format no spanning-tree max-age
Mode Global Config
2213 spanning-tree max-hops

This command sets the MSTP Max Hops parameter to a new value for the common and internal spanning tree. The
max-hops value is a range from 1 to 127.

Default 20

Format spanning-tree max-hops <1-127>
Mode Global Config

2.2.13.1 no spanning-tree max-hops

This command sets the Bridge Max Hops parameter for the common and internal spanning tree to the default value.

Format no spanning-tree max-hops

Mode Global Config

.
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2214 spanning-tree mst

This command sets the Path Cost or Port Priority for this port within the multiple spanning tree instance or in the
common and internal spanning tree. If you specify an <mstid> parameter that corresponds to an existing multiple
spanning tree instance, the configurations are done for that multiple spanning tree instance. If you specify 0 (defined
as the default CIST ID) as the <mstid>, the configurations are done for the common and internal spanning tree
instance.

If you specify the cost option, the command sets the path cost for this port within a multiple spanning tree instance
or the common and internal spanning tree instance, depending on the <mstid> parameter. You can set the path
cost as a number in the range of 1 to 200000000 or auto. If you select auto the path cost value is set based on Link
Speed.

If you specify the external-cost option, this command sets the external-path cost for MST instance ‘0’ i.e. CIST
instance. You can set the external cost as a number in the range of 1 to 200000000 or auto. If you specify auto, the
external path cost value is set based on Link Speed.

If you specify the port-priority option, this command sets the priority for this port within a specific multiple spanning
tree instance or the common and internal spanning tree instance, depending on the <mst id> parameter. The port-
priority value is a number in the range of 0 to 240 in increments of 16.

Default e cost—auto
* external-cost—auto
e port-priority—128

Format spanning-tree mst <mstid> {{cost <1-200000000> | auto} | {external-cost
<1-200000000> | auto} | port-priority <0-240>}

Mode Interface Config

22141 no spanning-tree mst

This command sets the Path Cost or Port Priority for this port within the multiple spanning tree instance, or in the
common and internal spanning tree to the respective default values. If you specify an <mstid> parameter that
corresponds to an existing multiple spanning tree instance, you are configuring that multiple spanning tree instance.
If you specify 0 (defined as the default CIST ID) as the <mstid>, you are configuring the common and internal
spanning tree instance.

If the you specify cost, this command sets the path cost for this port within a multiple spanning tree instance or the
common and internal spanning tree instance, depending on the <mst id> parameter, to the default value, i.e. a path
cost value based on the Link Speed.

If you specify external-cost, this command sets the external path cost for this port for mst ‘0’ instance, to the default
value, i.e. a path cost value based on the Link Speed.

If you specify port-priority, this command sets the priority for this port within a specific multiple spanning tree
instance or the common and internal spanning tree instance, depending on the <mstid> parameter, to the default

value.

Format no spanning-tree mst <mstid> <cost | external-cost | port-priority>

Mode Interface Config

|

AT8030 CLI Reference Manual Page 2 - 12




AT8030 Switching Commands

-

This command adds a multiple spanning tree instance to the switch. The parameter <mstid> is a number within a
range of 1 to 4094, that corresponds to the new instance ID to be added. The maximum number of multiple instances
supported by the switch is 4.

2215 spanning-tree mst instance

Default none

Format spanning-tree mst instance <mstid>
Mode Global Config

22151 no spanning-tree mst instance

This command removes a multiple spanning tree instance from the switch and reallocates all VLANs allocated to
the deleted instance to the common and internal spanning tree. The parameter <mstid> is a number that
corresponds to the desired existing multiple spanning tree instance to be removed.

Format no spanning-tree mst instance <mstid>
Mode Global Config
2.2.16 spanning-tree mst priority

This command sets the bridge priority for a specific multiple spanning tree instance. The parameter <mstid>is a
number that corresponds to the desired existing multiple spanning tree instance. The priority value is a number
within a range of 0 to 61440 in increments of 4096.

If you specify 0 (defined as the default CIST ID) as the <mstid>, this command sets the Bridge Priority parameter
to a new value for the common and internal spanning tree. The bridge priority value is a number within a range of 0
to 61440. The twelve least significant bits are masked according to the 802.1s specification. This causes the priority
to be rounded down to the next lower valid priority.

Default 32768

Format spanning-tree mst priority <mstid> <0-61440>
Mode Global Config

2.2.16.1 no spanning-tree mst priority

This command sets the bridge priority for a specific multiple spanning tree instance to the default value. The
parameter <mstid>is a number that corresponds to the desired existing multiple spanning tree instance.

If 0 (defined as the default CIST ID) is passed as the <mst id>, this command sets the Bridge Priority parameter for
the common and internal spanning tree to the default value.

Format no spanning-tree mst priority <mstid>
Mode Global Config
2217 spanning-tree mst vian

This command adds an association between a multiple spanning tree instance and a VLAN so that the VLAN is no
longer associated with the common and internal spanning tree. The parameter <mstid> is a number that

-
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corresponds to the desired existing multiple spanning tree instance. The <vlanid> corresponds to an existing
VLAN ID.

Format spanning-tree mst vlan <mstid> <vlanid>
Mode Global Config
22171 no spanning-tree mst vlan

This command removes an association between a multiple spanning tree instance and a VLAN so that the VLAN is
again be associated with the common and internal spanning tree. The parameter <mstid> is a number that
corresponds to the desired existing multiple spanning tree instance. The <vlianid> corresponds to an existing
VLAN ID.

Format no spanning-tree mst vlan <mstid> <vlanid>
Mode Global Config
2.2.18 spanning-tree port mode

This command sets the Administrative Switch Port State for this port to enabled.

Default disabled

Format spanning-tree port mode
Mode Interface Config

2.2.18.1 no spanning-tree port mode

This command sets the Administrative Switch Port State for this port to disabled.

Format no spanning-tree port mode
Mode Interface Config
2.2.19 spanning-tree port mode all

This command sets the Administrative Switch Port State for all ports to enabled.

Default disabled

Format spanning-tree port mode all
Mode Global Config

2.2.19.1 no spanning-tree port mode all

This command sets the Administrative Switch Port State for all ports to disabled.

Format no spanning-tree port mode all
Mode Global Config
2.2.20 spanning-tree rootguard

Use this command to enable root BPDU Guard on the interface.

|
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Default disabled

Format spanning-tree rootguard
Mode Interface Config

2.2.20.1 no spanning-tree rootguard

Use this command to disable root BPDU Guard on the interface.

Format no spanning-tree rootguard
Mode Interface Config
2.2.21 show spanning-tree

This command displays spanning tree settings for the common and internal spanning tree. The following details are
displayed.

Format show spanning-tree
Mode ¢ Privileged EXEC

* User EXEC
Term Definition

Bridge Priority Specifies the bridge priority for the Common and Internal Spanning tree (CST). The value lies
between 0 and 61440. It is displayed in multiples of 4096.

Bridge Identifier = The bridge identifier for the CST. It is made up using the bridge priority and the base MAC
address of the bridge.

Time Since Time in seconds.
Topology Change

Topology Change Number of times changed.
Count

Topology Change Boolean value of the Topology Change parameter for the switch indicating if a topology
change is in progress on any port assigned to the common and internal spanning tree.

Designated Root The bridge identifier of the root bridge. It is made up from the bridge priority and the base MAC
address of the bridge.

Root Path Cost Value of the Root Path Cost parameter for the common and internal spanning tree.

Root Port Identifier Identifier of the port to access the Designated Root for the CST
Root Port Max Age Derived value.

Root Port Bridge Derived value
Forward Delay

Hello Time Configured value of the parameter for the CST.

Bridge Hold Time Minimum time between transmission of Configuration Bridge Protocol Data Units (BPDUs).
Bridge Max Hops Bridge max-hops count for the device.

CST Regional Root Bridge Identifier of the CST Regional Root. It is made up using the bridge priority and the base
MAC address of the bridge.

Regional Root Path Cost to the CST Regional Root.
Path Cost

Associated FIDs  List of forwarding database identifiers currently associated with this instance.

Associated VLANs List of VLAN IDs currently associated with this instance.

-
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2.2.22 show spanning-tree brief

This command displays spanning tree settings for the bridge. The following information appears.

Format show spanning-tree brief
Mode * Privileged EXEC

* User EXEC
Term Definition

Bridge Priority Configured value.

Bridge Identifier = The bridge identifier for the selected MST instance. It is made up using the bridge priority and
the base MAC address of the bridge.

Bridge Max Age Configured value.

Bridge Max Hops Bridge max-hops count for the device.

Bridge Hello Time Configured value.

Bridge Forward Configured value.
Delay

Bridge Hold Time Minimum time between transmission of Configuration Bridge Protocol Data Units (BPDUSs).

2.2.23 show spanning-tree interface

This command displays the settings and parameters for a specific switch port within the common and internal
spanning tree. The <slot/port>is the desired switch port. The following details are displayed on execution of the
command.

Format show spanning-tree interface <slot/port>
Mode ¢ Privileged EXEC
e User EXEC
Term Definition
Hello Time Admin hello time for this port.
Port Mode Enabled or disabled.
BPDU Filter Enabled or disabled.
BPDU Flood Enabled or disabled.
BPDU Guard Enabled or disabled.
Root Guard Enabled or disabled.

Port Up Time Since Time since port was reset, displayed in days, hours, minutes, and seconds.
Counters Last

Cleared

STP BPDUs Spanning Tree Protocol Bridge Protocol Data Units sent.
Transmitted

STP BPDUs Spanning Tree Protocol Bridge Protocol Data Units received.
Received

RST BPDUs Rapid Spanning Tree Protocol Bridge Protocol Data Units sent.
Transmitted

RST BPDUs Rapid Spanning Tree Protocol Bridge Protocol Data Units received.
Received

MSTP BPDUs Multiple Spanning Tree Protocol Bridge Protocol Data Units sent.

Transmitted

|
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Term Definition

MSTP BPDUs Multiple Spanning Tree Protocol Bridge Protocol Data Units received.
Received

2.2.24 show spanning-tree mst port detailed

This command displays the detailed settings and parameters for a specific switch port within a particular multiple
spanning tree instance. The parameter <mstid> is a number that corresponds to the desired existing multiple
spanning tree instance. The <slot/port> is the desired switch port.

Format show spanning-tree mst port detailed <mstid> <slot/port>
Mode e Privileged EXEC

e User EXEC
Term Definition

MST Instance ID

The ID of the existing MST instance.

Port Identifier

The port identifier for the specified port within the selected MST instance. It is made up from
the port priority and the interface number of the port.

Port Priority

The priority for a particular port within the selected MST instance. The port priority is displayed
in multiples of 16.

Port Forwarding
State

Current spanning tree state of this port.

Port Role

Each enabled MST Bridge Port receives a Port Role for each spanning tree. The port role is
one of the following values: Root Port, Designated Port, Alternate Port, Backup Port, Master
Port or Disabled Port

Auto-Calculate
Port Path Cost

Indicates whether auto calculation for port path cost is enabled.

Port Path Cost

Configured value of the Internal Port Path Cost parameter.

Auto-Calculate

External Port Path

Cost

Indicates whether auto calculation for external port path cost is enabled.

External Port Path

Cost

Configured value of the external Port Path Cost parameter.

Designated Root

The Identifier of the designated root for this port.

Designated Port
Cost

Path Cost offered to the LAN by the Designated Port.

Designated Bridge

Bridge Identifier of the bridge with the Designated Port.

Designated Port
Identifier

Port on the Designated Bridge that offers the lowest cost to the LAN.

If you specify 0 (defined as the default CIST ID) as the <mstid>, this command displays the settings and
parameters for a specific switch port within the common and internal spanning tree. The <slot/port> is the
desired switch port. In this case, the following are displayed.

Term Definition
Port Identifier The port identifier for this port within the CST.
Port Priority The priority of the port within the CST.

Port Forwarding
State

The forwarding state of the port within the CST.

Port Role

The role of the specified interface within the CST.

-
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Term Definition

Port Path Cost The configured path cost for the specified interface.
Designated Root Identifier of the designated root for this port within the CST.

Designated Port  Path Cost offered to the LAN by the Designated Port.
Cost

Designated Bridge The bridge containing the designated port.

Designated Port  Port on the Designated Bridge that offers the lowest cost to the LAN.
Identifier

Topology Change Value of flag in next Configuration Bridge Protocol Data Unit (BPDU) transmission indicating
Acknowledgement if a topology change is in progress for this port.

Hello Time The hello time in use for this port.

Edge Port The configured value indicating if this port is an edge port.

Edge Port Status  The derived value of the edge port status. True if operating as an edge port; false otherwise.
Point To Point Derived value indicating if this port is part of a point to point link.

MAC Status

CST Regional Root The regional root identifier in use for this port.
CST Port Cost The configured path cost for this port.

2.2.25 show spanning-tree mst port summary

This command displays the settings of one or all ports within the specified multiple spanning tree instance. The
parameter <mstid> indicates a particular MST instance. The parameter {<slot/port> | all} indicates the
desired switch port or all ports.

If you specify 0 (defined as the default CIST ID) as the <mstid>, the status summary displays for one or all ports
within the common and internal spanning tree.

Format show spanning-tree mst port summary <mstid> {<slot/port> | all}
Mode * Privileged EXEC

e User EXEC
Term Definition

MST Instance ID  The MST instance associated with this port.

Interface Valid slot and port number separated by a forward slash.

Type Currently not used.

STP State The forwarding state of the port in the specified spanning tree instance.
Port Role The role of the specified port within the spanning tree.

Link Status The operational status of the link. Possible values are “Up” or “Down”.
Link Trap The link trap configuration for the specified interface.

2.2.26 show spanning-tree mst summary

This command displays summary information about all multiple spanning tree instances in the switch. On execution,
the following details are displayed.

Format show spanning-tree mst summary
Mode * Privileged EXEC
* User EXEC

|
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Term Definition

MST Instance ID  List of multiple spanning trees IDs currently configured.

List

For each MSTID: « List of forwarding database identifiers associated with this instance.
e Associated FIDs < List of VLAN IDs associated with this instance.

¢ Associated
VLANSs

2.2.27 show spanning-tree summary

This command displays spanning tree settings and parameters for the switch. The following details are displayed
on execution of the command.

Format show spanning-tree summary
Mode * Privileged EXEC
e User EXEC
Term Definition
Spanning Tree Enabled or disabled.

Adminmode

Spanning Tree Version of 802.1 currently supported (IEEE 802.1s, IEEE 802.1w, or IEEE 802.1d) based
Version upon the Force Protocol Version parameter.

BPDU Guard Mode Enabled or disabled.
BPDU Filter Mode Enabled or disabled.

Configuration Identifier used to identify the configuration currently being used.
Name

Configuration Identifier used to identify the configuration currently being used.
Revision Level

Configuration Identifier used to identify the configuration currently being used.
Digest Key

MST Instances List of all multiple spanning tree instances configured on the switch.
2.2.28 show spanning-tree vian

This command displays the association between a VLAN and a multiple spanning tree instance. The <vianid>
corresponds to an existing VLAN ID.

Format show spanning-tree vlan <vlianid>
Mode * Privileged EXEC
e User EXEC
Term Definition
VLAN Identifier The VLANs associated with the selected MST instance.
Associated Identifier for the associated multiple spanning tree instance or “CST” if associated with the
Instance common and internal spanning tree.
2.3 VLAN Commands

This section describes the commands you use to configure VLAN settings.

-
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2.3.1 vlan database

This command gives you access to the VLAN Config mode, which allows you to configure VLAN characteristics.

Format vlan database
Mode Privileged EXEC
2.3.2 network mgmt_vlan

This command configures the Management VLAN ID.

Default 1

Format network mgmt _vlan <1-4069>
Mode Privileged EXEC

2.3.21 no network mgmt_vlan

This command sets the Management VLAN ID to the default.

Format no network mgmt vlan
Mode Privileged EXEC
2.3.3 vlan

This command creates a new VLAN and assigns it an ID. The ID is a valid VLAN identification number (ID 1 is
reserved for the default VLAN). VLAN range is 2-4094.

Format vlan <2-4094>
Mode VLAN Config
2.3.3.1 no vilan

This command deletes an existing VLAN. The ID is a valid VLAN identification number (ID 1 is reserved for the
default VLAN). The VLAN range is 2-4094.

Format no vlan <2-4094>
Mode VLAN Config
234 vlan acceptframe

This command sets the frame acceptance mode per interface. For VLAN Only mode, untagged frames or priority
frames received on this interface are discarded. For Admit All mode, untagged frames or priority frames received on
this interface are accepted and assigned the value of the interface VLAN ID for this port. With either option, VLAN
tagged frames are forwarded in accordance with the IEEE 802.1Q VLAN Specification.

Default all
Format vlan acceptframe {vlianonly | all}
Mode Interface Config

|
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2.3.41 no vlan acceptframe

This command resets the frame acceptance mode for the interface to the default value.

Format no vlan acceptframe
Mode Interface Config
235 vlan ingressfilter

This command enables ingress filtering. If ingress filtering is disabled, frames received with VLAN IDs that do not
match the VLAN membership of the receiving interface are admitted and forwarded to ports that are members of
that VLAN.

Default disabled

Format vlan ingressfilter
Mode Interface Config

2.3.5.1 no vlan ingressfilter

This command disables ingress filtering. If ingress filtering is disabled, frames received with VLAN IDs that do not
match the VLAN membership of the receiving interface are admitted and forwarded to ports that are members of
that VLAN.

Format no vlan ingressfilter
Mode Interface Config
2.3.6 vlan makestatic

This command changes a dynamically created VLAN (one that is created by GVRP registration) to a static VLAN
(one that is permanently configured and defined). The ID is a valid VLAN identification number. VLAN range is 2-
4094.

Format vlan makestatic <2-4094>
Mode VLAN Config
2.3.7 vlan name

This command changes the name of a VLAN. The name is an alphanumeric string of up to 32 characters, and the
ID is a valid VLAN identification number. ID range is 1-4094.

Default e VLAN ID 1 - default

* other VLANS - blank string
Format vlan name <2-4094> <name>
Mode VLAN Config
2.3.7.1 no vlan name

This command sets the name of a VLAN to a blank string.

Format no vlan name <2-4094>

-
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Mode VLAN Config

2.3.8 vlan participation

This command configures the degree of participation for a specific interface in a VLAN. The ID is a valid VLAN
identification number, and the interface is a valid interface number .

Format vlan participation {exclude | include | auto} <1-4094>

Mode Interface Config

Participation options are:

Participation

Options Definition

include The interface is always a member of this VLAN. This is equivalent to registration fixed.

exclude The interface is never a member of this VLAN. This is equivalent to registration forbidden.

auto The interface is dynamically registered in this VLAN by GVRP. The interface will not
participate in this VLAN unless a join request is received on this interface. This is equivalent
to registration normal.

2.3.9 vlan participation all

This command configures the degree of participation for all interfaces in a VLAN. The ID is a valid VLAN
identification number.

Format vlan participation all {exclude | include | auto} <1-4094>
Mode Global Config

You can use the following participation options:

Participation —_

Options Definition

include The interface is always a member of this VLAN. This is equivalent to registration fixed.

exclude The interface is never a member of this VLAN. This is equivalent to registration forbidden.

auto The interface is dynamically registered in this VLAN by GVRP. The interface will not
participate in this VLAN unless a join request is received on this interface. This is equivalent
to registration normal.

2.3.10 vlan port acceptframe all

This command sets the frame acceptance mode for all interfaces.

Default all
Format vlan port acceptframe all {vlanonly | all}
Mode Global Config

The modes defined as follows:

Mode Definition

VLAN Only mode Untagged frames or priority frames received on this interface are discarded.

|
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Admit All mode Untagged frames or priority frames received on this interface are accepted and assigned the
value of the interface VLAN ID for this port.

Mode Definition

With either option, VLAN tagged frames are forwarded in accordance with the IEEE 802.1Q VLAN Specification.

2.3.10.1 no vlan port acceptframe all

This command sets the frame acceptance mode for all interfaces to Admit All. For Admit All mode, untagged frames
or priority frames received on this interface are accepted and assigned the value of the interface VLAN ID for this
port. With either option, VLAN tagged frames are forwarded in accordance with the IEEE 802.1Q VLAN
Specification.

Format no vlan port acceptframe all
Mode Global Config
2.3.1 vlan port ingressfilter all

This command enables ingress filtering for all ports. If ingress filtering is disabled, frames received with VLAN IDs
that do not match the VLAN membership of the receiving interface are admitted and forwarded to ports that are
members of that VLAN.

Default disabled

Format vlan port ingressfilter all
Mode Global Config

2.3.11.1 no vlan port ingressfilter all

This command disables ingress filtering for all ports. If ingress filtering is disabled, frames received with VLAN IDs
that do not match the VLAN membership of the receiving interface are admitted and forwarded to ports that are
members of that VLAN.

Format no vlan port ingressfilter all
Mode Global Config

2.3.12 vlan port pvid all

This command changes the VLAN ID for all interface.
Default 1

Format vlan port pvid all <1-4094>
Mode Global Config

2.3.121 no vilan port pvid all

This command sets the VLAN ID for all interfaces to 1.

Format no vlan port pvid all
Mode Global Config

-
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2313 vlan port tagging all

This command configures the tagging behavior for all interfaces in a VLAN to enabled. If tagging is enabled, traffic
is transmitted as tagged frames. If tagging is disabled, traffic is transmitted as untagged frames. The ID is a valid
VLAN identification number.

Format vlan port tagging all <1-4094>
Mode Global Config
2.3.13.1 no vlan port tagging all

This command configures the tagging behavior for all interfaces in a VLAN to disabled. If tagging is disabled, traffic
is transmitted as untagged frames. The ID is a valid VLAN identification number.

Format no vlan port tagging all
Mode Global Config
2.3.14 vlan protocol group

This command adds protocol-based VLAN groups to the system. The <groupName> is a character string of 1 to 16
characters. When itis created, the protocol group will be assigned a unique number that will be used to identify the
group in subsequent commands.

Format vlan protocol group <groupname>
Mode Global Config
2.3.15 vlan protocol group add protocol

This command adds the <protocol> to the protocol-based VLAN identified by <groupid>. A group may have
more than one protocol associated with it. Each interface and protocol combination can only be associated with one
group. If adding a protocol to a group causes any conflicts with interfaces currently associated with the group, this
command fails and the protocol is not added to the group. The possible values for protocol are ip, arp, and ipx.

@ Note: FASTPATH software supports IPv4 protocol-based VLANs.

Default none

Format vlan protocol group add protocol <groupid> <protocol>
Mode Global Config

2.3.15.1 no vlan protocol group add protocol

This command removes the <protocol> from this protocol-based VLAN group that is identified by this
<groupid>. The possible values for protocol are ip, arp, and ipx.

Format no vlan protocol group add protocol <groupid> <protocol>
Mode Global Config

|
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2.3.16 vlan protocol group remove

This command removes the protocol-based VLAN group that is identified by this <groupid>.

Format vlan protocol group remove <groupid>
Mode Global Config
2.3.17 protocol group

This command attaches a <vlanid> to the protocol-based VLAN identified by <groupid>. A group may only be
associated with one VLAN at a time, however the VLAN association can be changed.

Default none
Format protocol group <groupid> <vlanid>
Mode VLAN Config

2.3.171 no protocol group

This command removes the <vlianid> from this protocol-based VLAN group that is identified by this <groupid>.

Format no protocol group <groupid> <vlanid>
Mode VLAN Config
2.3.18 protocol vian group

This command adds the physical interface to the protocol-based VLAN identified by <groupid>. You can associate
multiple interfaces with a group, but you can only associate each interface and protocol combination with one group.
If adding an interface to a group causes any conflicts with protocols currently associated with the group, this
command fails and the interface(s) are not added to the group.

Default none

Format protocol vlan group <groupid>
Mode Interface Config

2.3.18.1 no protocol vlan group

This command removes the interface from this protocol-based VLAN group that is identified by this <groupid>.

Format no protocol vlan group <groupid>
Mode Interface Config
2.3.19 protocol vlian group all

This command adds all physical interfaces to the protocol-based VLAN identified by <groupid>. You can associate
multiple interfaces with a group, but you can only associate each interface and protocol combination with one group.
If adding an interface to a group causes any conflicts with protocols currently associated with the group, this
command will fail and the interface(s) will not be added to the group.

Default none

-
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Format protocol vlan group all <groupid>
Mode Global Config
2.3.191 no protocol vlan group all

This command removes all interfaces from this protocol-based VLAN group that is identified by this <groupid>.

Format no protocol vlan group all <groupid>
Mode Global Config
2.3.20 vian pvid

This command changes the VLAN ID per interface.

Default 1
Format vlan pvid <1-4094>
Mode Interface Config

2.3.201 no vilan pvid

This command sets the VLAN ID per interface to 1.

Format no vlan pvid
Mode Interface Config
2.3.21 vlan tagging

This command configures the tagging behavior for a specific interface in a VLAN to enabled. If tagging is enabled,
traffic is transmitted as tagged frames. If tagging is disabled, traffic is transmitted as untagged frames. The ID is a
valid VLAN identification number.

Format vlan tagging <1-4094>
Mode Interface Config

2.3.211 no vlan tagging

This command configures the tagging behavior for a specific interface in a VLAN to disabled. If tagging is disabled,
traffic is transmitted as untagged frames. The ID is a valid VLAN identification number.

Format no vlan tagging <I1-4094>
Mode Interface Config
2.3.22 vlan association subnet

This command associates a VLAN to a specific IP-subnet.

Format vlan association subnet <ipaddr> <netmask> <vlanid>

Mode VLAN Config

|
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2.3.221 no vlan association subnet

This command removes association of a specific IP-subnet to a VLAN.

Format no vlan association subnet <ipaddr> <netmask>
Mode VLAN Config
2.3.23 vlan association mac

This command associates a MAC address to a VLAN.

Format vlan association mac <macaddr> <vlanid>
Mode VLAN database
2.3.23.1 no vlan association mac

This command removes the association of a MAC address to a VLAN.

Format no vlan association mac <macaddr>
Mode VLAN database
2.3.24 show vlan

This command displays detailed information, including interface information, for a specific VLAN. The ID is a valid
VLAN identification number.

Format show vlan <vlanid>
Mode ¢ Privileged EXEC
e User EXEC
Term Definition
VLAN ID There is a VLAN Identifier (VID) associated with each VLAN. The range of the VLAN ID is 1
to 4094.
VLAN Name A string associated with this VLAN as a convenience. It can be up to 32 alphanumeric

characters long, including blanks. The default is blank. VLAN ID 1 always has a name of
“Default.” This field is optional.

VLAN Type Type of VLAN, which can be Default (VLAN ID = 1) or static (one that is configured and
permanently defined), or Dynamic (one that is created by GVRP registration).

Interface Valid slot and port number separated by a forward slash. It is possible to set the parameters
for all ports by using the selectors on the top line.

Current The degree of participation of this port in this VLAN. The permissible values are:
¢ Include - This port is always a member of this VLAN. This is equivalent to registration fixed
in the IEEE 802.1Q standard.

¢ Exclude - This port is never a member of this VLAN. This is equivalent to registration
forbidden in the IEEE 802.1Q standard.

* Autodetect - To allow the port to be dynamically registered in this VLAN via GVRP. The
port will not participate in this VLAN unless a join request is received on this port. This is
equivalent to registration normal in the IEEE 802.1Q standard.

-
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Term Definition

Configured The configured degree of participation of this port in this VLAN. The permissible values are:
* Include - This port is always a member of this VLAN. This is equivalent to registration fixed
in the IEEE 802.1Q standard.
¢ Exclude - This port is never a member of this VLAN. This is equivalent to registration
forbidden in the IEEE 802.1Q standard.

* Autodetect - To allow the port to be dynamically registered in this VLAN via GVRP. The
port will not participate in this VLAN unless a join request is received on this port. This is
equivalent to registration normal in the IEEE 802.1Q standard.

Tagging The tagging behavior for this port in this VLAN.
» Tagged - Transmit traffic for this VLAN as tagged frames.
* Untagged - Transmit traffic for this VLAN as untagged frames.

2.3.25 show vlan brief

This command displays a list of all configured VLANSs.

Format show vlan brief
Mode ¢ Privileged EXEC
e User EXEC
Term Definition
VLAN ID There is a VLAN Identifier (vlanid) associated with each VLAN. The range of the VLAN ID is
1 to 4094.
VLAN Name A string associated with this VLAN as a convenience. It can be up to 32 alphanumeric

characters long, including blanks. The default is blank. VLAN ID 1 always has a name of
“Default.” This field is optional.

VLAN Type Type of VLAN, which can be Default (VLAN ID = 1) or static (one that is configured and
permanently defined), or a Dynamic (one that is created by GVRP registration).

2.3.26 show vlan port

This command displays VLAN port information.

Format show vlan port {<slot/port> | all}
Mode e Privileged EXEC
* User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash. It is possible to set the parameters

for all ports by using the selectors on the top line.

Port VLAN ID The VLAN ID that this port will assign to untagged frames or priority tagged frames received
on this port. The value must be for an existing VLAN. The factory default is 1.

Acceptable Frame The types of frames that may be received on this port. The options are 'VLAN only' and 'Admit

Types All'. When set to 'VLAN only', untagged frames or priority tagged frames received on this port
are discarded. When set to 'Admit All', untagged frames or priority tagged frames received on
this port are accepted and assigned the value of the Port VLAN ID for this port. With either
option, VLAN tagged frames are forwarded in accordance to the 802.1Q VLAN specification.

|
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Ingress Filtering  May be enabled or disabled. When enabled, the frame is discarded if this port is not a member
of the VLAN with which this frame is associated. In a tagged frame, the VLAN is identified by
the VLAN ID in the tag. In an untagged frame, the VLAN is the Port VLAN ID specified for the
port that received this frame. When disabled, all frames are forwarded in accordance with the
802.1Q VLAN bridge specification. The factory default is disabled.

GVRP May be enabled or disabled.
Default Priority The 802.1p priority assigned to tagged packets arriving on the port.

Term Definition

2.3.27 show vlan association subnet

This command displays the VLAN associated with a specific configured IP-Address and net mask. If no IP address
and net mask are specified, the VLAN associations of all the configured IP-subnets are displayed.

Format show vlan association subnet [<ipaddr> <netmask>]
Mode Privileged EXEC

Term Definition

IP Address The IP address assigned to each interface.

Net Mask The subnet mask.

VLAN ID There is a VLAN Identifier (VID) associated with each VLAN.
2.3.28 show vlan association mac

This command displays the VLAN associated with a specific configured MAC address. If no MAC address is
specified, the VLAN associations of all the configured MAC addresses are displayed.

Format show vlan association mac [<macaddr>]

Mode Privileged EXEC

Term Definition

Mac Address A MAC address for which the switch has forwarding and or filtering information. The format is

6 or 8 two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB. In an IVL system the MAC address will be displayed as 8 bytes.

VLAN ID There is a VLAN Identifier (VID) associated with each VLAN.

24 Double VLAN Commands

This section describes the commands you use to configure double VLAN (DVLAN). Double VLAN tagging is a way
to pass VLAN traffic from one customer domain to another through a Metro Core in a simple and cost effective
manner. The additional tag on the traffic helps differentiate between customers in the MAN while preserving the
VLAN identification of the individual customers when they enter their own 802.1Q domain.

241 dvlan-tunnel ethertype

This command configures the ether-type for all interfaces. The ether-type may have the values of 802. 10, vMAN,
or custom. If the ether-type has a value of custom, the optional value of the custom ether type must be set to a

value from 0 to 65535.
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Default vman

Format dvlan-tunnel ethertype {802.1Q0 | vman | custom} [0-65535]
Mode Global Config

24.2 mode dot1qg-tunnel

This command is used to enable Double VLAN Tunneling on the specified interface.

Default disabled

Format mode dotlg-tunnel
Mode Interface Config

24.21 no mode dot1g-tunnel

This command is used to disable Double VLAN Tunneling on the specified interface. By default, Double VLAN
Tunneling is disabled.

Format no mode dotlg-tunnel
Mode Interface Config
243 mode dvlan-tunnel

Use this command to enable Double VLAN Tunneling on the specified interface.

Note: When you use the mode dvlan-tunnel command on an interface, it becomes a service provider
port. Ports that do not have double VLAN tunneling enabled are customer ports.

Default disabled

Format mode dvlan-tunnel
Mode Interface Config

2.4.3.1 no mode dvlan-tunnel

This command is used to disable Double VLAN Tunneling on the specified interface. By default, Double VLAN
Tunneling is disabled.

Format no mode dvlan-tunnel
Mode Interface Config
244 show dot1qg-tunnel

Use this command without the optional parameters to display all interfaces enabled for Double VLAN Tunneling.
Use the optional parameters to display detailed information about Double VLAN Tunneling for the specified interface
or all interfaces.

Format show dotlg-tunnel [interface {<slot/port> | all}]

|
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Mode * Privileged EXEC
* User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash.
Mode The administrative mode through which Double VLAN Tunneling can be enabled or disabled.

The default value for this field is disabled.

EtherType A 2-byte hex EtherType to be used as the first 16 bits of the DVLAN tunnel. There are three
different EtherType tags. The first is 802.1Q, which represents the commonly used value of
0x8100. The second is VMAN, which represents the commonly used value of 0x88A8. If
EtherType is not one of these two values, then it is a custom tunnel value, representing any
value in the range of 0 to 65535.

245 show dvlan-tunnel

Use this command without the optional parameters to display all interfaces enabled for Double VLAN Tunneling.
Use the optional parameters to display detailed information about Double VLAN Tunneling for the specified interface
or all interfaces.

Format show dvlan-tunnel [interface {<slot/port> | all}]
Mode e Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash.
Mode The administrative mode through which Double VLAN Tunneling can be enabled or disabled.

The default value for this field is disabled.

EtherType A 2-byte hex EtherType to be used as the first 16 bits of the DVLAN tunnel. There are three
different EtherType tags. The first is 802.1Q, which represents the commonly used value of
0x8100. The second is VMAN, which represents the commonly used value of 0x88A8. If
EtherType is not one of these two values, then it is a custom tunnel value, representing any
value in the range of 0 to 65535.

2.5 Voice VLAN Commands

This section describes the commands you use for Voice VLAN. Voice VLAN enables switch ports to carry voice
traffic with defined priority so as to enable separation of voice and data traffic coming onto the port. The benefits of
using Voice VLAN is to ensure that the sound quality of an IP phone could be safeguarded from deteriorating when
the data traffic on the port is high.

Also the inherent isolation provided by VLANs ensures that inter-VLAN traffic is under management control and that
network- attached clients cannot initiate a direct attack on voice components. QoS-based on IEEE 802.1P class of

service (CoS) uses classification and scheduling to sent network traffic from the switch in a predictable manner. The
system uses the source MAC of the traffic traveling through the port to identify the IP phone data flow.

251 voice vlan (Global Config)

Use this command to enable the Voice VLAN capability on the switch.

-
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Default disabled

Format voice vlan

Mode Global Config

2511 no voice vlan (Global Config)

Use this command to disable the Voice VLAN capability on the switch.

Format no voice vlan
Mode Global Config
2.5.2 voice vlan (Interface Config)

Use this command to enable the Voice VLAN capability on the interface.

Default disabled
Format voice vlan {vlanid <id> | dotlp <priority> | none | untagged}
Mode Interface Config

You can configure Voice VLAN in one of four different ways:

Parameter Description

vlan-id Configure the IP phone to forward all voice traffic through the specified VLAN. Valid VLAN ID’s
are from 1 to 4094 (the max supported by the platform).

dot1p Configure the IP phone to use 802.1p priority tagging for voice traffic and to use the default
native VLAN (VLAN 0) to carry all traffic. Valid <priority>rangeis 0to 7.

none Allow the IP phone to use its own configuration to send untagged voice traffic.

untagged Configure the phone to send untagged voice traffic.

2.5.2.1 no voice vilan (Interface Config)

Use this command to disable the Voice VLAN capability on the interface.

Format no voice vlan
Mode Interface Config
253 voice vlan data priority

Use this command to either trust or untrust the data traffic arriving on the Voice VLAN port.

Default trust

Format voice vlan data priority untrust | trust

Mode Interface Config

254 show voice vlan

Format show voice vlan [interface {<slot/port> | all}]

|
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Mode Privileged EXEC

When the interface parameter is not specified, only the global mode of the Voice VLAN is displayed.

Term Definition
Administrative The Global Voice VLAN mode.
Mode

When the interface is specified:

Term Definition

Voice VLAN Mode The admin mode of the Voice VLAN on the interface.
Voice VLAN ID The Voice VLAN ID

Voice VLAN The do1p priority for the Voice VLAN on the port.

Priority

Voice VLAN The tagging option for the Voice VLAN traffic.

Untagged

Voice VLAN CoS The Override option for the voice traffic arriving on the port.
Override

Voice VLAN Status The operational status of Voice VLAN on the port.

2.6 Provisioning (IEEE 802.1p) Commands

This section describes the commands you use to configure provisioning, which allows you to prioritize ports.

2.6.1 vlan port priority all

This command configures the port priority assigned for untagged packets for all ports presently plugged into the
device. The range for the priority is 0-7. Any subsequent per port configuration will override this configuration setting.

Format vlan port priority all <priority>
Mode Global Config
2.6.2 vlan priority

This command configures the default 802.1p port priority assigned for untagged packets for a specific interface. The
range for the priority is 0—7.

Default 0

Format vlan priority <priority>

Mode Interface Config

2.7 Protected Ports Commands

This section describes commands you use to configure and view protected ports on a switch. Protected ports do not
forward traffic to each other, even if they are on the same VLAN. However, protected ports can forward traffic to all
unprotected ports in their group. Unprotected ports can forward traffic to both protected and unprotected ports. Ports

are unprotected by default.
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If an interface is configured as a protected port, and you add that interface to a Port Channel or Link Aggregation
Group (LAG), the protected port status becomes operationally disabled on the interface, and the interface follows
the configuration of the LAG port. However, the protected port configuration for the interface remains unchanged.
Once the interface is no longer a member of a LAG, the current configuration for that interface automatically
becomes effective.

271 switchport protected (Global Config)

Use this command to create a protected port group. The <groupid> parameter identifies the set of protected ports.
Use the name <name> pair to assign a name to the protected port group. The name can be up to 32 alphanumeric
characters long, including blanks. The default is blank.

Note: Port protection occurs within a single switch. Protected port configuration does not affect traffic
between ports on two different switches. No traffic forwarding is possible between two protected ports.

Default unprotected

Format switchport protected <groupid> name <name>
Mode Global Config

2711 no switchport protected (Global Config)

Use this command to remove a protected port group. The groupid parameter identifies the set of protected ports.
Use the name keyword to remove the name from the group.

Format NO switchport protected <groupid> name
Mode Global Config
2.7.2 switchport protected (Interface Config)

Use this command to add an interface to a protected port group. The <groupid> parameter identifies the set of
protected ports to which this interface is assigned. You can only configure an interface as protected in one group.

Note: Port protection occurs within a single switch. Protected port configuration does not affect traffic
between ports on two different switches. No traffic forwarding is possible between two protected ports.

Default unprotected

Format switchport protected <groupid>

Mode Interface Config

2.7.21 no switchport protected (Interface Config)

Use this command to configure a port as unprotected. The groupid parameter identifies the set of protected ports
to which this interface is assigned.

Format no switchport protected <groupid>

Mode Interface Config

|
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2.7.3 show switchport protected

This command displays the status of all the interfaces, including protected and unprotected interfaces.

Format show switchport protected <groupid>
Mode * Privileged EXEC
* User EXEC
Term Definition
Group ID The number that identifies the protected port group.
Name An optional name of the protected port group. The name can be up to 32 alphanumeric
characters long, including blanks. The default is blank.
List of Physical List of ports, which are configured as protected for the group identified with <groupid>. If no
Ports port is configured as protected for this group, this field is blank.
274 show interfaces switchport

This command displays the status of the interface (protected/unprotected) under the groupid.

Format show interfaces switchport <slot/port> <groupid>
Mode * Privileged EXEC
e User EXEC
Term Definition
Name A string associated with this group as a convenience. It can be up to 32 alphanumeric
characters long, including blanks. The default is blank. This field is optional.
Protected Indicates whether the interface is protected or not. It shows TRUE or FALSE. If the group is a

multiple groups then it shows TRUE in Group <groupid>.

2.8 GARP Commands

This section describes the commands you use to configure Generic Attribute Registration Protocol (GARP) and view
GARP status. The commands in this section affect both GARP VLAN Registration Protocol (GVRP) and Garp
Multicast Registration Protocol (GMRP). GARP is a protocol that allows client stations to register with the switch for
membership in VLANS (by using GVMP) or multicast groups (by using GVMP).

2.81 set garp timer join

This command sets the GVRP join time for one port (Interface Config mode) or all (Global Config mode) and per
GARP. Join time is the interval between the transmission of GARP Protocol Data Units (PDUs) registering (or re-
registering) membership for a VLAN or multicast group. This command has an effect only when GVRP is enabled.
The time is from 10 to 100 (centiseconds). The value 20 centiseconds is 0.2 seconds.

Default 20
Format set garp timer join <10-100>
Mode * Interface Config

* Global Config

-
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2.8.11 no set garp timer join

This command sets the GVRP join time (for one or all ports and per GARP) to the default and only has an effect
when GVRP is enabled.

Format no set garp timer join

Mode * Interface Config
¢ Global Config

2.8.2 set garp timer leave

This command sets the GVRP leave time for one port (Interface Config mode) or all ports (Global Config mode) and
only has an effect when GVRP is enabled. Leave time is the time to wait after receiving an unregister request for a
VLAN or a multicast group before deleting the VLAN entry. This can be considered a buffer time for another station
to assert registration for the same attribute in order to maintain uninterrupted service. The leave time is 20 to 600
(centiseconds). The value 60 centiseconds is 0.6 seconds.

Default 60
Format set garp timer leave <20-600>
Mode ¢ Interface Config

¢ Global Config

2.8.2.1 no set garp timer leave

This command sets the GVRP leave time on all ports or a single port to the default and only has an effect when
GVRP is enabled.

Format no set garp timer leave

Mode * Interface Config
* Global Config

2.8.3 set garp timer leaveall

This command sets how frequently Leave All PDUs are generated. A Leave All PDU indicates that all registrations
will be unregistered. Participants would need to rejoin in order to maintain registration. The value applies per port
and per GARP participation. The time may range from 200 to 6000 (centiseconds). The value 1000 centiseconds is
10 seconds. You can use this command on all ports (Global Config mode) or a single port (Interface Config mode),
and it only has an effect only when GVRP is enabled.

Default 1000
Format set garp timer leaveall <200-6000>
Mode * Interface Config

* Global Config

2.8.3.1 no set garp timer leaveall

This command sets how frequently Leave All PDUs are generated the default and only has an effect when GVRP
is enabled.

Format no set garp timer leaveall
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Mode * Interface Config
* Global Config

284 show garp

This command displays GARP information.

Format show garp
Mode ¢ Privileged EXEC
e User EXEC
Term Definition
GMRP Admin The administrative mode of GARP Multicast Registration Protocol (GMRP) for the system.
Mode

GVRP Admin Mode The administrative mode of GARP VLAN Registration Protocol (GVRP) for the system.

2.9 GVRP Commands

This section describes the commands you use to configure and view GARP VLAN Registration Protocol (GVRP)
information. GVRP-enabled switches exchange VLAN configuration information, which allows GVRP to provide
dynamic VLAN creation on trunk ports and automatic VLAN pruning.

@ Note: If GVRP is disabled, the system does not forward GVRP messages.

291 set gvrp adminmode

This command enables GVRP on the system.

Default disabled

Format set gvrp adminmode

Mode Privileged EXEC

2.9.1.1 no set gvrp adminmode

This command disables GVRP.

Format no set gvrp adminmode
Mode Privileged EXEC
29.2 set gvrp interfacemode

This command enables GVRP on a single port (Interface Config mode) or all ports (Global Config mode).

Default disabled
Format set gvrp interfacemode
Mode * Interface Config

* Global Config

-
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2.9.21 no set gvrp interfacemode

This command disables GVRP on a single port (Interface Config mode) or all ports (Global Config mode). If GVRP
is disabled, Join Time, Leave Time and Leave All Time have no effect.

Format no set gvrp interfacemode

Mode * Interface Config
¢ Global Config

293 show gvrp configuration

This command displays Generic Attributes Registration Protocol (GARP) information for one or all interfaces.

Format show gvrp configuration {<slot/port> | all}
Mode * Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash.
Join Timer The interval between the transmission of GARP PDUs registering (or re-registering)

membership for an attribute. Current attributes are a VLAN or multicast group. There is an
instance of this timer on a per-Port, per-GARP participant basis. Permissible values are 10 to
100 centiseconds (0.1 to 1.0 seconds). The factory default is 20 centiseconds (0.2 seconds).
The finest granularity of specification is one centisecond (0.01 seconds).

Leave Timer The period of time to wait after receiving an unregister request for an attribute before deleting
the attribute. Current attributes are a VLAN or multicast group. This may be considered a
buffer time for another station to assert registration for the same attribute in order to maintain
uninterrupted service. There is an instance of this timer on a per-Port, per-GARP participant
basis. Permissible values are 20 to 600 centiseconds (0.2 to 6.0 seconds). The factory default
is 60 centiseconds (0.6 seconds).

LeaveAll Timer This Leave All Time controls how frequently LeaveAll PDUs are generated. A LeaveAll PDU
indicates that all registrations will shortly be deregistered. Participants will need to rejoin in
order to maintain registration. There is an instance of this timer on a per-Port, per-GARP
participant basis. The Leave All Period Timer is set to a random value in the range of
LeaveAllTime to 1.5*LeaveAllTime. Permissible values are 200 to 6000 centiseconds (2 to 60
seconds). The factory default is 1000 centiseconds (10 seconds).

Port GMRP Mode The GMRP administrative mode for the port, which is enabled or disabled (default). If this
parameter is disabled, Join Time, Leave Time and Leave All Time have no effect.

210 GMRP Commands

This section describes the commands you use to configure and view GARP Multicast Registration Protocol (GMRP)
information. Like IGMP snooping, GMRP helps control the flooding of multicast packets. GMRP-enabled switches
dynamically register and de-register group membership information with the MAC networking devices attached to
the same segment. GMRP also allows group membership information to propagate across all networking devices
in the bridged LAN that support Extended Filtering Services.

@ Note: If GMRP is disabled, the system does not forward GMRP messages.

|
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2101 set gmrp adminmode

This command enables GARP Multicast Registration Protocol (GMRP) on the system.

Default disabled

Format set gmrp adminmode

Mode Privileged EXEC

2.10.1.1 no set gmrp adminmode

This command disables GARP Multicast Registration Protocol (GMRP) on the system.

Format no set gmrp adminmode
Mode Privileged EXEC
2.10.2 set gmrp interfacemode

This command enables GARP Multicast Registration Protocol on a single interface (Interface Config mode) or all
interfaces (Global Config mode). If an interface which has GARP enabled is enabled for routing or is enlisted as a
member of a port-channel (LAG), GARP functionality is disabled on that interface. GARP functionality is
subsequently re-enabled if routing is disabled and port-channel (LAG) membership is removed from an interface
that has GARP enabled.

Default disabled
Format set gmrp interfacemode
Mode ¢ Interface Config

* Global Config

2.10.2.1 no set gmrp interfacemode

This command disables GARP Multicast Registration Protocol on a single interface or all interfaces. If an interface
which has GARP enabled is enabled for routing or is enlisted as a member of a port-channel (LAG), GARP
functionality is disabled. GARP functionality is subsequently re-enabled if routing is disabled and port-channel (LAG)
membership is removed from an interface that has GARP enabled.

Format no set gmrp interfacemode

Mode * Interface Config
¢ Global Config

2.10.3 show gmrp configuration

This command displays Generic Attributes Registration Protocol (GARP) information for one or all interfaces.

Format show gmrp configuration {<slot/port> | all}
Mode e Privileged EXEC
e User EXEC
Term Definition
Interface The slot/port of the interface that this row in the table describes.

-
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Term Definition

Join Timer The interval between the transmission of GARP PDUs registering (or re-registering)
membership for an attribute. Current attributes are a VLAN or multicast group. There is an
instance of this timer on a per-port, per-GARP participant basis. Permissible values are 10 to
100 centiseconds (0.1 to 1.0 seconds). The factory default is 20 centiseconds (0.2 seconds).
The finest granularity of specification is 1 centisecond (0.01 seconds).

Leave Timer The period of time to wait after receiving an unregister request for an attribute before deleting
the attribute. Current attributes are a VLAN or multicast group. This may be considered a
buffer time for another station to assert registration for the same attribute in order to maintain
uninterrupted service. There is an instance of this timer on a per-Port, per-GARP participant
basis. Permissible values are 20 to 600 centiseconds (0.2 to 6.0 seconds). The factory default
is 60 centiseconds (0.6 seconds).

LeaveAll Timer This Leave All Time controls how frequently LeaveAll PDUs are generated. A LeaveAll PDU
indicates that all registrations will shortly be deregistered. Participants will need to rejoin in
order to maintain registration. There is an instance of this timer on a per-Port, per-GARP
participant basis. The Leave All Period Timer is set to a random value in the range of
LeaveAllTime to 1.5*LeaveAllTime. Permissible values are 200 to 6000 centiseconds (2 to 60
seconds). The factory default is 1000 centiseconds (10 seconds).

Port GMRP Mode The GMRP administrative mode for the port. It may be enabled or disabled. If this parameter
is disabled, Join Time, Leave Time and Leave All Time have no effect.

2104 show mac-address-table gmrp

This command displays the GMRP entries in the Multicast Forwarding Database (MFDB) table.

Format show mac-address-table gmrp

Mode Privileged EXEC

Term Definition

Mac Address A unicast MAC address for which the switch has forwarding and or filtering information. The

format is 6 or 8 two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB. In an IVL system the MAC address is displayed as 8 bytes.

Type The type of the entry. Static entries are those that are configured by the end user. Dynamic
entries are added to the table as a result of a learning process or protocol.

Description The text description of this multicast table entry.
Interfaces The list of interfaces that are designated for forwarding (Fwd:) and filtering (FIt:).
2.1 Port-Based Network Access Control Commands

This section describes the commands you use to configure port-based network access control (802.1x). Port-based
network access control allows you to permit access to network services only to and devices that are authorized and
authenticated.

2111 authentication login
This command creates an authentication login list. The <1istname> is any character string and is not case
sensitive. Up to 10 authentication login lists can be configured on the switch. When a list is created, the

authentication method “local” is set as the first method.

When the optional parameters “Option1”, “Option2” and/or “Option3” are used, an ordered list of methods are set in
the authentication login list. If the authentication login list does not exist, a new authentication login list is first created

|
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and then the authentication methods are set in the authentication login list. The maximum number of authentication
login methods is three. The possible method values are 1ocal, radius and reject.

The value of local indicates that the user’s locally stored ID and password are used for authentication. The value
of radius indicates that the user’s ID and password will be authenticated using the RADIUS server. The value of
reject indicates the user is never authenticated.

To authenticate a user, the first authentication method in the user’s login (authentication login list) is attempted.

FASTPATH software does not utilize multiple entries in the user’s login. If the first entry returns a timeout, the user
authentication attempt fails.

@ Note: The default login list included with the default configuration can not be changed.

Format authentication login <listname> [<methodl> [<method2> [<method3>]]]
Mode Global Config
21111 no authentication login

This command deletes the specified authentication login list. The attempt to delete fails if any of the following
conditions are true:

* The login list name is invalid or does not match an existing authentication login list

¢ The specified authentication login list is assigned to any user or to the non configured user for any component

e The login list is the default login list included with the default configuration and was not created using
‘authentication login’. The default login list cannot be deleted.

Format no authentication login <listname>
Mode Global Config
2.11.2 clear dot1x statistics

This command resets the 802.1x statistics for the specified port or for all ports.

Format clear dotlx statistics {(<slot/port> | all}
Mode Privileged EXEC
2113 clear radius statistics

This command is used to clear all RADIUS statistics.

Format clear radius statistics
Mode Privileged EXEC
211.4 dot1x default-login

This command assigns the authentication login list to use for non-configured users for 802.1x port security. This
setting is over-ridden by the authentication login list assigned to a specific user if the user is configured locally. If this
value is not configured, users will be authenticated using local authentication only.
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Format dotlx default-login <Ilistname>
Mode Global Config
211.5 dot1x guest-vian

This command configures VLAN as guest vlan on a per port basis. The command specifies an active VLAN as an
IEEE 802.1x guest VLAN. The range is 1 to the maximumVLAN ID supported by the platform.

Default disabled
Format dotlx guest-vlan <vlan-id>
Mode Interface Config

2.11.5.1 no dot1x guest-vian

This command disables Guest VLAN on the interface.

Default disabled

Format no dotlx guest-vlan

Mode Interface Config

2.11.6 dot1x guest-vian supplicant

This command configures Guest VLAN to be assigned to supplicants that have failed authentication.

Default disabled

Format dotlx guest-vlan supplicant
Mode Global Config

2.11.6.1 no dot1x guest-vlan supplicant

This command disables Guest VLAN supplicant on the switch.

Default disabled

Format no dotlx guest-vlan supplicant
Mode Global Config

211.7 dot1x initialize

This command begins the initialization sequence on the specified port. This command is only valid if the control
mode for the specified port is 'auto’. If the control mode is not 'auto' an error will be returned.

Format dotlx initialize <slot/port>
Mode Privileged EXEC
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This command assigns the specified authentication login list to the specified user for 802.1x port security. The
<user> parameter must be a configured user and the <1istname> parameter must be a configured authentication
login list.

211.8 dot1x login

Format dotlx login <user> <listname>
Mode Global Config
2119 dot1x max-req

This command sets the maximum number of times the authenticator state machine on this port will transmit an
EAPOL EAP Request/Identity frame before timing out the supplicant. The <count> value must be in the range 1 -
10.

Default 2
Format dotlx max-req <count>
Mode Interface Config

2.11.9.1 no dot1x max-req

This command sets the maximum number of times the authenticator state machine on this port will transmit an
EAPOL EAP Request/Identity frame before timing out the supplicant.

Format no dotlx max-req

Mode Interface Config

21110 dot1x port-control

This command sets the authentication mode to use on the specified port. Select force-unauthorized to specify
that the authenticator PAE unconditionally sets the controlled port to unauthorized. Select force-authorizedto
specify that the authenticator PAE unconditionally sets the controlled port to authorized. Select auto to specify that
the authenticator PAE sets the controlled port mode to reflect the outcome of the authentication exchanges between
the supplicant, authenticator and the authentication server.

Default auto
Format dotlx port-control {force-unauthorized | force-authorized | auto}
Mode Interface Config

2.11.10.1 no dot1x port-control
This command sets the authentication mode on the specified port to the default value.

Format no dotlx port-control
Mode Interface Config

-
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2.11.11 dot1x port-control all

This command sets the authentication mode to use on all ports. Select force-unauthorized to specify that the
authenticator PAE unconditionally sets the controlled port to unauthorized. Select force-authorized to specify
that the authenticator PAE unconditionally sets the controlled port to authorized. Select auto to specify that the
authenticator PAE sets the controlled port mode to reflect the outcome of the authentication exchanges between the
supplicant, authenticator and the authentication server.

Default auto
Format dotlx port-control all {force-unauthorized | force-authorized | auto}
Mode Global Config

2.11.11.1 no dot1x port-control all
This command sets the authentication mode on all ports to the default value.

Format no dotlx port-control all
Mode Global Config

21112 dot1x re-authenticate

This command begins the re-authentication sequence on the specified port. This command is only valid if the control
mode for the specified port is 'auto’. If the control mode is not 'auto' an error will be returned.

Format dotlx re-authenticate <slot/port>
Mode Privileged EXEC
21113 dot1x re-authentication

This command enables re-authentication of the supplicant for the specified port.

Default disabled
Format dotlx re-authentication
Mode Interface Config

2.11.131 no dot1x re-authentication

This command disables re-authentication of the supplicant for the specified port.

Format no dotlx re-authentication
Mode Interface Config
21114 dot1x system-auth-control

Use this command to enable the dot1x authentication support on the switch. While disabled, the dot1x configuration
is retained and can be changed, but is not activated.

Default disabled

Format dotlx system-auth-control
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Mode Global Config

2.11.14.1 no dot1x system-auth-control
This command is used to disable the dot1x authentication support on the switch.

Format no dotlx system-auth-control
Mode Global Config

2.11.15 dot1x timeout

This command sets the value, in seconds, of the timer used by the authenticator state machine on this port.
Depending on the token used and the value (in seconds) passed, various timeout configurable parameters are set.
The following tokens are supported:

Tokens Definition

reauth-period The value, in seconds, of the timer used by the authenticator state machine on this port to
determine when re-authentication of the supplicant takes place. The reauth-period must be a
value in the range 1 - 65535.

quiet-period The value, in seconds, of the timer used by the authenticator state machine on this port to
define periods of time in which it will not attempt to acquire a supplicant. The quiet-period must
be a value in the range 0 - 65535.

tx-period The value, in seconds, of the timer used by the authenticator state machine on this port to
determine when to send an EAPOL EAP Request/Identity frame to the supplicant. The quiet-
period must be a value in the range 1 - 65535.

supp-timeout The value, in seconds, of the timer used by the authenticator state machine on this port to
timeout the supplicant. The supp-timeout must be a value in the range 1 - 65535.
server-timeout The value, in seconds, of the timer used by the authenticator state machine on this port to

timeout the authentication server. The supp-timeout must be a value in the range 1 - 65535.

Default * reauth-period: 3600 seconds
e quiet-period: 60 seconds
e tx-period: 30 seconds
¢ supp-timeout: 30 seconds
* server-timeout: 30 seconds

Format dotlx timeout {{reauth-period <seconds>} | {quiet-period <seconds>}
{tx-period <seconds>} | {supp-timeout <seconds>} | {server-timeout
<seconds>}}

Mode Interface Config

2.11.151 no dot1x timeout

This command sets the value, in seconds, of the timer used by the authenticator state machine on this port to the
default values. Depending on the token used, the corresponding default values are set.

Format no dotlx timeout {reauth-period | quiet-period | tx-period | supp-timeout

| server-timeout}

Mode Interface Config

-
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2.11.16 dot1x user

This command adds the specified user to the list of users with access to the specified port or all ports. The <user>
parameter must be a configured user.

Format dotlx user <user> {(<slot/port> | all}
Mode Global Config

2.11.16.1 no dot1x user

This command removes the user from the list of users with access to the specified port or all ports.

Format no dotlx user <user> {<slot/port> | all}
Mode Global Config
21117 users defaultlogin

This command assigns the authentication login list to use for non-configured users when attempting to log in to the
system. This setting is overridden by the authentication login list assigned to a specific user if the user is configured
locally. If this value is not configured, users will be authenticated using local authentication only.

Format users defaultlogin <Ilistname>
Mode Global Config
211.18 users login

This command assigns the specified authentication login list to the specified user for system login. The <user>must
be a configured <user> and the <1istname> must be a configured login list.

If the user is assigned a login list that requires remote authentication, all access to the interface from all CLI, web,
and telnet sessions will be blocked until the authentication is complete.

Note that the login list associated with the ‘admin’ user can not be changed to prevent accidental lockout from the
switch.

Format users login <user> <listname>
Mode Global Config
21119 show authentication

This command displays the ordered authentication methods for all authentication login lists.

Format show authentication

Mode Privileged EXEC

Term Definition

Authentication The authentication login listname.

Login List

Method 1 The first method in the specified authentication login list, if any.
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Term Definition

Method 2 The second method in the specified authentication login list, if any.
Method 3 The third method in the specified authentication login list, if any.
2.11.20 show authentication users

This command displays information about the users assigned to the specified authentication login list. If the login is
assigned to non-configured users, the user “default” will appear in the user column.

Format show authentication users <listname>

Mode Privileged EXEC

Term Definition

User The user assigned to the specified authentication login list.

Component The component (User or 802.1x) for which the authentication login list is assigned.
211.21 show dot1x

This command is used to show a summary of the global dot1x configuration, summary information of the dot1x
configuration for a specified port or all ports, the detailed dot1x configuration for a specified port and the dot1x
statistics for a specified port - depending on the tokens used.

Format show dotlx [{summary {<slot/port> | all} | detail <slot/port> |
statistics <slot/port>]
Mode Privileged EXEC

If you do not use the optional parameters <slot/port>or <vlianid>, the command displays the global dot1x
mode and the Guest VLAN supplicant mode.

Term Definition

Administrative Indicates whether authentication control on the switch is enabled or disabled.
mode

Supplicant Indicates whether Guest VLAN is enabled or disabled.

Allowed in Guest

VLAN

If you use the optional parameter summary {<slot/port> | all},the dot1x configuration for the specified port
or all ports are displayed.

Term Definition
Port The interface whose configuration is displayed.
Control Mode The configured control mode for this port. Possible values are force-unauthorized | force-

authorized | auto.

Operating Control The control mode under which this port is operating. Possible values are authorized |
Mode unauthorized.

Reauthentication Indicates whether re-authentication is enabled on this port.
Enabled

Key Transmission Indicates if the key is transmitted to the supplicant for the specified port.
Enabled

-
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The command show dotlx detail <slot/port> displays guest-vlan. The configured guest-vian ID is
displayed. If the optional parameter 'detail <slot/port>'is used, the detailed dot1x configuration for the
specified port is displayed.

Term Definition

Port The interface whose configuration is displayed.

Protocol Version The protocol version associated with this port. The only possible value is 1, corresponding to
the first version of the dot1x specification.

PAE Capabilities The port access entity (PAE) functionality of this port. Possible values are Authenticator or
Supplicant.

Authenticator PAE Current state of the authenticator PAE state machine. Possible values are Initialize,
State Disconnected, Connecting, Authenticating, Authenticated, Aborting, Held, ForceAuthorized,
and ForceUnauthorized.

Backend Current state of the backend authentication state machine. Possible values are Request,
Authentication Response, Success, Fail, Timeout, Idle, and Initialize.

State

Quiet Period The timer used by the authenticator state machine on this port to define periods of time in

which it will not attempt to acquire a supplicant. The value is expressed in seconds and will
be in the range 0 and 65535.

Transmit Period  The timer used by the authenticator state machine on the specified port to determine when to
send an EAPOL EAP Request/Identity frame to the supplicant. The value is expressed in
seconds and will be in the range of 1 and 65535.

Guest-VLAN ID The guest VLAN identifier configured on the interface.

Guest-Vlan Indicates whether guest-vlan operational mode is enabled or disabled.

Operational Mode

Supplicant The timer used by the authenticator state machine on this port to timeout the supplicant. The
Timeout value is expressed in seconds and will be in the range of 1 and 65535.

Server Timeout The timer used by the authenticator on this port to timeout the authentication server. The
value is expressed in seconds and will be in the range of 1 and 65535.

Maximum The maximum number of times the authenticator state machine on this port will retransmit an
Requests EAPOL EAP Request/Identity before timing out the supplicant. The value will be in the range
of 1 and 10.

Vlan-assigned The VLAN assigned to the port by the radius server.

Reauthentication The timer used by the authenticator state machine on this port to determine when
Period reauthentication of the supplicant takes place. The value is expressed in seconds and will be
in the range of 1 and 65535.

Reauthentication Indicates if reauthentication is enabled on this port. Possible values are ‘True” or “False”.
Enabled

Key Transmission Indicates if the key is transmitted to the supplicant for the specified port. Possible values are
Enabled True or False.

Control Direction The control direction for the specified port or ports. Possible values are both or in.

If you use the optional parameter statistics <slot/port>, the following dot1x statistics for the specified port
appear.

Term Definition

Port The interface whose statistics are displayed.

EAPOL Frames The number of valid EAPOL frames of any type that have been received by this authenticator.
Received

EAPOL Frames The number of EAPOL frames of any type that have been transmitted by this authenticator.
Transmitted
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Term

Definition

EAPOL Start
Frames Received

The number of EAPOL start frames that have been received by this authenticator.

EAPOL Logoff
Frames Received

The number of EAPOL logoff frames that have been received by this authenticator.

Last EAPOL Frame
Version

The protocol version number carried in the most recently received EAPOL frame.

Last EAPOL Frame
Source

The source MAC address carried in the most recently received EAPOL frame.

EAP Response/ld
Frames Received

The number of EAP response/identity frames that have been received by this authenticator.

EAP Response
Frames Received

The number of valid EAP response frames (other than resp/id frames) that have been
received by this authenticator.

EAP Request/ld
Frames
Transmitted

The number of EAP request/identity frames that have been transmitted by this authenticator.

EAP Request

The number of EAP request frames (other than request/identity frames) that have been

Frames transmitted by this authenticator.
Transmitted
Invalid EAPOL The number of EAPOL frames that have been received by this authenticator in which the

Frames Received

frame type is not recognized.

EAP Length Error
Frames Received

The number of EAPOL frames that have been received by this authenticator in which the
frame type is not recognized.

2.11.22

show dot1x users

This command displays 802.1x port security user information for locally configured users.

Format show dotlx users <slot/port>

Mode Privileged EXEC

Term Definition

Users Users configured locally to have access to the specified port.
2.11.23 show users authentication

This command displays all user and all authentication login information. It also displays the authentication login list
assigned to the default user.

Format show users authentication

Mode Privileged EXEC

Term Definition

User Lists every user that has an authentication login list assigned.

System Login

The authentication login list assigned to the user for system login.

802.1x Port
Security

The authentication login list assigned to the user for 802.1x port security.
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212 Storm-Control Commands

This section describes commands you use to configure storm control and view storm-control configuration
information. The Storm Control feature allows you to limit the rate of specific types of packets through the switch on
a per-port, per-type, basis. The Storm Control feature can help maintain network performance.

2121 storm-control broadcast

Use this command to enable broadcast storm recovery mode for a specific interface. If the mode is enabled,
broadcast storm recovery is active, and if the rate of L2 broadcast traffic ingressing on an interface increases beyond
the configured threshold, the traffic will be dropped. Therefore, the rate of broadcast traffic will be limited to the
configured threshold.

Default disabled

Format storm-control broadcast
Mode Interface Config

2.12.1.1 no storm-control broadcast

Use this command to disable broadcast storm recovery mode for a specific interface.

Format no storm-control broadcast
Mode Interface Config
212.2 storm-control broadcast level

Use this command to configure the broadcast storm recovery threshold in terms of percentage of the interface speed
for an interface. When you use this command, broadcast storm recovery mode is enabled on the interface and
broadcast storm recovery is active. If the rate of L2 broadcast traffic ingressing on an interface increases beyond
the configured threshold, the traffic is dropped. Therefore, the rate of broadcast traffic is limited to the configured
threshold.

Default 5

Format storm-control broadcast level <0-100>
Mode Interface Config

2.12.2.1 no storm-control broadcast level

This command sets the broadcast storm recovery threshold to the default value for an interface and disables
broadcast storm recovery.

Format no storm-control broadcast level
Mode Interface Config
2123 storm-control broadcast all

This command enables broadcast storm recovery mode for all interfaces. If the mode is enabled, broadcast storm
recovery is active, and if the rate of L2 broadcast traffic ingressing on an interface increases beyond the configured
threshold, the traffic will be dropped. Therefore, the rate of broadcast traffic will be limited to the configured
threshold.
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Default disabled

Format storm-control broadcast all
Mode Global Config

2.12.3.1 no storm-control broadcast all

This command disables broadcast storm recovery mode for all interfaces.

Format no storm-control broadcast all
Mode Global Config
2124 storm-control broadcast all level

This command configures the broadcast storm recovery threshold in terms of percentage of the interface speed for
all interfaces. If the mode is enabled, broadcast storm recovery is active, and if the rate of L2 broadcast traffic
ingressing on an interface increases beyond the configured threshold, the traffic will be dropped. Therefore, the rate
of broadcast traffic will be limited to the configured threshold.This command also enables broadcast storm recovery
mode for all interfaces.

Default 5

Format storm-control broadcast all level <0-100>
Mode Global Config

21241 no storm-control broadcast all level

This command sets the broadcast storm recovery threshold to the default value for all interfaces and disables
broadcast storm recovery.

Format no storm-control broadcast all level
Mode Global Config
2125 storm-control multicast

This command enables multicast storm recovery mode for an interface. If the mode is enabled, multicast storm
recovery is active, and if the rate of L2 multicast traffic ingressing on an interface increases beyond the configured
threshold, the traffic will be dropped. Therefore, the rate of multicast traffic will be limited to the configured threshold.

Default disabled

Format storm-control multicast
Mode Interface Config

2.12.51 no storm-control multicast

This command disables multicast storm recovery mode for an interface.

Format no storm-control multicast

Mode Interface Config

-
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2.12.6 storm-control multicast level

This command configures the multicast storm recovery threshold in terms of percentage of the interface speed for
an interface and enables multicast storm recovery mode. If the mode is enabled, multicast storm recovery is active,
and if the rate of L2 multicast traffic ingressing on an interface increases beyond the configured threshold, the traffic
will be dropped. Therefore, the rate of multicast traffic will be limited to the configured threshold.

Default 5

Format storm-control multicast level <0-100>
Mode Interface Config

2.12.6.1 no storm-control multicast level

This command sets the multicast storm recovery threshold to the default value for an interface and disables multicast
storm recovery.

Format no storm-control multicast level <0-100>
Mode Interface Config
212.7 storm-control multicast all

This command enables multicast storm recovery mode for all interfaces. If the mode is enabled, multicast storm
recovery is active, and if the rate of L2 multicast traffic ingressing on an interface increases beyond the configured
threshold, the traffic will be dropped. Therefore, the rate of multicast traffic will be limited to the configured threshold.

Default disabled

Format storm-control multicast all
Mode Global Config

2.12.7.1 no storm-control multicast all

This command disables multicast storm recovery mode for all interfaces.

Format no storm-control multicast all
Mode Global Config
2.12.8 storm-control multicast all level

This command configures the multicast storm recovery threshold, in terms of percentage of the interface speed, for
all interfaces and enables multicast storm recovery mode. If the mode is enabled, multicast storm recovery is active,
and if the rate of L2 multicast traffic ingressing on an interface increases beyond the configured threshold, the traffic
will be dropped. Therefore, the rate of multicast traffic will be limited to the configured threshold.

Default 5
Format storm-control multicast all level <0-100>
Mode Global Config
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This command sets the multicast storm recovery threshold to the default value for all interfaces and disables
multicast storm recovery.

2.12.81 no storm-control multicast all level

Format no storm-control multicast all level
Mode Global Config
2129 storm-control unicast

This command enables unicast storm recovery mode for an interface. If the mode is enabled, unicast storm recovery
is active, and if the rate of unknown L2 unicast (destination lookup failure) traffic ingressing on an interface increases
beyond the configured threshold, the traffic will be dropped. Therefore, the rate of unknown unicast traffic will be
limited to the configured threshold.

Default disabled

Format storm-control unicast
Mode Interface Config

2.12.91 no storm-control unicast

This command disables unicast storm recovery mode for an interface.

Format no storm-control unicast
Mode Interface Config
21210 storm-control unicast level

This command configures the unicast storm recovery threshold in terms of percentage of the interface speed for an
interface, and enables unicast storm recovery. If the mode is enabled, unicast storm recovery is active, and if the
rate of unknown L2 unicast (destination lookup failure) traffic ingressing on an interface increases beyond the
configured threshold, the traffic will be dropped. Therefore, the rate of unknown unicast traffic will be limited to the
configured threshold.This command also enables unicast storm recovery mode for an interface.

Default 5
Format storm-control unicast level <0-100>
Mode Interface Config

2.12.101 no storm-control unicast level

This command sets the unicast storm recovery threshold to the default value for an interface and disables unicast
storm recovery.

Format no storm-control unicast level

Mode Interface Config

-
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21211 storm-control unicast all

This command enables unicast storm recovery mode for all interfaces. If the mode is enabled, unicast storm
recovery is active, and if the rate of unknown L2 unicast (destination lookup failure) traffic ingressing on an interface
increases beyond the configured threshold, the traffic will be dropped. Therefore, the rate of unknown unicast traffic
will be limited to the configured threshold.

Default disabled
Format storm-control unicast all
Mode Global Config

212111 no storm-control unicast all

This command disables unicast storm recovery mode for all interfaces.

Format no storm-control unicast all
Mode Global Config
2.12.12 storm-control unicast all level

This command configures the unicast storm recovery threshold in terms of percentage of the interface speed for an
interface, and enables unicast storm recovery for all interfaces. If the mode is enabled, unicast storm recovery is
active, and if the rate of unknown L2 unicast (destination lookup failure) traffic ingressing on an interface increases
beyond the configured threshold, the traffic will be dropped. Therefore, the rate of unknown unicast traffic will be
limited to the configured threshold.

Default 5
Format storm-control unicast all level <0-100>
Mode Global Config

212121 no storm-control unicast all level

This command returns the unicast storm recovery threshold to the default value and disables unicast storm recovery
for all interfaces.

Format no storm-control unicast all level
Mode Global Config
21213 storm-control flowcontrol

This command enables 802.3x flow control for the switch and only applies to full-duplex mode ports.

Note: 802.3x flow control works by pausing a port when the port becomes oversubscribed and dropping
all traffic for small bursts of time during the congestion condition. This can lead to high-priority and/or
network control traffic loss.

Default disabled
Format storm-control flowcontrol
Mode Global Config
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2.12.131 no storm-control flowcontrol

This command disables 802.3x flow control for the switch.

@ Note: This command only applies to full-duplex mode ports.

Format no storm-control flowcontrol
Mode Global Config
21214 show storm-control

This command displays switch configuration information. If you do not use any of the optional parameters, this
command displays global storm control configuration parameters. Use the all keyword to display the per-port
configuration parameters for all interfaces, or specify the siot/port to display information about a specific
interface.

Format show storm-control [all | <slot/port>]

Mode Privileged EXEC

Term Definition

Bcast Mode Shows whether the broadcast storm control mode is enabled or disabled.

Bcast Level The broadcast storm control level.

Mcast Mode Shows whether the multicast storm control mode is enabled or disabled.

Mcast Level The multicast storm control level.

Ucast Mode Shows whether the Unknown Unicast or DLF (Destination Lookup Failure) storm control mode
is enabled or disabled.

Ucast Level The Unknown Unicast or DLF (Destination Lookup Failure) storm control level.

213 Port-Channel/LAG (802.3ad) Commands

This section describes the commands you use to configure port-channels, which are also known as link aggregation
groups (LAGs). Link aggregation allows you to combine multiple full-duplex Ethernet links into a single logical link.
Network devices treat the aggregation as if it were a single link, which increases fault tolerance and provides load
sharing. The LAG feature initially load shares traffic based upon the source and destination MAC address.Assign
the port-channel (LAG) VLAN membership after you create a port-channel. If you do not assign VLAN membership,
the port-channel might become a member of the management VLAN which can result in learning and switching
issues.

A port-channel (LAG) interface can be either static or dynamic, but not both. All members of a port channel must

participate in the same protocols.) A static port-channel interface does not require a partner system to be able to
aggregate its member ports.

Note: If you configure the maximum number of dynamic port-channels (LAGs) that your platform
supports, additional port-channels that you configure are automatically static.

-
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2131 port-channel

This command configures a new port-channel (LAG) and generates a logical slot/port number for the port-channel.
The <name> field is a character string which allows the dash “-” character as well as alphanumeric characters. Use
the show port channel command to display the slot/port number for the logical interface.

Note: Before you include a port in a port-channel, set the port physical mode. For more information, see
2.1.10 “speed” on page 2 - 5.

Format port-channel <name>
Mode Global Config

2.13.11 no port-channel

This command deletes a port-channel (LAG).

Format no port-channel {<logical slot/port> | all}
Mode Global Config
2.13.2 addport

This command adds one port to the port-channel (LAG). The first interface is a logical slot/port number of a
configured port-channel.

Note: Before adding a port to a port-channel, set the physical mode of the port. For more information,
see 2.1.10 “speed” on page 2 - 5.

Format addport <logical slot/port>
Mode Interface Config
2133 deleteport (Interface Config)

This command deletes the port from the port-channel (LAG). The interface is a logical slot/port number of a
configured port-channel.

Format deleteport <logical slot/port>
Mode Interface Config
2134 deleteport (Global Config)

This command deletes all configured ports from the port-channel (LAG). The interface is a logical slot/port number
of a configured port-channel. To clear the port channels, see 4.6.6 “clear port-channel” on page 4 - 26.

Format deleteport {<logical slot/port> | all}
Mode Global Config
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Use this command to configure the administrative value of the key for the port-channel. The value range of <key>
is 0 to 65535.

2.13.5 lacp admin key

Default 0x8000
Format lacp admin key <key>
Mode Interface Config

@ Note: This command is only applicable to port-channel interfaces.

2.13.5.1 no lacp admin key

Use this command to configure the default administrative value of the key for the port-channel.

Format no lacp admin key
Mode Interface Config
2.13.6 lacp collector max-delay

Use this command to configure the port-channel collector max delay. The valid range of <delay> is 0-65535.

Default 0x8000
Format lacp collector max delay <delay>
Mode Interface Config

@ Note: This command is only applicable to port-channel interfaces.

2.13.6.1 no lacp collector max delay

Use this command to configure the default port-channel collector max delay.

Format no lacp collector max delay
Mode Interface Config
2.13.7 lacp actor admin

Use this command to configure the LACP actor admin parameters.

-
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2.13.8 lacp actor admin key

Use this command to configure the administrative value of the LACP actor admin key. The valid range for <key> is
0-65535.

Default Internal Interface Number of this Physical Port
Format lacp actor admin key <key>
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.8.1 no lacp actor admin key

Use this command to configure the default administrative value of the key.

Format no lacp actor admin key
Mode Interface Config
2139 lacp actor admin state

Use this command to configure the administrative value of actor state as transmitted by the Actor in LACPDUs. The
valid value range is 0x00-OxFF.

Default 0x07
Format lacp actor admin state {individual|longtimeout|passive}
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.91 no lacp actor admin state

Use this command the configure the default administrative values of actor state as transmitted by the Actor in
LACPDUs.

Format no lacp actor admin state {individual|longtimeout|passive}
Mode Interface Config
2.13.10 lacp actor admin state individual

Use this command to set LACP actor admin state to individual.

Format lacp actor admin state individual

Mode Interface Config
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@ Note: This command is only applicable to physical interfaces.

2.13.10.1 no lacp actor admin state individual

Use this command to set the LACP actor admin state to aggregation.

Format no lacp actor admin state individual
Mode Interface Config
2131 lacp actor admin state longtimeout

Use this command to set LACP actor admin state to longtimeout.

Format lacp actor admin state longtimeout
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

213.11.1 no lacp actor admin state longtimeout

Use this command to set the LACP actor admin state to short timeout.

Format no lacp actor admin state longtimeout

Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

21312 lacp actor admin state passive

Use this command to set the LACP actor admin state to passive.

Format lacp actor admin state passive

Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.121 no lacp actor admin state passive

Use this command to set the LACP actor admin state to active.

Format no lacp actor admin state passive

Mode Interface Config
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21313 lacp actor port

Use this command to configure LACP actor port priority key.

213.14 lacp actor port priority

Use this command to configure the priority value assigned to the Aggregation Port. The valid range for <priority>
is 0 to 255.

Default 0x80
Format lacp actor port priority <priority>
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.14 1 no lacp actor port priority

Use this command to configure the default priority value assigned to the Aggregation Port.

Format no lacp actor port priority
Mode Interface Config
2.13.15 lacp actor system priority

Use this command to configure the priority value associated with the LACP Actor’s SystemID. The range for
<priority>is 0 to 255.

Default 0x80
Format lacp actor system priority <priority>
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.15.1 no lacp actor system priority

Use this command to configure the priority value associated with the Actor’'s SystemID.

Format lacp actor system priority
Mode Interface Config
2.13.16 lacp partner admin key

Use this command to configure the administrative value of the Key for the protocol partner. The valid range for
<key>is 0 to 65535.

Default 0x0
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Format lacp partner admin key <key>
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.16.1 no lacp partner admin key

Use this command to configure the administrative value of the Key for the protocol partner.

Format no lacp partner admin key <key>
Mode Interface Config
21317 lacp partner admin state

Use this command to configure the current administrative value of actor state for the protocol Partner. The valid
value range is 0x00-OxFF.

Default 0x07
Format lacp partner admin state {individual|longtimeout|passive}
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.17 1 no lacp partner admin state

Use this command the configure the default current administrative value of actor state for the protocol partner.

Format no lacp partner admin state {individual|longtimeout|passive}
Mode Interface Config
2.13.18 lacp partner admin state individual

Use this command to set LACP partner admin state to individual.

Format lacp partner admin state individual
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.18.1 no lacp partner admin state individual

Use this command to set the LACP partner admin state to aggregation.

Format no lacp partner admin state individual

-
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Mode Interface Config

2.13.19 lacp partner admin state longtimeout

Use this command to set LACP partner admin state to longtimeout.

Format lacp partner admin state longtimeout

Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.19.1 no lacp partner admin state longtimeout

Use this command to set the LACP partner admin state to short timeout.

Format no lacp partner admin state longtimeout
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.20 lacp partner admin state passive

Use this command to set the LACP partner admin state to passive.

Format lacp partner admin state passive
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.20.1 no lacp partner admin state passive

Use this command to set the LACP partner admin state to active.

Format no lacp partner admin state passive

Mode Interface Config

213.21 lacp partner port id

Use this command to configure the LACP partner port id. The valid range for <port-id>is 0 to 65535.
Default 0x80

Format lacp partner port-id <port-id>

Mode Interface Config

|

AT8030 CLI Reference Manual Page 2 - 62




AT8030 Switching Commands

-

@ Note: This command is only applicable to physical interfaces.

2.13.211 no lacp partner port id

Use this command to set the LACP partner port id to the default.

Format lacp partner port-id

Mode Interface Config

2.13.22 lacp partner port priority

Use this command to configure the LACP partner port priority. The valid range for <priority>is 0 to 255.
Default 0x0

Format lacp partner port priority <priority>

Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.22.1 no lacp partner port priority

Use this command to configure the default LACP partner port priority.

Format no lacp partner port priority
Mode Interface Config

2.13.23 lacp partner system-id

Use this command to configure the 6-octet MAC Address value representing the administrative value of the
Aggregation Port’s protocol Partner’s System ID. The valid range of <system-id> is 00:00:00:00:00:00 -
FF:FF:FF.FF:FF.

Default 00:00:00:00:00:00
Format lacp partner system-id <system-id>
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.231 no lacp partner system-id

Use this command to configure the default value representing the administrative value of the Aggregation Port’s
protocol Partner's System ID.

Format no lacp partner system-id
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Mode Interface Config

2.13.24 lacp partner system priority

Use this command to configure the administrative value of the priority associated with the Partner’'s System ID. The
valid range for <priority>is 0 to 255.

Default 0x0
Format lacp partner system priority <priority>
Mode Interface Config

@ Note: This command is only applicable to physical interfaces.

2.13.24.1 no lacp partner system priority

Use this command to configure the default administrative value of priority associated with the Partner's System ID.

Format no lacp partner system priority

Mode Interface Config

2.13.25 port-channel static

This command enables the static mode on a port-channel (LAG) interface. By default the static mode for a new port-
channel is disabled, which means the port-channel is dynamic. However if the maximum number of allowable
dynamic port-channels are already present in the system, the static mode for a new port-channel enabled, which
means the port-channel is static.You can only use this command on port-channel interfaces.

Default disabled
Format port-channel static
Mode Interface Config

2.13.25.1 no port-channel static

This command sets the static mode on a particular port-channel (LAG) interface to the default value. This command
will be executed only for interfaces of type port-channel (LAG).

Format no port-channel static

Mode Interface Config

2.13.26 port lacpmode

This command enables Link Aggregation Control Protocol (LACP) on a port.

Default enabled
Format port lacpmode
Mode Interface Config
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2.13.26.1 no port lacpmode

This command disables Link Aggregation Control Protocol (LACP) on a port.

Format no port lacpmode
Mode Interface Config
2.13.27 port lacpmode all

This command enables Link Aggregation Control Protocol (LACP) on all ports.

Format port lacpmode all
Mode Global Config
2.13.27 1 no port lacpmode all

This command disables Link Aggregation Control Protocol (LACP) on all ports.

Format no port lacpmode all
Mode Global Config

2.13.28 port lacptimeout (Interface Config)

This command sets the timeout on a physical interface of a particular device type (actor or partner) to either long
or short timeout.

Default long
Format port lacptimeout {actor | partner} {long | short}
Mode Interface Config

2.13.28.1 no port lacptimeout

This command sets the timeout back to its default value on a physical interface of a particular device type (actor or
partner).

Format no port lacptimeout {actor | partner}

Mode Interface Config

2.13.29 port lacptimeout (Global Config)

This command sets the timeout for all interfaces of a particular device type (actor or partner) to either long or short
timeout.

Default long
Format port lacptimeout {actor | partner} {long | short}
Mode Global Config
Default long
Format port lacptimeout {actor | partner} {long | short}
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2.13.29.1 no port lacptimeout

Mode Global Config

This command sets the timeout for all physical interfaces of a particular device type (actor or partner) back to their
default values.

Format no port lacptimeout {actor | partner}
Mode Global Config
2.13.30 port-channel adminmode

This command enables a port-channel (LAG). The option all sets every configured port-channel with the same
administrative mode setting.

Format port-channel adminmode [all]
Mode Global Config
2.13.30.1 no port-channel adminmode

This command disables a port-channel (LAG). The option all sets every configured port-channel with the same
administrative mode setting.

Format no port-channel adminmode [all]
Mode Global Config
2.13.31 port-channel linktrap

This command enables link trap notifications for the port-channel (LAG). The interface is a logical slot/port for a
configured port-channel. The option all sets every configured port-channel with the same administrative mode
setting.

Default enabled
Format port-channel linktrap {<logical slot/port> | all}
Mode Global Config

2.13.31.1 no port-channel linktrap

This command disables link trap notifications for the port-channel (LAG). The interface is a logical slot and port for
a configured port-channel. The option all sets every configured port-channel with the same administrative mode
setting.

Format no port-channel linktrap {<logical slot/port> | all}
Mode Global Config
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This command defines a name for the port-channel (LAG). The interface is a logical slot/port for a configured port-
channel, and <name> is an alphanumeric string up to 15 characters.

2.13.32 port-channel name
Format port-channel name {<logical slot/port> | all | <name>}
Mode Global Config

2.13.33 port-channel system priority

Use this command to configure port-channel system priority. The valid range of <priority> is 0-65535.

Default 0x8000
Format port-channel system priority <priority>
Mode Global Config

2.13.33.1 no port-channel system priority

Use this command to configure the default port-channel system priority value.

Format no port-channel system priority
Mode Global Config

2.13.34 show lacp actor

Use this command to display LACP actor attributes.

Format show lacp actor {<slot/port>|all}
Mode Global Config

The following output parameters are displayed.

Parameter Description

System Priority The administrative value of the Key.

Actor Admin Key The administrative value of the Key.
Port Priority The priority value assigned to the Aggregation Port.
Admin State The administrative values of the actor state as transmitted by the Actor in LACPDUs.

2.13.35 show lacp partner

Use this command to display LACP partner attributes.

Format show lacp actor {<slot/port>|all}
Mode Privileged EXEC

The following output parameters are displayed.

Parameter Description

System Priority The administrative value of priority associated with the Partner’'s System ID.
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Parameter Description

System-ID The value representing the administrative value of the Aggregation Port’s protocol Partner’'s
System ID.

Admin Key The administrative value of the Key for the protocol Partner.

Port Priority The administrative value of the Key for protocol Partner.

Port-ID The administrative value of the port number for the protocol Partner.

Admin State The administrative values of the actor state for the protocol Partner.

2.13.36 show port-channel brief

This command displays the static capability of all port-channel (LAG) interfaces on the device as well as a summary
of individual port-channel interfaces.

Format show port-channel brief
Mode * Privileged EXEC
* User EXEC

For each port-channel the following information is displayed:

Term Definition

Logical Interface  The slot/port of the logical interface.

Port-channel Name The name of port-channel (LAG) interface.

Link-State Shows whether the link is up or down.

Type Shows whether the port-channel is statically or dynamically maintained.

LACP Device Type/ The timeout (long or short) for the type of device (actor or partner).
Timeout

Mbr Ports The members of this port-channel.

Active Ports The ports that are actively participating in the port-channel.

2.13.37 show port-channel

This command displays an overview of all port-channels (LAGs) on the switch.

Format show port-channel {<logical slot/port> | all}
Mode * Privileged EXEC

e User EXEC
Term Definition

Logical Interface  Valid slot and port number separated by a forward slash.

Port-Channel The name of this port-channel (LAG). You may enter any string of up to 15 alphanumeric
Name characters.

Link State Indicates whether the Link is up or down.

Admin Mode May be enabled or disabled. The factory default is enabled.

Mbr Ports A listing of the ports that are members of this port-channel (LAG), in slot/port notation. There

can be a maximum of eight ports assigned to a given port-channel (LAG).

Device Timeout For each port, lists the timeout (long or short) for Device Type (actor or partner).

Port Speed Speed of the port-channel port.
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Term Definition
Type The status designating whether a particular port-channel (LAG) is statically or dynamically
maintained.

» Static - The port-channel is statically maintained.
* Dynamic - The port-channel is dynamically maintained.
Active Ports This field lists ports that are actively participating in the port-channel (LAG).

2.13.38 show port-channel system priority

Use this command to display the port-channel system priority.

Format show port-channel system priority
Mode Privileged EXEC
214 Port Mirroring

Port mirroring, which is also known as port monitoring, selects network traffic that you can analyze with a network
analyzer, such as a SwitchProbe device or other Remote Monitoring (RMON) probe.

2141 monitor session

This command configures a probe port and a monitored port for monitor session (port monitoring). Use the source
interface <slot/port>parameter to specify the interface to monitor. Use rx to monitor only ingress packets,
or use tx to monitor only egress packets. If you do not specify an {rx | tx} option, the destination port monitors
both ingress and egress packets. Use the destination interface <slot/port> to specify the interface to
receive the monitored traffic. Use the mode parameter to enabled the administrative mode of the session. If enabled,
the probe port monitors all the traffic received and transmitted on the physical monitored port.

Format monitor session <session-id> {source interface <slot/port> [{rx | tx}]
| destination interface <slot/port> | mode}

Mode Global Config

2.14.11 no monitor session

Use this command without optional parameters to remove the monitor session (port monitoring) designation from
the source probe port, the destination monitored port and all VLANs. Once the port is removed from the VLAN, you
must manually add the port to any desired VLANs. Use the source interface <slot/port> parameter or
destination interface <slot/port> toremove the specified interface from the port monitoring session.
Use the mode parameter to disable the administrative mode of the session.

Note: Since the current version of FASTPATH software only supports one session, if you do not supply
optional parameters, the behavior of this command is similar to the behavior of the no monitor

command.
Format no monitor session <session-id> [{source interface <slot/port> |
destination interface <slot/port> | mode}]
Mode Global Config

-
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2.14.2 no monitor

This command removes all the source ports and a destination port for the and restores the default value for mirroring
session mode for all the configured sessions.

@ Note: This is a stand-alone “no” command. This command does not have a “normal” form.

Default enabled

Format no monitor

Mode Global Config

2.14.3 show monitor session

This command displays the Port monitoring information for a particular mirroring session.

Note: The <session-id> parameter is an integer value used to identify the session. In the current
version of the software, the <session-id> parameter is always one (1).

Format show monitor session <session-id>

Mode Privileged EXEC

Term Definition

Session ID An integer value used to identify the session. lts value can be anything between 1 and the

maximum number of mirroring sessions allowed on the platform.

Monitor Session Indicates whether the Port Mirroring feature is enabled or disabled for the session identified
Mode with <session-id>. The possible values are Enabled and Disabled.

Probe Port Probe port (destination port) for the session identified with <session-id>. If probe port is
not set then this field is blank.

Source Port The port, which is configured as mirrored port (source port) for the session identified with
<session-1id>. If no source port is configured for the session then this field is blank.

Type Direction in which source port configured for port mirroring.Types are tx for transmitted
packets and rx for receiving packets.

215 Static MAC Filtering

The commands in this section describe how to configure static MAC filtering. Static MAC filtering allows you to
configure destination ports for a static multicast MAC filter irrespective of the platform.

2.15.1 macfilter

This command adds a static MAC filter entry for the MAC address <macaddr> on the VLAN <vlanid>. The value
of the <macaddr> parameter is a 6-byte hexadecimal number in the format of b1:b2:b3:b4:b5:b6. The restricted
MAC Addresses are: 00:00:00:00:00:00, 01:80:C2:00:00:00 to 01:80:C2:00:00:0F, 01:80:C2:00:00:20 to
01:80:C2:00:00:21, and FF:FF:FF:FF:FF:FF. The <vianid> parameter must identify a valid VLAN.

The number of static mac filters supported on the system is different for MAC filters where source ports are
configured and MAC filters where destination ports are configured.

|
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e For unicast MAC address filters and multicast MAC address filters with source port lists, the maximum number
of static MAC filters supported is 20.

¢ For multicast MAC address filters with destination ports configured, the maximum number of static filters
supported is 256.

i.e. For current Broadcom platforms, you can configure the following combinations:

¢ Unicast MAC and source port (max = 20)
e Multicast MAC and source port (max=20)
* Multicast MAC and destination port (only) (max=256)

e Multicast MAC and source ports and destination ports (max=20)

Format macfilter <macaddr> <vlanid>
Mode Global Config
2.15.1.1 no macfilter

This command removes all filtering restrictions and the static MAC filter entry for the MAC address <macaddr> on
the VLAN <vIanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format
of b1:b2:b3:b4:b5:b6.

The <vlanid> parameter must identify a valid VLAN.

Format no macfilter <macaddr> <vlanid>
Mode Global Config
2.15.2 macfilter adddest

Use this command to add the interface to the destination filter set for the MAC filter with the given <macaddr> and
VLAN of <vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format
of b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

@ Note: Configuring a destination port list is only valid for multicast MAC addresses.

Format macfilter adddest <macaddr>

Mode Interface Config

2.15.2.1 no macfilter adddest

This command removes a port from the destination filter set for the MAC filter with the given <macaddr>and VLAN
of <vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

Format no macfilter adddest <macaddr>
Mode Interface Config

-
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2.15.3 macfilter adddest all

This command adds all interfaces to the destination filter set for the MAC filter with the given <macaddr>and VLAN
of <vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

@ Note: Configuring a destination port list is only valid for multicast MAC addresses.

Format macfilter adddest all <macaddr>
Mode Global Config

2.15.3.1 no macfilter adddest all

This command removes all ports from the destination filter set for the MAC filter with the given <macaddr> and
VLAN of <vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format
of b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

Format no macfilter adddest all <macaddr>
Mode Global Config
2154 macfilter addsrc

This command adds the interface to the source filter set for the MAC filter with the MAC address of <macaddr> and
VLAN of <vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

Format macfilter addsrc <macaddr> <vlanid>
Mode Interface Config
2.15.4.1 no macfilter addsrc

This command removes a port from the source filter set for the MAC filter with the MAC address of <macaddr> and
VLAN of <vlanid> The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format
of b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

Format no macfilter addsrc <macaddr> <vlanid>
Mode Interface Config
2.15.5 macfilter addsrc all

This command adds all interfaces to the source filter set for the MAC filter with the MAC address of <macaddr>and
<vlanid>. You must specify the <macaddr> parameter as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

Format macfilter addsrc all <macaddr> <vlanid>
Mode Global Config
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This command removes all interfaces to the source filter set for the MAC filter with the MAC address of <macaddr>
and VLAN of <vlanid>. You must specify the <macaddr> parameter as a 6-byte hexadecimal number in the
format of b1:b2:b3:b4:b5:b6.

2.15.5.1 no macfilter addsrc all

The <vlanid> parameter must identify a valid VLAN.

Format no macfilter addsrc all <macaddr> <vlanid>
Mode Global Config
2.15.6 show mac-address-table static

This command displays the Static MAC Filtering information for all Static MAC Filters. If you select <a11>, all the
Static MAC Filters in the system are displayed. If you supply a value for <macaddr>, you must also enter a value
for <vianid>, and the system displays Static MAC Filter information only for that MAC address and VLAN.

Format show mac-address-table static {<macaddr> <vlanid> | all}
Mode Privileged EXEC

Term Definition

MAC Address The MAC Address of the static MAC filter entry.

VLAN ID The VLAN ID of the static MAC filter entry.

Source Port(s) The source port filter set's slot and port(s).

@ Note: Only multicast address filters will have destination port lists.

2.15.7 show mac-address-table staticfiltering

This command displays the Static Filtering entries in the Multicast Forwarding Database (MFDB) table.

Format show mac-address-table staticfiltering

Mode Privileged EXEC

Term Definition

Mac Address A unicast MAC address for which the switch has forwarding and or filtering information. As the

data is gleaned from the MFDB, the address will be a multicast address. The formatis 6 or 8
two-digit hexadecimal numbers that are separated by colons, for example 01:23:45:67:89:AB.
In an IVL system the MAC address will be displayed as 8 bytes.

Type The type of the entry. Static entries are those that are configured by the end user. Dynamic
entries are added to the table as a result of a learning process or protocol.

Description The text description of this multicast table entry.

Interfaces The list of interfaces that are designated for forwarding (Fwd:) and filtering (FIt:).

-

Page 2-73 AT8030 CLI Reference Manual




Switching Commands AT8030

r

2.16 IGMP Snooping Configuration Commands

This section describes the commands you use to configure IGMP snooping. FASTPATH software supports IGMP
Versions 1, 2, and 3. The IGMP snooping feature can help conserve bandwidth because it allows the switch to
forward IP multicast traffic only to connected hosts that request multicast traffic. IGMPv3 adds source filtering
capabilities to IGMP versions 1 and 2.

2.16.1 set igmp

This command enables IGMP Snooping on the system (Global Config Mode) or an interface (Interface Config
Mode). This command also enables IGMP snooping on a particular VLAN (VLAN Config Mode) and can enable
IGMP snooping on all interfaces participating in a VLAN.

If an interface has IGMP Snooping enabled and you enable this interface for routing or enlist it as a member of a
port-channel (LAG), IGMP Snooping functionality is disabled on that interface. IGMP Snooping functionality is re-
enabled if you disable routing or remove port-channel (LAG) membership from an interface that has IGMP Snooping
enabled.

The IGMP application supports the following activities:

¢ Validation of the IP header checksum (as well as the IGMP header checksum) and discarding of the frame
upon checksum error.

* Maintenance of the forwarding table entries based on the MAC address versus the IP address.

¢ Flooding of unregistered multicast data packets to all ports in the VLAN.

Default disabled
Format set igmp
Mode * Global Config

* Interface Config

Format set igmp <vlanid>
Mode VLAN Config

2.16.1.1 no set igmp

This command disables IGMP Snooping on the system, an interface or a VLAN.

Format no set igmp

Mode * Global Config
* Interface Config

Format no set igmp <vlanid>
Mode VLAN Config
2.16.2 set igmp interfacemode

This command enables IGMP Snooping on all interfaces. If an interface has IGMP Snooping enabled and you
enable this interface for routing or enlist it as a member of a port-channel (LAG), IGMP Snooping functionality is

|
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disabled on that interface. IGMP Snooping functionality is re-enabled if you disable routing or remove port-channel
(LAG) membership from an interface that has IGMP Snooping enabled.

Default disabled

Format set igmp interfacemode
Mode Global Config

2.16.2.1 no set igmp interfacemode

This command disables IGMP Snooping on all interfaces.

Format no set igmp interfacemode
Mode Global Config
2.16.3 set igmp fast-leave

This command enables or disables IGMP Snooping fast-leave admin mode on a selected interface or VLAN.
Enabling fast-leave allows the switch to immediately remove the layer 2 LAN interface from its forwarding table entry
upon receiving an IGMP leave message for that multicast group without first sending out MAC-based general
queries to the interface.

You should enable fast-leave admin mode only on VLANs where only one host is connected to each layer 2 LAN
port. This prevents the inadvertent dropping of the other hosts that were connected to the same layer 2 LAN port
but were still interested in receiving multicast traffic directed to that group. Also, fast-leave processing is supported
only with IGMP version 2 hosts.

Default disabled

Format set igmp fast-leave

Mode Interface Config

Format set igmp fast-leave <vlan id>
Mode VLAN Config

2.16.3.1 no set igmp fast-leave

This command disables IGMP Snooping fast-leave admin mode on a selected interface.

Format no set igmp fast-leave

Mode Interface Config

Format no set igmp fast-leave <vlan id>

Mode VLAN Config

2.16.4 set igmp groupmembership-interval

This command sets the IGMP Group Membership Interval time on a VLAN, one interface or all interfaces. The Group
Membership Interval time is the amount of time in seconds that a switch waits for a report from a particular group on

-
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a particular interface before deleting the interface from the entry. This value must be greater than the IGMPv3
Maximum Response time value. The range is 2 to 3600 seconds.

Default 260 seconds
Format set igmp groupmembership-interval <2-3600>
Mode ¢ Interface Config

¢ Global Config

Format set igmp groupmembership-interval <vlian id> <2-3600>
Mode VLAN Config
2.16.4.1 no set igmp groupmembership-interval

This command sets the IGMPv3 Group Membership Interval time to the default value.

Format no set igmp groupmembership-interval

Mode * Interface Config
* Global Config

Format no set igmp groupmembership-interval <vlan id>
Mode VLAN Config
2.16.5 set igmp maxresponse

This command sets the IGMP Maximum Response time for the system, or on a particular interface or VLAN. The
Maximum Response time is the amount of time in seconds that a switch will wait after sending a query on an
interface because it did not receive a report for a particular group in that interface. This value must be less than the
IGMP Query Interval time value. The range is 1 to 25 seconds.

Default 10 seconds
Format set igmp maxresponse <I1-25>
Mode ¢ Global Config

¢ Interface Config

Format set igmp maxresponse <vlan id> <I-25>
Mode VLAN Config
2.16.5.1 no set igmp maxresponse

This command sets the max response time (on the interface or VLAN) to the default value.

Format no set igmp maxresponse

Mode ¢ Global Config
* Interface Config

Format no set igmp maxresponse <vlan id>
Mode VLAN Config

|
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This command sets the Multicast Router Present Expiration time. The time is set for the system, on a particular
interface or VLAN. This is the amount of time in seconds that a switch waits for a query to be received on an interface
before the interface is removed from the list of interfaces with multicast routers attached. The range is 0 to 3600
seconds. A value of 0 indicates an infinite time-out, i.e. no expiration.

2.16.6 set igmp mcrtrexpiretime

Default 0
Format set igmp mcrtrexpiretime <0-3600>
Mode * Global Config

* Interface Config

Format set igmp mcrtrexpiretime <vlan id> <0-3600>
Mode VLAN Config
2.16.6.1 no set igmp mcrtrexpiretime

This command sets the Multicast Router Present Expiration time to 0. The time is set for the system, on a particular
interface or a VLAN.

Format no set igmp mcrtrexpiretime

Mode * Global Config
¢ Interface Config

Format no set igmp mcrtrexpiretime <vlan id>
Mode VLAN Config
2.16.7 set igmp mrouter

This command configures the VLAN ID (<vl1anId>)that has the multicast router mode enabled.

Format set igmp mrouter <vlan id>
Mode Interface Config
2.16.7.1 no set igmp mrouter

This command disables multicast router mode for a particular VLAN ID (<vlan id>).

Format no set igmp mrouter <vlan id>
Mode Interface Config
2.16.8 set igmp mrouter interface

This command configures the interface as a multicast router interface. When configured as a multicast router
interface, the interface is treated as a multicast router interface in all VLANSs.

Default disabled
Format set igmp mrouter interface
Mode Interface Config

-
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2.16.8.1 no set igmp mrouter interface

This command disables the status of the interface as a statically configured multicast router interface.

Format no set igmp mrouter interface
Mode Interface Config
2.16.9 show igmpsnooping

This command displays IGMP Snooping information. Configured information is displayed whether or not IGMP
Snooping is enabled.

Format show igmpsnooping [<slot/port> | <vlan id>]
Mode Privileged EXEC

When the optional arguments <slot/port>or <vian id> are not used, the command displays the following
information:

Term Definition

Admin Mode Indicates whether or not IGMP Snooping is active on the switch.

Multicast Control The number of multicast control frames that are processed by the CPU.
Frame Count

Interface Enabled The list of interfaces on which IGMP Snooping is enabled.
for IGMP Snooping

VLANS Enabled for The list of VLANS on which IGMP Snooping is enabled.
IGMP Snooping

When you specify the <slot/port> values, the following information appears:

Term Definition

IGMP Snooping Indicates whether IGMP Snooping is active on the interface.
Admin Mode

Fast Leave Mode Indicates whether IGMP Snooping Fast-leave is active on the interface.

Group The amount of time in seconds that a switch will wait for a report from a particular group on a
Membership particular interface before deleting the interface from the entry.This value may be configured.
Interval

Maximum The amount of time the switch waits after it sends a query on an interface because it did not

Response Time receive a report for a particular group on that interface. This value may be configured.

Multicast Router The amount of time to wait before removing an interface from the list of interfaces with
Expiry Time multicast routers attached. The interface is removed if a query is not received. This value may
be configured.

When you specify a value for <vian id>, the following information appears:

Term Definition

VLAN ID The VLAN ID.

IGMP Snooping Indicates whether IGMP Snooping is active on the VLAN.

Admin Mode

Fast Leave Mode Indicates whether IGMP Snooping Fast-leave is active on the VLAN.

Group The amount of time in seconds that a switch will wait for a report from a particular group on a
Membership particular interface, which is participating in the VLAN, before deleting the interface from the
Interval entry.This value may be configured.

|
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Maximum The amount of time the switch waits after it sends a query on an interface, participating in the
Response Time VLAN, because it did not receive a report for a particular group on that interface. This value
may be configured.

Multicast Router  The amount of time to wait before removing an interface that is participating in the VLAN from
Expiry Time the list of interfaces with multicast routers attached. The interface is removed if a query is not
received. This value may be configured.

Term Definition

2.16.10 show igmpsnooping mrouter interface

This command displays information about statically configured ports.

Format show igmpsnooping mrouter interface <slot/port>
Mode Privileged EXEC

Term Definition

Interface The port on which multicast router information is being displayed.

Multicast Router Indicates whether multicast router is statically enabled on the interface.
Attached

VLAN ID The list of VLANs of which the interface is a member.

2.16.11 show igmpsnooping mrouter vian

This command displays information about statically configured ports.

Format show igmpsnooping mrouter vlan <slot/port>

Mode Privileged EXEC

Term Definition

Interface The port on which multicast router information is being displayed.
VLAN ID The list of VLANs of which the interface is a member.

2.16.12 show mac-address-table igmpsnooping

This command displays the IGMP Snooping entries in the MFDB table.

Format show mac-address-table igmpsnooping

Mode Privileged EXEC

Term Definition

MAC Address A multicast MAC address for which the switch has forwarding or filtering information. The

format is two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB. In an IVL system the MAC address is displayed as a MAC address and
VLAN ID combination of 8 bytes.

Type The type of the entry, which is either static (added by the user) or dynamic (added to the table
as a result of a learning process or protocol).

Description The text description of this multicast table entry.

-
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Term Definition
Interfaces The list of interfaces that are designated for forwarding (Fwd:) and filtering (FIt:).
217 IGMP Snooping Querier Commands

IGMP Snooping requires that one central switch or router periodically query all end-devices on the network to
announce their multicast memberships. This central device is the “IGMP Querier”. The IGMP query responses,
known as IGMP reports, keep the switch updated with the current multicast group membership on a port-by-port
basis. If the switch does not receive updated membership information in a timely fashion, it will stop forwarding
multicasts to the port where the end device is located.

This section describes commands used to configure and display information on IGMP Snooping Queriers on the
network and, separately, on VLANSs.

2171 set igmp querier

Use this command to enable IGMP Snooping Querier on the system, using Global Config mode, or on a VLAN.
Using this command, you can specify the IP Address that the Snooping Querier switch should use as the source
address while generating periodic queries.

If a VLAN has IGMP Snooping Querier enabled and IGMP Snooping is operationally disabled on it, IGMP Snooping

Querier functionality is disabled on that VLAN. IGMP Snooping functionality is re-enabled if IGMP Snooping is
operational on the VLAN.

@ Note: The Querier IP Address assigned for a VLAN takes preference over global configuration.

The IGMP Snooping Querier application supports sending periodic general queries on the VLAN to solicit
membership reports.

Default disabled
Format set igmp querier [<vlan-id>] [address ipv4 address]
Mode * Global Config

* VLAN Mode

21711 no set igmp querier

Use this command to disable IGMP Snooping Querier on the system. Use the optional address parameter to reset
the querier address to 0.0.0.0.

Format no set igmp querier [<vlan-id>] [address]
Mode ¢ Global Config

* VLAN Mode
2.17.2 set igmp querier query-interval

Use this command to set the IGMP Querier Query Interval time. It is the amount of time in seconds that the switch
waits before sending another general query.

Default disabled
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Format set igmp querier query-interval <1-18000>
Mode Global Config
2.17.21 no set igmp querier query-interval

Use this command to set the IGMP Querier Query Interval time to its default value.

Format no set igmp querier query-interval
Mode Global Config
217.3 set igmp querier timer expiry

Use this command to set the IGMP Querier timer expiration period. It is the time period that the switch remains in
Non-Querier mode once it has discovered that there is a Multicast Querier in the network.

Default 60 seconds
Format set igmp querier timer expiry <60-300>
Mode Global Config

217.3.1 no set igmp querier timer expiry

Use this command to set the IGMP Querier timer expiration period to its default value.

Format no set igmp querier timer expiry
Mode Global Config
217.4 set igmp querier version

Use this command to set the IGMP version of the query that the snooping switch is going to send periodically.

Default 1

Format set igmp querier version <I-2>
Mode Global Config

2.17.41 no set igmp querier version

Use this command to set the IGMP Querier version to its default value.

Format no set igmp querier version
Mode Global Config
2.17.5 set igmp querier election participate

Use this command to enable the Snooping Querier to participate in the Querier Election process when it discovers
the presence of another Querier in the VLAN. When this mode is enabled, if the Snooping Querier finds that the
other Querier's source address is better (less) than the Snooping Querier's address, it stops sending periodic
queries. If the Snooping Querier wins the election, then it will continue sending periodic queries.

Default disabled

-
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Format set igmp querier election participate
Mode VLAN Config
2.17.51 no set igmp querier election participate

Use this command to set the Snooping Querier not to participate in querier election but go into non-querier mode as
soon as it discovers the presence of another querier in the same VLAN.

Format no set igmp querier election participate
Mode VLAN Config
2.17.6 show igmpsnooping querier

Use this command to display IGMP Snooping Querier information. Configured information is displayed whether or
not IGMP Snooping Querier is enabled.

Format show igmpsnooping querier [{detail | vlan <vlanid>}]
Mode Privileged EXEC

When the optional argument <vlanid> is not used, the command displays the following information.

Field Description
Admin Mode Indicates whether or not IGMP Snooping Querier is active on the switch.
Admin Version The version of IGMP that will be used while sending out the queries.

Querier Address  The IP Address which will be used in the IPv4 header while sending out IGMP queries. It can
be configured using the appropriate command.

Query Interval The amount of time in seconds that a Snooping Querier waits before sending out the periodic
general query.

Querier Timeout  The amount of time to wait in the Non-Querier operational state before moving to a Querier
state.

When you specify a value for <vlanid>, the following additional information appears.

Field Description

VLAN Admin Mode Indicates whether iGMP Snooping Querier is active on the VLAN.

VLAN Operational Indicates whether IGMP Snooping Querier is in “Querier” or “Non-Querier” state. When the
State switch is in Querier state, it will send out periodic general queries. When in Non-Querier
state, it will wait for moving to Querier state and does not send out any queries.

VLAN Operational Indicates the time to wait before removing a Leave from a host upon receiving a Leave

Max Response request. This value is calculated dynamically from the Queries received from the network. If
Time the Snooping Switch is in Querier state, then it is equal to the configured value.

Querier Election  Indicates whether the IGMP Snooping Querier participates in querier election if it discovers
Participation the presence of a querier in the VLAN.

Querier VLAN The IP address will be used in the IPv4 header while sending out IGMP queries on this VLAN.
Address It can be configured using the appropriate command.

Operational The version of IPv4 will be used while sending out IGMP queries on this VLAN.

Version

Last Querier Indicates the IP address of the most recent Querier from which a Query was received.
Address

Last Querier Indicates the IGMP version of the most recent Querier from which a Query was received on
Version this VLAN.
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When the optional argument detail is used, the command shows the global information and the information for all
Querier-enabled VLANSs.

218 Port Security Commands

Default
Format
Mode

This section describes the command you use to configure Port Security on the switch. Port security, which is also
known as port MAC locking, allows you to secure the network by locking allowable MAC addresses on a given port.
Packets with a matching source MAC address are forwarded normally, and all other packets are discarded.

Note: To enable the SNMP trap specific to port security, see 5.8.7 “snmp-server enable traps violation”
on page 5 - 23.

2.18.1 port-security

This command enables port locking at the system level (Global Config) or port level (Interface Config).
Default disabled

Format port-security

Mode ¢ Global Config

¢ Interface Config

2.18.1.1 no port-security

This command disables port locking for one (Interface Config) or all (Global Config) ports.

Format no port-security

Mode ¢ Global Config
¢ Interface Config

2.18.2 port-security max-dynamic

This command sets the maximum number of dynamically locked MAC addresses allowed on a specific port.

Default 600

Format port-security max-dynamic <maxvalue>
Mode Interface Config

2.18.2.1 no port-security max-dynamic

This command resets the maximum number of dynamically locked MAC addresses allowed on a specific port to its
default value.

Format no port-security max-dynamic

Mode Interface Config

-
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2.18.3 port-security max-static

This command sets the maximum number of statically locked MAC addresses allowed on a port.

Default 20

Format port-security max-static <maxvalue>
Mode Interface Config

2.18.3.1 no port-security max-static

This command sets maximum number of statically locked MAC addresses to the default value.

Format no port-security max-static
Mode Interface Config
2.18.4 port-security mac-address

This command adds a MAC address to the list of statically locked MAC addresses. The <vid>is the VLAN ID.

Format port-security mac-address <mac-address> <vid>
Mode Interface Config
2.18.4.1 no port-security mac-address

This command removes a MAC address from the list of statically locked MAC addresses.

Format no port-security mac-address <mac-address> <vid>
Mode Interface Config
2.18.5 port-security mac-address move

This command converts dynamically locked MAC addresses to statically locked addresses.

Format port-security mac-address move
Mode Interface Config
2.18.6 show port-security

This command displays the port-security settings. If you do not use a parameter, the command displays the settings
for the entire system. Use the optional parameters to display the settings on a specific interface or on all interfaces.

Format show port-security [{<slot/port> | all}]

Mode Privileged EXEC

Term Definition

Admin Mode Port Locking mode for the entire system. This field displays if you do not supply any
parameters.

|
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For each interface, or for the interface you specify, the following information appears:

Term Definition

Admin Mode Port Locking mode for the Interface.

Dynamic Limit Maximum dynamically allocated MAC Addresses.
Static Limit Maximum statically allocated MAC Addresses.
Violation Trap Whether violation traps are enabled.

Mode

2.18.7 show port-security dynamic

This command displays the dynamically locked MAC addresses for the port.

Format show port-security dynamic <slot/port>
Mode Privileged EXEC

Term Definition

MAC Address MAC Address of dynamically locked MAC.
2.18.8 show port-security static

This command displays the statically locked MAC addresses for port.

Format show port-security static <slot/port>
Mode Privileged EXEC

Term Definition

MAC Address MAC Address of statically locked MAC.
2.18.9 show port-security violation

This command displays the source MAC address of the last packet discarded on a locked port.

Format show port-security violation <slot/port>
Mode Privileged EXEC

Term Definition

MAC Address MAC Address of discarded packet on locked port.
219 LLDP (802.1AB) Commands

This section describes the command you use to configure Link Layer Discovery Protocol (LLDP), which is defined
in the IEEE 802.1AB specification. LLDP allows stations on an 802 LAN to advertise major capabilities and physical
descriptions. The advertisements allow a network management system (NMS) to access and display this
information.

-
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2.191 lidp transmit

Use this command to enable the LLDP advertise capability.
Default disabled

Format 11dp transmit

Mode Interface Config

2.19.11 no lldp transmit

Use this command to return the local data transmission capability to the default.

Format no lldp transmit

Mode Interface Config

2.19.2 lidp receive

Use this command to enable the LLDP receive capability.
Default disabled

Format 11dp receive

Mode Interface Config

2.19.2.1 no lldp receive

Use this command to return the reception of LLDPDUs to the default value.

Format no lldp receive
Mode Interface Config
2.19.3 lidp timers

Use this command to set the timing parameters for local data transmission on ports enabled for LLDP. The
<interval-seconds> determines the number of seconds to wait between transmitting local data LLDPDUs. The
range is 1-32768 seconds. The <hold-value> is the multiplier on the transmit interval that sets the TTL in local
data LLDPDUs. The multiplier range is 2-10. The <reinit-seconds> is the delay before re-initialization, and the

range is 1-0 seconds.

Default ¢ interval—30 seconds
e hold—4
¢ reinit—2 seconds

Format 1l1ldp timers [interval <interval-seconds>] [hold <hold-value>] [reinit

<reinit-seconds>]

Mode Global Config

|
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Use this command to return any or all timing parameters for local data transmission on ports enabled for LLDP to
the default values.

2.19.3.1 no lldp timers

Format no lldp timers [interval] [hold] [reinit]
Mode Global Config
2194 lidp transmit-tlv

Use this command to specify which optional type length values (TLVs) in the 802.1AB basic management set are
transmitted in the LLDPDUs. Use sys—-name to transmit the system name TLV. To configure the system name, see
5.8.1 “snmp-serveron page 5 - 21. Use sys-descto transmit the system description TLV. Use sys-cap to transmit
the system capabilities TLV. Use port-desc to transmit the port description TLV. To configure the port description,
see 2.1.6 “description“on page 2 - 4.

Default no optional TLVs are included
Format 11dp transmit-tlv [sys-desc] [sys-name] [sys-cap] [port-desc]
Mode Interface Config

21941 no lldp transmit-tlv

Use this command to remove an optional TLV from the LLDPDUSs. Use the command without parameters to remove
all optional TLVs from the LLDPDU.

Format no lldp transmit-tlv [sys-desc] [sys-name] [sys-cap] [port-desc]

Mode Interface Config

2.19.5 lidp transmit-mgmt

Use this command to include transmission of the local system management address information in the LLDPDUs.
Format 11dp transmit-mgmt

Mode Interface Config

2.19.5.1 no lldp transmit-mgmt

Use this command to include transmission of the local system management address information in the LLDPDUs.
Use this command to cancel inclusion of the management information in LLDPDUs.

Format no 1lldp transmit-mgmt

Mode Interface Config

2.19.6 lldp notification

Use this command to enable remote data change notifications.
Default disabled

Format 11dp notification

Mode Interface Config

-
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2.19.6.1 no lldp notification

Use this command to disable notifications.

Default disabled

Format no 1lldp notification

Mode Interface Config

2.19.7 lidp notification-interval

Use this command to configure how frequently the system sends remote data change notifications. The
<interval> parameter is the number of seconds to wait between sending notifications. The valid interval range is
5-3600 seconds.

Default 5

Format 11dp notification-interval <interval>
Mode Global Config

2.19.71 no lldp notification-interval

Use this command to return the notification interval to the default value.

Format no lldp notification-interval

Mode Global Config

2.19.8 clear lldp statistics

Use this command to reset all LLDP statistics, including MED-related information.
Format clear 1lldp statistics

Mode Privileged Exec

2.19.9 clear lldp remote-data

Use this command to delete all information from the LLDP remote data table, including MED-related information.

Format clear 1l1ldp remote-data
Mode Global Config

2.19.10 show lidp

Use this command to display a summary of the current LLDP configuration.

Format show 11dp
Mode Privileged Exec
Term Definition

Transmit Interval How frequently the system transmits local data LLDPDUs, in seconds.

|
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Term Definition

Transmit Hold The multiplier on the transmit interval that sets the TTL in local data LLDPDUs.

Multiplier

Re-initialization The delay before re-initialization, in seconds.

Delay

Notification How frequently the system sends remote data change notifications, in seconds.

Interval

2.19.11 show lidp interface

Use this command to display a summary of the current LLDP configuration for a specific interface or for all interfaces.

Format show 1lldp interface {<slot/port> | all}

Mode Privileged Exec

Term Definition

Interface The interface in a slot/port format.

Link Shows whether the link is up or down.

Transmit Shows whether the interface transmits LLDPDUs.

Receive Shows whether the interface receives LLDPDUs.

Notify Shows whether the interface sends remote data change notifications.

TLVs Shows whether the interface sends optional TLVs in the LLDPDUs. The TLV codes can be 0
(Port Description), 1 (System Name), 2 (System Description), or 3 (System Capability).

Mgmt Shows whether the interface transmits system management address information in the
LLDPDUs.

2.19.12 show lldp statistics

Use this command to display the current LLDP traffic and remote table statistics for a specific interface or for all
interfaces.

Format show 1lldp statistics {<slot/port> | all}

Mode Privileged Exec

Term Definition

Last Update The amount of time since the last update to the remote table in days, hours, minutes, and
seconds.

Total Inserts Total number of inserts to the remote data table.

Total Deletes Total number of deletes from the remote data table.

Total Drops Total number of times the complete remote data received was not inserted due to insufficient
resources.

Total Ageouts Total number of times a complete remote data entry was deleted because the Time to Live

interval expired.

The table contains the following column headings:

Term Definition

Interface The interface in slot/port format.

-
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Definition

Transmit Total

Total number of LLDP packets transmitted on the port.

Receive Total

Total number of LLDP packets received on the port.

Discards Total number of LLDP frames discarded on the port for any reason.
Errors The number of invalid LLDP frames received on the port.
Ageouts Total number of times a complete remote data entry was deleted for the port because the

Time to Live interval expired.

TVL Discards

The number of TLVs discarded.

TVL Unknowns

Total number of LLDP TLVs received on the port where the type value is in the reserved
range, and not recognized.

2.19.13

show lldp remote-device

Use this command to display summary information about remote devices that transmit current LLDP data to the
system. You can show information about LLDP remote data received on all ports or on a specific port.

Format show 1lldp remote-device {<slot/port> | all}
Mode Privileged EXEC
Term Definition

Local Interface

The interface that received the LLDPDU from the remote device.

Chassis ID

The ID of the remote device.

Port ID

The port number that transmitted the LLDPDU.

System Name

The system name of the remote device.

2.19.14

show lidp remote-device detail

Use this command to display detailed information about remote devices that transmit current LLDP data to an
interface on the system.

Format show 1l1ldp remote-device detail <slot/port>
Mode Privileged EXEC
Term Definition

Local Interface

The interface that received the LLDPDU from the remote device.

Chassis ID The type of identification used in the Chassis ID field.
Subtype
Chassis ID The chassis of the remote device.

Port ID Subtype

The type of port on the remote device.

Port ID

The port number that transmitted the LLDPDU.

System Name

The system name of the remote device.

System
Description

Describes the remote system by identifying the system name and versions of hardware,
operating system, and networking software supported in the device.

Port Description

Describes the port in an alpha-numeric format. The port description is configurable.

System
Capabilities
Supported

Indicates the primary function(s) of the device.
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Term Definition

System Shows which of the supported system capabilities are enabled.

Capabilities

Enabled

Management For each interface on the remote device with an LLDP agent, lists the type of address the
Address remote LLDP agent uses and specifies the address used to obtain information related to the

device.

Time To Live

The amount of time (in seconds) the remote device's information received in the LLDPDU
should be treated as valid information.

2.19.15

show lldp local-device

Use this command to display summary information about the advertised LLDP local data. This command can display
summary information or detail for each interface.

Format show 1lldp local-device {<slot/port> | all}
Mode Privileged EXEC

Term Definition

Interface The interface in a slot/port format.

Port ID The port ID associated with this interface.

Port Description

The port description associated with the interface.

2.19.16

show lldp local-device detail

Use this command to display detailed information about the LLDP data a specific interface transmits.

Format show 1lldp local-device detail <slot/port>
Mode Privileged EXEC

Term Definition

Interface The interface that sends the LLDPDU.

Chassis ID The type of identification used in the Chassis ID field.
Subtype

Chassis ID The chassis of the local device.

Port ID Subtype

The type of port on the local device.

Port ID

The port number that transmitted the LLDPDU.

System Name

The system name of the local device.

System Describes the local system by identifying the system name and versions of hardware,
Description operating system, and networking software supported in the device.

Port Description  Describes the port in an alpha-numeric format.

System Indicates the primary function(s) of the device.

Capabilities

Supported

System Shows which of the supported system capabilities are enabled.

Capabilities

Enabled

Management The type of address and the specific address the local LLDP agent uses to send and receive
Address information.

-
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2.20 LLDP-MED Commands

Link Layer Discovery Protocol - Media Endpoint Discovery (LLDP-MED) (ANSI-TIA-1057) provides an extension to
the LLDP standard. Specifically, LLDP-MED provides extensions for network configuration and policy, device
location, Power over Ethernet (PoE) management and inventory management.

2.20.1 lidp med

Use this command to enable MED. By enabling MED, you will be effectively enabling the transmit and receive
function of LLDP.

Default disabled
Format 11dp med
Mode Interface Config

2.20.11 no lldp med

Use this command to disable MED.

Format no 11ldp med

Mode Interface Config

2.20.2 lildp med confignotification

Use this command to configure all the ports to send the topology change notification.
Default disabled

Format 11dp med confignotification

Mode Interface Config

2.20.2.1 no Idp med confignotification

Use this command to disable notifications.

Format no 1lldp med confignotification
Mode Interface Config
2.20.3 lildp med transmit-tlv

Use this command to specify which optional Type Length Values (TLVs) in the LLDP MED set will be transmitted in
the Link Layer Discovery Protocol Data Units (LLDPDUs).

Default By default, the capabilities and network policy TLVs are included.

Format 11ldp med transmit-tlv [capabilities] [ex-pd] [ex-pse] [inventory]
[location] [network-policy]

Mode Interface Config

Term Definition

capabilities Transmit the LLDP capabilities TLV.

|

AT8030 CLI Reference Manual Page 2 - 92




AT8030 Switching Commands

-

Term Definition

ex-pd Transmit the LLDP extended PD TLV.
ex-pse Transmit the LLDP extended PSE TLV.
inventory Transmit the LLDP inventory TLV.
location Transmit the LLDP location TLV.

network-policy Transmit the LLDP network policy TLV.

2.20.3.1 no lldp med transmit-tlv

Use this command to remove a TLV.

Format no lldp med transmit-tlv [capabilities] [network-policy] [ex-pse] [ex-—
pd] [location] [inventory]

Mode Interface Config

2.20.4 lidp med all

Use this command to configure LLDP-MED on all the ports.

Format 11dp med all

Mode Global Config

2.20.5 lldp med confignotification all

Use this command to configure all the ports to send the topology change notification.

Format 1lldp med confignotification all

Mode Global Config

2.20.6 lildp med faststartrepeatcount

Use this command to set the value of the fast start repeat count. [count] is then umber of LLDP PDUs that will be
transmitted when the product is enabled. The range is 1 to 10.

Default 3
Format 11dp med faststartrepeatcount [count]
Mode Global Config

2.20.6.1 no lldp med faststartrepeatcount

Use this command to return to the factory default value.

Format no 1lldp med faststartrepeatcount
Mode Global Config

-
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2.20.7 lildp med transmit-tlv all

Use this command to specify which optional Type Length Values (TLVs) in the LLDP MED set will be transmitted in
the Link Layer Discovery Protocol Data Units (LLDPDUSs).

Default By default, the capabilities and network policy TLVs are included.

Format 1ldp med transmit-tlv all [capabilities] [ex-pd] [ex-pse] [inventory]
[location] [network-policy]

Mode Global Config

Term Definition

capabilities Transmit the LLDP capabilities TLV.

ex-pd Transmit the LLDP extended PD TLV.

ex-pse Transmit the LLDP extended PSE TLV.

inventory Transmit the LLDP inventory TLV.

location Transmit the LLDP location TLV.

network-policy Transmit the LLDP network policy TLV.

2.20.71 no lldp med transmit-tlv

Use this command to remove a TLV.

Format no lldp med transmit-tlv [capabilities] [network-policy] [ex-pse] [ex-—
pd] [location] [inventory]

Mode Global Config

2.20.8 show lidp med

Use this command to display a summary of the current LLDP MED configuration.

Format show 1ldp med

Mode Privileged Exec

Example: The following shows example CLI display output for the command.

(Broadcom FASTPATH Routing) #show 1ldp med
LLDP MED Global Configuration

Fast Start Repeat Count: 3
Device Class: Network Connectivity

(Broadcom FASTPATH Routing) #

2.20.9 show lidp med interface

Use this command to display a summary of the current LLDP MED configuration for a specific interface. <slot/
port>indicates a specific physical interface. a11 indicates all valid LLDP interfaces.

Format show 1lldp med interface {slot/port | all}
Mode Privileged Exec
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Example: The following shows example CLI display output for the command.

(Broadcom FASTPATH Routing) #show 1lldp med interface all

Interface Link configMED operMED ConfigNotify TLVsTx
0/1 Down Disabled Disabled Disabled 0,1
0/2 Up Disabled Disabled Disabled 0,1
0/3 Down Disabled Disabled Disabled 0,1
0/4 Down Disabled Disabled Disabled 0,1
0/5 Down Disabled Disabled Disabled 0,1
0/6 Down Disabled Disabled Disabled 0,1
0/7 Down Disabled Disabled Disabled 0,1
0/8 Down Disabled Disabled Disabled 0,1
0/9 Down Disabled Disabled Disabled 0,1
0/10 Down Disabled Disabled Disabled 0,1
0/11 Down Disabled Disabled Disabled 0,1
0/12 Down Disabled Disabled Disabled 0,1
0/13 Down Disabled Disabled Disabled 0,1
0/14 Down Disabled Disabled Disabled 0,1
TLV Codes: 0- Capabilities, 1- Network Policy

2- Location, 3- Extended PSE

4- Extended Pd, 5- Inventory
--More-- or (qg)uit

(Broadcom FASTPATH Routing) #show 11ldp med interface 1/0/2

Interface Link configMED operMED ConfigNotify TLVsTx
0/2 Up Disabled Disabled Disabled 0,1
TLV Codes: 0- Capabilities, 1- Network Policy

2- Location, 3- Extended PSE

4- Extended Pd, 5- Inventory

(Broadcom FASTPATH Routing) #

2.20.10 show lldp med local-device detail

Use this command to display detailed information about the LLDP MED data that a specific interface transmits.
<slot/port> indicates a specific physical interface.

Format show 11dp med local-device detail <slot/port>
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(Broadcom FASTPATH Routing) f#show 1ldp med local-device detail 1/0/8
LLDP MED Local Device Detail
Interface: 1/0/8
Network Policies
Media Policy Application Type : voice

Vlan ID: 10
Priority: 5

-
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DSCP: 1
Unknown: False
Tagged: True

Media Policy Application Type : streamingvideo
Vlan ID: 20

Priority: 1

DSCP: 2

Unknown: False

Tagged: True

Inventory

Hardware Rev: XXX XXX XXX
Firmware Rev: XXX XXX XXX
Software Rev: XXX XXX XXX
Serial Num: XXX XXX XXX
Mfg Name: XXX XXX XXX
Model Name: XXX XXX XXX
Asset ID: XXX XXX XXX

Location
Subtype: elin
Info: XXX XXX XXX

Extended POE
Device Type: pseDevice

Extended POE PSE
Available: 0.3 Watts
Source: primary
Priority: critical

Extended POE PD

Required: 0.2 Watts
Source: local
Priority: low

2.20.11 show lidp med remote-device

Use this command to display the summary information about remote devices that transmit current LLDP MED data
to the system. You can show information about LLDP MED remote data received on all valid LLDP interfaces or on
a specific physical interface.

Format show 1lldp med remote-device {<slot/port> | all}
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Broadcom FASTPATH Routing) #show 1lldp med remote-device all
LLDP MED Remote Device Summary

Local
Interface Device Class
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1/0/8 Class I

1/0/9 Not Defined

1/0/10 Class II

1/0/11 Class III

1/0/12 Network Con

2.20.12 show lidp med remote-device detail

Use this command to display detailed information about remote devices that transmit current LLDP MED data to an
interface on the system.

Format show 11dp med remote-device detail <slot/port>
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Broadcom FASTPATH Routing) f#show 1ldp med remote-device detail 1/0/8
Local Interface: 1/0/8

Capabilities

MED Capabilities Supported: capabilities, networkpolicy, location, extendedpse
MED Capabilities Enabled: capabilities, networkpolicy

Device Class: Endpoint Class I

Network Policies

Media Policy Application Type : voice
Vlan ID: 10

Priority: 5

DSCP: 1

Unknown: False

Tagged: True

Media Policy Application Type : streamingvideo
Vlan ID: 20

Priority: 1

DSCP: 2

Unknown: False

Tagged: True

Inventory

Hardware Rev: XXX XXX XXX
Firmware Rev: XXX XXX XXX
Software Rev: XXX XXX XXX
Serial Num: XXX XXX XXX
Mfg Name: XXX XXX XXX
Model Name: XXX XXX XXX
Asset ID: XXX XXX XXX

Location
Subtype: elin
Info: XXX XXX XXX

Extended POE
Device Type: pseDevice
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Extended POE PSE
Available: 0.3 Watts
Source: primary
Priority: critical

Extended POE PD

Required: 0.2 Watts
Source: local
Priority: low

2.21 Denial of Service Commands

This section describes the commands you use to configure Denial of Service (DoS) Control. FASTPATH software
provides support for classifying and blocking specific types of Denial of Service attacks. You can configure your
system to monitor and block six types of attacks:

* SIP=DIP: Source IP address = Destination IP address.

* First Fragment:TCP Header size smaller then configured value.

¢ TCP Fragment: IP Fragment Offset = 1.

* TCP Flag: TCP Flag SYN set and Source Port < 1024 or TCP Control Flags = 0 and TCP Sequence Number =
0 or TCP Flags FIN, URG, and PSH set and TCP Sequence Number = 0 or TCP Flags SYN and FIN set.

e L4 Port: Source TCP/UDP Port = Destination TCP/UDP Port.
* ICMP: Limiting the size of ICMP Ping packets.

2211 dos-control sipdip

This command enables Source IP address = Destination IP address (SIP=DIP) Denial of Service protection. If the
mode is enabled, Denial of Service prevention is active for this type of attack. If packets ingress with SIP=DIP, the
packets will be dropped if the mode is enabled.

Default disabled
Format dos-control sipdip
Mode Global Config

2.21.1.1 no dos-control sipdip

This command disables Source IP address = Destination IP address (SIP=DIP) Denial of Service prevention.

Format no dos-control sipdip
Mode Global Config
2.21.2 dos-control firstfrag

This command enables Minimum TCP Header Size Denial of Service protection. If the mode is enabled, Denial of
Service prevention is active for this type of attack. If packets ingress having a TCP Header Size smaller then the
configured value, the packets will be dropped if the mode is enabled.The default is disabled. If you enable dos-
control firstfrag, but do not provide a Minimum TCP Header Size, the system sets that value to 20.

Default disabled <20>

Format dos-control firstfrag [<0-255>]
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Mode Global Config

2.21.21 no dos-control firstfrag

This command sets Minimum TCP Header Size Denial of Service protection to the default value of disabled.

Format no dos-control firstfrag
Mode Global Config
2.21.3 dos-control tcpfrag

This command enables TCP Fragment Denial of Service protection. If the mode is enabled, Denial of Service
prevention is active for this type of attack. If packets ingress having IP Fragment Offset equal to one (1), the packets
will be dropped if the mode is enabled.

Default disabled
Format dos-control tcpfrag
Mode Global Config

2.21.3.1 no dos-control tcpfrag

This command disabled TCP Fragment Denial of Service protection.

Format no dos-control tcpfrag
Mode Global Config
2214 dos-control tcpflag

This command enables TCP Flag Denial of Service protections. If the mode is enabled, Denial of Service prevention
is active for this type of attacks. If packets ingress having TCP Flag SYN set and a source port less than 1024 or
having TCP Control Flags set to 0 and TCP Sequence Number set to 0 or having TCP Flags FIN, URG, and PSH
set and TCP Sequence Number set to 0 or having TCP Flags SYN and FIN both set, the packets will be dropped if
the mode is enabled.

Default disabled
Format dos-control tcpflag
Mode Global Config

2.21.41 no dos-control tcpflag

This command sets disables TCP Flag Denial of Service protections.

Format no dos-control tcpflag
Mode Global Config

-
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2.21.5 dos-control 14port

This command enables L4 Port Denial of Service protections. If the mode is enabled, Denial of Service prevention
is active for this type of attack. If packets ingress having Source TCP/UDP Port Number equal to Destination TCP/
UDP Port Number, the packets will be dropped if the mode is enabled.

Note: Some applications mirror source and destination L4 ports - RIP for example uses 520 for both. If
you enable dos-control 14port, applications such as RIP may experience packet loss which would render
the application inoperable.

Default disabled
Format dos-control l4port
Mode Global Config

2.21.51 no dos-control 14port

This command disables L4 Port Denial of Service protections.

Format no dos-control l4port
Mode Global Config
2.21.6 dos-control icmp

This command enables Maximum ICMP Packet Size Denial of Service protections. If the mode is enabled, Denial
of Service prevention is active for this type of attack. If ICMP Echo Request (PING) packets ingress having a size
greater than the configured value, the packets will be dropped if the mode is enabled.

Default disabled <5612>

Format dos-control icmp <0-1023>
Mode Global Config

2.21.6.1 no dos-control icmp

This command disables Maximum ICMP Packet Size Denial of Service protections.

Format no dos-control icmp
Mode Global Config
2.21.7 show dos-control

This command displays Denial of Service configuration information.

Format show dos-control

Mode Privileged EXEC

Term Definition

SIPDIP Mode May be enabled or disabled. The factory default is disabled.
First Fragment May be enabled or disabled. The factory default is disabled.
Mode

|
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Term Definition

Min TCP Hdr Size The factory default is 20.

<0-255>

TCP Fragment May be enabled or disabled. The factory default is disabled.
Mode

TCP Flag Mode May be enabled or disabled. The factory default is disabled.
L4 Port Mode May be enabled or disabled. The factory default is disabled.
ICMP Mode May be enabled or disabled. The factory default is disabled.
Max ICMP Pkt Size The factory default is 512.

<0-1023>

2.22 MAC Database Commands

This section describes the commands you use to configure and view information about the MAC databases.
2221 bridge aging-time

This command configures the forwarding database address aging timeout in seconds. The <seconds> parameter
must be within the range of 10 to 1,000,000 seconds.

Default 300
Format bridge aging-time <10-1,000,000>
Mode Global Config

22211 no bridge aging-time

This command sets the forwarding database address aging timeout to the default value.

Format no bridge aging-time

Mode Global Config

2.22.2 show forwardingdb agetime

This command displays the timeout for address aging. In an IVL system, the [fdbid | all] parameter is required.
Default all

Format show forwardingdb agetime [fdbid | all]

Mode Privileged EXEC

Term Definition

Forwarding DB ID Fdbid (Forwarding database ID) indicates the forwarding database whose aging timeout is to
be shown. The all option is used to display the aging timeouts associated with all forwarding
databases. This field displays the forwarding database ID in an IVL system.

Agetime ¢ Inan IVL system, this parameter displays the address aging timeout for the associated
forwarding database.

-
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2.22.3 show mac-address-table multicast

This command displays the Multicast Forwarding Database (MFDB) information. If you enter the command with no
parameter, the entire table is displayed. You can display the table entry for one MAC Address by specifying the MAC
address as an optional parameter.

Format show mac-address-table multicast <macaddr>

Mode Privileged EXEC

Term Definition

MAC Address A multicast MAC address for which the switch has forwarding and or filtering information. The

format is two-digit hexadecimal numbers separated by colons, for example
01:23:45:67:89:AB. In an IVL system the MAC address will be displayed as a MAC address
and VLAN ID combination of 8 bytes.

Type The type of the entry. Static entries are those that are configured by the end user. Dynamic
entries are added to the table as a result of a learning process or protocol.

Component The component that is responsible for this entry in the Multicast Forwarding Database.
Possible values are IGMP Snooping, GMRP, and Static Filtering.

Description The text description of this multicast table entry.

Interfaces The list of interfaces that are designated for forwarding (Fwd:) and filtering (FIt:).

Forwarding The resultant forwarding list is derived from combining all the component’s forwarding

Interfaces interfaces and removing the interfaces that are listed as the static filtering interfaces.

2224 show mac-address-table stats

This command displays the Multicast Forwarding Database (MFDB) statistics.

Format show mac-address-table stats

Mode Privileged EXEC

Term Definition

Total Entries The total number of entries that can possibly be in the Multicast Forwarding Database table.
Most MFDB Entries The largest number of entries that have been present in the Multicast Forwarding Database
Ever Used table. This value is also known as the MFDB high-water mark.

Current Entries The current number of entries in the MFDB.

|
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3. Quality of Service (QoS) Commands

This chapter describes the Quality of Service (QoS) commands available in the FASTPATH CLI.

The QoS Commands chapter contains the following sections:

¢ 3.1 “Class of Service (CoS) Commands” on page 3 - 2

e 3.4 “Differentiated Services (DiffServ) Commands” on page 3 - 8
¢ 3.5 “DiffServ Class Commands” on page 3 -9

e 3.6 “DiffServ Policy Commands” on page 3 - 17

* 3.7 “DiffServ Service Commands” on page 3 - 21

¢ 3.8 “DiffServ Show Commands” on page 3 - 22

e 3.9 “MAC Access Control List (ACL) Commands” on page 3 - 26
e 3.10 “IP Access Control List (ACL) Commands” on page 3 - 30

e 3.1 “IPv6 Access Control List (ACL) Commands” on page 3 - 34

é Note: The commands in this chapter are in one of two functional groups:

e Show commands display switch settings, statistics, and other information.

* Configuration commands configure features and options of the switch. For every configuration
command, there is a show command that displays the configuration setting.

3.1 Class of Service (CoS) Commands

This section describes the commands you use to configure and view Class of Service (CoS) settings for the switch.
The commands in this section allow you to control the priority and transmission rate of traffic.

Note: Commands you issue in the Interface Config mode only affect a single interface. Commands you
issue in the Global Config mode affect all interfaces.

3.11 classofservice dot1p-mapping

This command maps an 802.1p priority to an internal traffic class. The <userpriority> values can range from O-
7. The <trafficclass> values range from 0-6, although the actual number of available traffic classes depends
on the platform. For more information about 802.1p priority, see 2.5 “Voice VLAN Commands” on page 2 - 31.

Format classofservice dotlp-mapping <userpriority> <trafficclass>

Modes ¢ Global Config
* Interface Config

3.1.1.1 no classofservice dot1p-mapping

This command maps each 802.1p priority to its default internal traffic class value.

Format no classofservice dotlp-mapping

Modes * Global Config
* Interface Config

|
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This command maps an IP DSCP value to an internal traffic class. The <ipdscp> value is specified as either an
integer from 0 to 63, or symbolically through one of the following keywords: af11, af12, af13, af21, af22, af23, af31,
af32, af33, af41, af42, af43, be, cs0, cs1, cs2, cs3, cs4, csb, cs6, cs7, ef.

3.1.2 classofservice ip-dscp-mapping

The <trafficclass> values can range from 0-6, although the actual number of available traffic classes depends
on the platform.

Format classofservice ip-dscp-mapping <ipdscp> <trafficclass>
Mode Global Config
3.1.2.1 no classofservice ip-dscp-mapping

This command maps each IP DSCP value to its default internal traffic class value.

Format no classofservice ip-dscp-mapping
Mode Global Config
313 classofservice trust

This command sets the class of service trust mode of an interface. You can set the mode to trust one of the Dot1p
(802.1p), IP DSCP, or IP Precedence packet markings. You can also set the interface mode to untrusted. If you
configure an interface to use Dot1p, the mode does not appear in the output of the show running config
command because Dot1p is the default.

Note: The classofservice trust dotlp command will not be supported in future releases of the
software because Dot1p is the default value. Use the no classofservice trustcommand to set the
mode to the default value.

Default dot1p
Format classofservice trust {dotlp | ip-dscp | ip-precedence | untrusted}
Modes ¢ Global Config

¢ Interface Config

3.1.3.1 no classofservice trust

This command sets the interface mode to the default value.

Format no classofservice trust

Modes ¢ Global Config
* Interface Config

314 cos-queue min-bandwidth

This command specifies the minimum transmission bandwidth guarantee for each interface queue. The total number
of queues supported per interface is platform specific. A value from 0-100 (percentage of link rate) must be specified
for each supported queue, with 0 indicating no guaranteed minimum bandwidth. The sum of all values entered must
not exceed 100.

.
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Format cos-queue min-bandwidth <bw-0> <bw-1> .. <bw-n>

Modes * Global Config
* Interface Config

3.1.4.1 no cos-queue min-bandwidth

This command restores the default for each queue's minimum bandwidth value.

Format no cos-queue min-bandwidth

Modes ¢ Global Config
* Interface Config

3.1.5 cos-queue strict

This command activates the strict priority scheduler mode for each specified queue.

Format cos-queue strict <queue-id-1> [<queue-id-2> .. <queue-id-n>]
Modes * Global Config
* Interface Config

3.1.51 no cos-queue strict

This command restores the default weighted scheduler mode for each specified queue.

Format no cos-queue strict <queue-id-1> [<queue-id-2> .. <queue-id-n>]

Modes * Global Config
* Interface Config

3.1.6 traffic-shape

This command specifies the maximum transmission bandwidth limit for the interface as a whole. Also known as rate
shaping, traffic shaping has the effect of smoothing temporary traffic bursts over time so that the transmitted traffic
rate is bounded.

Format traffic-shape <bw>

Modes * Global Config
¢ Interface Config

3.1.6.1 no traffic-shape

This command restores the interface shaping rate to the default value.
Format no traffic-shape

Modes ¢ Global Config

¢ Interface Config

3.1.7 show classofservice dot1p-mapping

This command displays the current Dot1p (802.1p) priority mapping to internal traffic classes for a specific interface.
The <slot/port> parameter is optional and is only valid on platforms that support independent per-port class of

|
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service mappings. If specified, the 802.1p mapping table of the interface is displayed. If omitted, the most recent
global configuration settings are displayed. For more information, see 2.5 “Voice VLAN Commands” on page 2 - 31.

Format show classofservice dotlp-mapping [<slot/port>]
Mode Privileged EXEC

The following information is repeated for each user priority.

Term Definition

User Priority The 802.1p user priority value.

Traffic Class The traffic class internal queue identifier to which the user priority value is mapped.
3.1.8 show classofservice ip-precedence-mapping

This command displays the current IP Precedence mapping to internal traffic classes for a specific interface. The
slot/port parameter is optional and is only valid on platforms that support independent per-port class of service
mappings. If specified, the IP Precedence mapping table of the interface is displayed. If omitted, the most recent
global configuration settings are displayed.

Format show classofservice ip-precedence-mapping [<slot/port>]
Mode Privileged EXEC

The following information is repeated for each user priority.

Term Definition

IP Precedence The IP Precedence value.

Traffic Class The traffic class internal queue identifier to which the IP Precedence value is mapped.
3.1.9 show classofservice ip-dscp-mapping

This command displays the current IP DSCP mapping to internal traffic classes for the global configuration settings.

Format show classofservice ip-dscp-mapping
Mode Privileged EXEC

The following information is repeated for each user priority.

Term Definition

IP DSCP The IP DSCP value.

Traffic Class The traffic class internal queue identifier to which the IP DSCP value is mapped.
3.1.10 show classofservice trust

This command displays the current trust mode setting for a specific interface. The <slot/port> parameter is
optional and is only valid on platforms that support independent per-port class of service mappings. If you specify
an interface, the command displays the port trust mode of the interface. If you do not specify an interface, the
command displays the most recent global configuration settings.

Format show classofservice trust [<slot/port>]

Mode Privileged EXEC

.

Page 3-5 AT8030 CLI Reference Manual




Quality of Service (QoS) Commands AT8030

-

Term Definition
Non-IP Traffic The traffic class used for non-IP traffic. This is only displayed when the COS trust mode is set
Class to trust IP Precedence or IP DSCP (on platforms that support IP DSCP).

Untrusted Traffic The traffic class used for all untrusted traffic. This is only displayed when the COS trust mode
Class is set to 'untrusted'.

3.1.11 show interfaces cos-queue

This command displays the class-of-service queue configuration for the specified interface. The slot/port parameter
is optional and is only valid on platforms that support independent per-port class of service mappings. If specified,
the class-of-service queue configuration of the interface is displayed. If omitted, the most recent global configuration
settings are displayed.

Format show interfaces cos-queue [<slot/port>]

Mode Privileged EXEC

Term Definition

Queue Id An interface supports n queues numbered 0 to (n-1). The specific n value is platform
dependent.

Minimum The minimum transmission bandwidth guarantee for the queue, expressed as a percentage.

Bandwidth A value of 0 means bandwidth is not guaranteed and the queue operates using best-effort.
This is a configured value.

Scheduler Type Indicates whether this queue is scheduled for transmission using a strict priority or a weighted
scheme. This is a configured value.

Queue The queue depth management technique used for this queue (tail drop).

Management Type

If you specify the interface, the command also displays the following information.

Term Definition

Interface The slot/port of the interface. If displaying the global configuration, this output line is replaced
with a Global Config indication.

Interface Shaping The maximum transmission bandwidth limit for the interface as a whole. It is independent of

Rate any per-queue maximum bandwidth value(s) in effect for the interface. This is a configured
value.
3.2 show interface cos-counter

This command displays the number of COS dropped packets. The counter is incremented if packets are dropped
because of COS on egress side. The counter is shown for the specified interface. Note, that this counter can’t be
cleared on the hardware.

Format show interface cos-counter <slot/port>
Mode Privileged EXEC
3.3 show packet-memory

This command displays the packet-memory limits. It displays some general values (the number of existing COS
queues and the number of available cells) and a table of the configured limits for all interfaces. The configured limits
consist of static cell limits for each COS queue, dynamic cell limit and low water mark. The cell limits are listed in

|
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absolute cell count or percent of the available cells (1/1000 percent). The low water mark is a number (0..75%,
1..50%, 2..25%, 3..12,5%).

Format show packet-memory {cells | percent}
Mode Privileged EXEC
3.31 packet-memory (configure)

This command configures the packet-memory limits for all ports or the CPU port. The static limits must be set for all
COS queues (see ‘show packet-memory’) separated by comma. If configuring the packet-memory you should know
exactly what to do. No checks for the limits are done except that the maximal memory value is not exceeded for
each single limit. Therefore the user can configure step by step all information even if the sum of the static limits
exceeds the packet memory temporarily. To activate the configuration it must be saved (normal saving) and a reset
must be executed. Before saving it is checked that the sum of all static limits don’t exceed the maximal memory.
The dynamic cells may exceed this limit.

Format packet-memory {all | cpu} {cells | percent} <static-limits> <dynamic-
limit>
packet-memory {all | cpu} lwm <value>

Mode Global Config

3.3.2 packet-memory (interface)

This command configures the packet-memory limits for the related interface. See detailed under ‘packet-memory’
above.

Format packet-memory {cells | percent} <static-limits> <dynamic-limit>
packet-memory Iwm <value>

Mode Interface Config

3.3.3 show protection-group

This command lists the protection groups and port egress masks. All or specified protection groups or port egress
masks (for all or a specified interface) can be displayed. The protection groups are listed with the interface members,
the egress masks are listed related to the calculation type (user specified, related to the protection group or ‘--’ for
default).

Format show protection-group <0..3>
show protection-group all
show protection-group mask <slot/port
show protection-group mask all

Mode Privileged EXEC

3.34 protection-group (configure)

This command adds a protection group and/or a name associated to a group. The addition of a protection group has
no effect as long as no members are included (interface). Optional a name can be assigned to a protection group
with parameter ‘name’ when adding the group or for an already active group. The length of the name is restricted to
15 characters.

Format protection-group <0..3>
protection-group <0..3> name <name>

.
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Mode Global Config

3.3.4.1 no protection-group (configure)

This command deletes a protection group and/or a name associated to a group. If deleting a protection group all
members of this group are deleted too. The name can be deleted by using the ‘no’ command with the parameter
‘name’ (the protection group remains active then). The length of the name is restricted to 15 characters.

Format no protection-group <0..3>

no protection-group <0..3> name <name>
Mode Global Config
3.35 protection-group (interface)

This command is used to add an interface to a protection group. Each interface must be member of only one
protection group. If a port is member in a protection group it may sent packets to ports which are not member of any
group and to ports in the same group, but not to ports in another group.

Format protection-group <0..3>
Mode Interface Config
3.3.5.1 no protection-group (interface)

This command is used to delete an interface from a protection group.

Format no protection-group <0..3>
Mode Interface Config
3.4 Differentiated Services (DiffServ) Commands

This section describes the commands you use to configure QOS Differentiated Services (DiffServ).

You configure DiffServ in several stages by specifying three DiffServ components:

1. Class
a. Creating and deleting classes.
b. Defining match criteria for a class.

2. Policy
a. Creating and deleting policies
b. Associating classes with a policy
c. Defining policy statements for a policy/class combination

3. Service
a. Adding and removing a policy to/from an inbound interface
The DiffServ class defines the packet filtering criteria. The attributes of a DiffServ policy define the way the switch

processes packets. You can define policy attributes on a per-class instance basis. The switch applies these
attributes when a match occurs.

|
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Packet processing begins when the switch tests the match criteria for a packet. The switch applies a policy to a
packet when it finds a class match within that policy.

The following rules apply when you create a DiffServ class:

e Each class can contain a maximum of one referenced (nested) class
* Class definitions do not support hierarchical service policies

A given class definition can contain a maximum of one reference to another class. You can combine the reference
with other match criteria. The referenced class is truly a reference and not a copy since additions to a referenced
class affect all classes that reference it. Changes to any class definition currently referenced by any other class must
result in valid class definitions for all derived classes, otherwise the switch rejects the change. You can remove a
class reference from a class definition.

The only way to remove an individual match criterion from an existing class definition is to delete the class and re-
create it.

are only meaningful for IP packet types, CoS marking is allowed for both IP and non-IP packets, since it

@ Note: The mark possibilities for policing include CoS, IP DSCP, and IP Precedence. While the latter two
updates the 802.1p user priority field contained in the VLAN tag of the layer 2 packet header.

3.41 diffserv

This command sets the DiffServ operational mode to active. While disabled, the DiffServ configuration is retained
and can be changed, but it is not activated. When enabled, DiffServ services are activated.

Format diffserv
Mode Global Config
3.4.1.1 no diffserv

This command sets the DiffServ operational mode to inactive. While disabled, the DiffServ configuration is retained
and can be changed, but it is not activated. When enabled, DiffServ services are activated.

Format no diffserv
Mode Global Config
3.5 DiffServ Class Commands

Use the DiffServ class commands to define traffic classification. To classify traffic, you specify Behavior Aggregate
(BA), based on DSCP and Multi-Field (MF) classes of traffic (name, match criteria)

This set of commands consists of class creation/deletion and matching, with the class match commands specifying
Layer 3, Layer 2, and general match criteria. The class match criteria are also known as class rules, with a class
definition consisting of one or more rules to identify the traffic that belongs to the class.

@ Note: Once you create a class match criterion for a class, you cannot change or delete the criterion. To

change or delete a class match criterion, you must delete and re-create the entire class.

The CLI command root is class-map.

.
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3.51 class-map

This command defines a DiffServ class of type match-all. When used without any match condition, this command
enters the class-map mode. The <class-map-name> is a case sensitive alphanumeric string from 1 to 31
characters uniquely identifying an existing DiffServ class.

@ Note: The class-map-name 'default' is reserved and must not be used.

The class type of match-all indicates all of the individual match conditions must be true for a packet to be
considered a member of the class.

specified, this parameter defaults to *ipv4’. This maintains backward compatibility for configurations

@ Note: The optional keywords [{ipv4 | ipv6}] specify the Layer 3 protocol for this class. If not
defined on systems before IPv6 match items were supported.

Note: The CLI mode is changed to Class-Map Config or Ipv6-Class-Map Config when this command is
successfully executed depending onthe [{ipv4 | ipv6}] keyword specified.

Format class-map match-all <class-map-name> [{ipv4 | ipv6}]
Mode Global Config
3.5.11 no class-map

This command eliminates an existing DiffServ class. The <class-map-name> is the name of an existing DiffServ
class. This command may be issued at any time; if the class is currently referenced by one or more policies or by
any other class, the delete action fails.

Format no class-map <class-map-name>
Mode Global Config
3.5.2 class-map rename

This command changes the name of a DiffServ class. The <class-map-name> is the name of an existing DiffServ
class. The <new-class-map-name> parameter is a case-sensitive alphanumeric string from 1 to 31 characters
uniquely identifying the class.

Default none

Format class-map rename <class-map-name> <new-class-map-name>
Mode Global Config

3.5.3 match ethertype

This command adds to the specified class definition a match condition based on the value of the ethertype. The
<ethertype> value is specified as one of the following keywords: appletalk, arp, ibmsna, ipv4, ipv6, ipx,

|
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mplsmcast, mplsucast, netbios, novell, pppoe, rarp Or as a custom ethertype value in the range of 0x0600-
OxFFFF.

@ Note: This command is not available on the Broadcom 5630x platform.

Format match [not]ethertype {<keyword> | custom <0x0600-0xFFFF>}

Mode Class-Map Config
Ipv6-Class-Map Config

3.54 match any

This command adds to the specified class definition a match condition whereby all packets are considered to belong
to the class.

Default none
Format match any
Mode Class-Map Config

Ipv6-Class-Map Config

3.5.5 match class-map

This command adds to the specified class definition the set of match conditions defined for another class. The
<refclassname> is the name of an existing DiffServ class whose match conditions are being referenced by the
specified class definition.

Default none
Format match class-map <refclassname>
Mode Class-Map Config

Ipv6-Class-Map Config

@ Note:
e The parameters <refclassname>and <class-map-name> can not be the same.
¢ Only one other class may be referenced by a class.

* Any attempts to delete the <refclassname> class while the class is still referenced by any <class-
map-name> fails.

* The combined match criteria of <class-map-name> and <refclassname> must be an allowed
combination based on the class type.

* Any subsequent changes to the <refclassname> class match criteria must maintain this validity, or
the change attempt fails.

e The total number of class rules formed by the complete reference class chain (including both
predecessor and successor classes) must not exceed a platform-specific maximum. In some cases,
each removal of a refclass rule reduces the maximum number of available rules in the class definition
by one.

.
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3.5.51 no match class-map

This command removes from the specified class definition the set of match conditions defined for another class. The
<refclassname> is the name of an existing DiffServ class whose match conditions are being referenced by the
specified class definition.

Format no match class-map <refclassname>

Mode Class-Map Config
Ipv6-Class-Map Config

3.5.6 match cos

This command adds to the specified class definition a match condition for the Class of Service value (the only tag
in a single tagged packet or the first or outer 802.1Q tag of a double VLAN tagged packet). The value may be from
Oto7.

@ Note: This command is not available on the Broadcom 5630x platform.

Default none
Format match [not] cos <0-7>
Mode Class-Map Config

Ipv6-Class-Map Config

3.5.7 match secondary-cos

This command adds to the specified class definition a match condition for the secondary Class of Service value (the
inner 802.1Q tag of a double VLAN tagged packet). The value may be from 0 to 7.

Note: This command is not available on the Broadcom Tucana and BCM5630x (Helix BO) platforms. The
command is supported on the following platforms:

¢ BCM5650x only. (Firebolt B1)
« BCM56314 (Helix A0)
¢ BCM56514 (Firebolt2-A0)

Default none
Format match [not] secondary-cos <0-7>
Mode Ipv6-Class-Map Config

Class-Map Config

3.5.8 match destination-address mac
This command adds to the specified class definition a match condition based on the destination MAC address of a

packet. The <macaddr> parameter is any layer 2 MAC address formatted as six, two-digit hexadecimal numbers
separated by colons (e.g., 00:11:22:dd:ee:ff). The <macmask> parameter is a layer 2 MAC address bit mask, which

|
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need not be contiguous, and is formatted as six, two-digit hexadecimal numbers separated by colons (e.g.,
ff:07:23:ff:fe:dc).

@ Note: This command is not available on the Broadcom 5630x platform.

Default none
Format match [not]destination-address mac <macaddr> <macmask>
Mode Ipv6-Class-Map Config

Class-Map Config

3.5.9 match dstip

This command adds to the specified class definition a match condition based on the destination IP address of a
packet. The <ipaddr> parameter specifies an IP address. The <ipmask> parameter specifies an IP address bit
mask and must consist of a contiguous set of leading 1 bits.

Default none

Format match dstip <ipaddr> <ipmask>
Mode Class-Map Config

3.5.10 match dstip6

This command adds to the specified class definition a match condition based on the destination IPv6 address of a
packet.

Default none

Format match dstip6 <destination-ipvé-prefix/prefix-length>
Mode Ipv6-Class-Map Config

3.5.11 match dstl4port

This command adds to the specified class definition a match condition based on the destination layer 4 port of a
packet using a single keyword or numeric notation. To specify the match condition as a single keyword, the value
for <portkey> is one of the supported port name keywords. The currently supported <portkey> values are:
domain, echo, ftp, ftpdata, http, smtp, snmp, telnet, tftp, www. Each of these translates into its equivalent port
number. To specify the match condition using a numeric notation, one layer 4 port number is required. The port
number is an integer from 0 to 65535.

Default none
Format match dstldport {<portkey> | <0-65535>}
Mode Ipv6-Class-Map Config

Class-Map Config

3.5.12 match ip dscp

This command adds to the specified class definition a match condition based on the value of the IP DiffServ Code
Point (DSCP) field in a packet, which is defined as the high-order six bits of the Service Type octet in the IP header

(the low-order two bits are not checked).
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The <dscpval> value is specified as either an integer from 0 to 63, or symbolically through one of the following
keywords: af11, af12, af13, af21, af22, af23, af31, af32, af33, af41, af42, af43, be, cs0, cs1, cs2, cs3, cs4, csb, cs6,
cs7, ef.

Note: The ip dscp, ip precedence, and ip tos match conditions are alternative ways to specify a match
criterion for the same Service Type field in the IP header, but with a slightly different user notation.

Default none
Format match ip dscp <dscpval>
Mode Ipv6-Class-Map Config

Class-Map Config

3.5.13 match ip precedence

This command adds to the specified class definition a match condition based on the value of the IP Precedence field
in a packet, which is defined as the high-order three bits of the Service Type octet in the IP header (the low-order
five bits are not checked). The precedence value is an integer from 0 to 7.

Note: The IP DSCP, IP Precedence, and IP ToS match conditions are alternative ways to specify a match
criterion for the same Service Type field in the IP header, but with a slightly different user notation.

Default none

Format match ip precedence <0-7>
Mode Class-Map Config

3.5.14 match ip tos

This command adds to the specified class definition a match condition based on the value of the IP TOS field in a
packet, which is defined as all eight bits of the Service Type octet in the IP header. The value of <tosbits>is a
two-digit hexadecimal number from 00 to ff. The value of <tosmask> is a two-digit hexadecimal number from 00 to
ff. The <tosmask> denotes the bit positions in <tosbits> that are used for comparison against the IP TOS field
in a packet. For example, to check for an IP TOS value having bits 7 and 5 set and bit 1 clear, where bit 7 is most
significant, use a <tosbits> value of a0 (hex) and a <tosmask> of a2 (hex).

Note: The IP DSCP, IP Precedence, and IP ToS match conditions are alternative ways to specify a match
criterion for the same Service Type field in the IP header, but with a slightly different user notation.

Note: This “free form” version of the IP DSCP/Precedence/TOS match specification gives the user
complete control when specifying which bits of the IP Service Type field are checked.

Default none
Format match ip tos <tosbits> <tosmask>
Mode Class-Map Config

|
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This command adds to the specified class definition a match condition based on the value of the IP Protocol field in
a packet using a single keyword notation or a numeric value notation.

3.5.15 match protocol

To specify the match condition using a single keyword notation, the value for <protocol-name> is one of the
supported protocol name keywords. The currently supported values are: i cmp, igmp, ip, tcp, udp. A value of ip
matches all protocol number values.

To specify the match condition using a numeric value notation, the protocol number is a standard value assigned by
IANA and is interpreted as an integer from 0 to 255.

@ Note: This command does not validate the protocol number value against the current list defined by
IANA.

Default none
Format match protocol {<protocol-name> | <0-255>}
Mode Ipv6-Class-Map Config

Class-Map Config

3.5.16 match source-address mac

This command adds to the specified class definition a match condition based on the source MAC address of a
packet. The <address> parameter is any layer 2 MAC address formatted as six, two-digit hexadecimal numbers
separated by colons (e.g., 00:11:22:dd:ee:ff). The <macmask> parameter is a layer 2 MAC address bit mask, which
may not be contiguous, and is formatted as six, two-digit hexadecimal numbers separated by colons (e.g.,
ff:07:23:ff:fe:dc). The optional [not] parameter has the effect of negating this match condition for the class (i.e.,
match all source MAC addresses except for what is specified here).

@ Note: This command is not available on the Broadcom 5630x platform.

Default none
Format match source-address mac <address> <macmask>
Mode Ipv6-Class-Map Config

Class-Map Config

3.5.17 match srcip

This command adds to the specified class definition a match condition based on the source IP address of a packet.
The <ipaddr> parameter specifies an IP address. The <ipmask> parameter specifies an IP address bit mask and
must consist of a contiguous set of leading 1 bits.

Default none
Format match srcip <ipaddr> <ipmask>
Mode Class-Map Config

-

Page 3-15 AT8030 CLI Reference Manual




Quality of Service (QoS) Commands AT8030

-

3.5.18 match srcip6

This command adds to the specified class definition a match condition based on the source IP address of a packet.
Default none

Format match srcip6 <source-ipvé-prefix/prefix-length>

Mode Ipv6-Class-Map Config

3.5.19 match srcl4port

This command adds to the specified class definition a match condition based on the source layer 4 port of a packet
using a single keyword or numeric notation. To specify the match condition as a single keyword notation, the value
for <portkey> is one of the supported port name keywords (listed below). The currently supported <portkey>
values are: domain, echo, ftp, ftpdata, http, smtp, snmp, telnet, tftp, www. Each of these translates into its equivalent
port number, which is used as both the start and end of a port range.

To specify the match condition as a numeric value, one layer 4 port number is required. The port number is an
integer from 0 to 65535.

Default none
Format match srcldport {<portkey> | <0-65535>}
Mode Ipv6-Class-Map Config

Class-Map Config

3.5.20 match vian

This command adds to the specified class definition a match condition based on the value of the layer 2 VLAN
Identifier field (the only tag in a single tagged packet or the first or outer tag of a double VLAN tagged packet). The
VLAN ID is an integer from 1 to 4095.

@ Note: This command is not available on the Broadcom 5630x platform.

Default none
Format match [not] vlan <1-4095>
Mode Ipv6-Class-Map Config

Class-Map Config

3.5.21 match secondary-vlan
This command adds to the specified class definition a match condition based on the value of the layer 2 secondary

VLAN Identifier field (the inner 802.1Q tag of a double VLAN tagged packet). The secondary VLAN ID is an integer
from 1 to 4095.

@ Note: This command is not available on the Broadcom 5630x platform.

Default none

|
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Format match [not] secondary-vlan <1-4095>

Mode Ipv6-Class-Map Config
Class-Map Config

3.6 DiffServ Policy Commands

Use the DiffServ policy commands to specify traffic conditioning actions, such as policing and marking, to apply to
traffic classes

Use the policy commands to associate a traffic class that you define by using the class command set with one or
more QoS policy attributes. Assign the class/policy association to an interface to form a service. Specify the policy
name when you create the policy.

Each traffic class defines a particular treatment for packets that match the class definition. You can associate
multiple traffic classes with a single policy. When a packet satisfies the conditions of more than one class, preference
is based on the order in which you add the classes to the policy. The first class you add has the highest precedence.

This set of commands consists of policy creation/deletion, class addition/removal, and individual policy attributes.

Note: The only way to remove an individual policy attribute from a class instance within a policy is to
remove the class instance and re-add it to the policy. The values associated with an existing policy
attribute can be changed without removing the class instance.

The CLI command root is policy-map.

3.6.1 assign-queue

This command modifies the queue id to which the associated traffic stream is assigned. The queueidis an integer
from 0 to n-1, where n is the number of egress queues supported by the device.

Format assign-queue <queueid>

Mode Policy-Class-Map Config

Incompatibilities Drop

3.6.2 drop

This command specifies that all packets for the associated traffic stream are to be dropped at ingress.
Format drop

Mode Policy-Class-Map Config

Incompatibilities  Assign Queue, Mark (all forms), Mirror, Police, Redirect

3.6.3 mirror

This command specifies that all incoming packets for the associated traffic stream are copied to a specific egress
interface (physical port or LAG).

@ Note: This command is not available on the Broadcom 5630x platform.

-
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Format mirror <slot/port>

Mode Policy-Class-Map Config
Incompatibilities  Drop, Redirect

3.6.4 redirect

This command specifies that all incoming packets for the associated traffic stream are redirected to a specific egress
interface (physical port or port-channel).

@ Note: This command is not available on the Broadcom 5630x platform.

Format redirect <slot/port>
Mode Policy-Class-Map Config
Incompatibilities  Drop, Mirror

3.6.5 conform-color

Use this command to enable color-aware traffic policing and define the conform-color class map. Used in
conjunction with the police command where the fields for the conform level are specified. The <class-map-name>
parameter is the name of an existing DiffServ class map.

@ Note: This command may only be used after specifying a police command for the policy-class instance.

Format conform-color <class-map-name>
Mode Policy-Class-Map Config
3.6.6 class

This command creates an instance of a class definition within the specified policy for the purpose of defining
treatment of the traffic class through subsequent policy attribute statements. The <classname> is the name of an
existing DiffServ class.

@ Note: This command causes the specified policy to create a reference to the class definition.

@ Note: The CLI mode is changed to Policy-Class-Map Config when this command is successfully
executed.

Format class <classname>

Mode Policy-Map Config

|
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This command deletes the instance of a particular class and its defined treatment from the specified policy.
<classname> is the names of an existing DiffServ class.

3.6.6.1 no class

@ Note: This command removes the reference to the class definition for the specified policy.

Format no class <classname>
Mode Policy-Map Config
3.6.7 mark cos

This command marks all packets for the associated traffic stream with the specified class of service value in the
priority field of the 802.1p header (the only tag in a single tagged packet or the first or outer 802.1Q tag of a double
VLAN tagged packet). If the packet does not already contain this header, one is inserted. The CoS value is an
integer from O to 7.mark ip-dscp

Default 1
Format mark-cos <0-7>
Mode Policy-Class-Map Config

Incompatibilities Drop, Mark IP DSCP, IP Precedence, Police

This command marks all packets for the associated traffic stream with the specified IP DSCP value.

The <dscpval> value is specified as either an integer from 0 to 63, or symbolically through one of the following
keywords: af11, af12, af13, af21, af22, af23, af31, af32, af33, af41, af42, af43, be, cs0, cs1, cs2, cs3, cs4, cs5, cs6,
cs7, ef.

Format mark ip-dscp <dscpval>

Mode Policy-Class-Map Config

Incompatibilities  Drop, Mark CoS, Mark IP Precedence, Police

3.6.8 mark ip-precedence

This command marks all packets for the associated traffic stream with the specified IP Precedence value. The IP
Precedence value is an integer from 0 to 7.

@ Note: This command may not be used on IPv6 classes. IPv6 does not have a precedence field.

Format mark ip-precedence <0-7>

Mode Policy-Class-Map Config

Incompatibilities Drop, Mark CoS, Mark IP Precedence, Police
Policy Type In

-
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3.6.9 police-simple

This command is used to establish the traffic policing style for the specified class. The simple form of the police
command uses a single data rate and burst size, resulting in two outcomes: conform and violate. The conforming
data rate is specified in kilobits-per-second (Kbps) and is an integer from 1 to 4294967295. The conforming burst
size is specified in kilobytes (KB) and is an integer from 1 to 128.

For each outcome, the only possible actions are drop, set-cos-transmit, set-dscp-transmit, set-prec-transmit, or
transmit. In this simple form of the police command, the conform action defaults to transmit and the violate action
defaults to drop.

For set-dscp-transmit, a <dscpval> value is required and is specified as either an integer from 0 to 63, or
symbolically through one of the following keywords: af11, af12, af13, af21, af22, af23, af31, af32, af33, af41, af42,
af43, be, cs0, cs1, cs2, cs3, cs4, csb, csb, cs7, ef.

For set-prec-transmit, an IP Precedence value is required and is specified as an integer from 0-7.

For set-cos-transmit an 802.1p priority value is required and is specified as an integer from 0-7.

Format police-simple {<1-4294967295> <1-128> conform-action {drop | set-
prec-transmit <0-7> | set-dscp-transmit <0-63> | set-cos-transmit <0-
7> | transmit} [violate-action {drop | set-prec-transmit <0-7> | set-
dscp-transmit <0-63> | set-cos-transmit <0-7> | transmit}]}

Mode Policy-Class-Map Config

Incompatibilities  Drop, Mark (all forms)

3.6.10 policy-map

This command establishes a new DiffServ policy. The <policyname> parameter is a case-sensitive alphanumeric
string from 1 to 31 characters uniquely identifying the policy. The type of policy is specific to the inbound traffic
direction as indicated by the in parameter.

@ Note: The CLI mode is changed to Policy-Map Config when this command is successfully executed.

Format policy-map <policyname> in
Mode Global Config

3.6.10.1 no policy-map

This command eliminates an existing DiffServ policy. The <policyname> parameter is the name of an existing
DiffServ policy. This command may be issued at any time. If the policy is currently referenced by one or more
interface service attachments, this delete attempt fails.

Format no policy-map <policyname>
Mode Global Config

|
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This command changes the name of a DiffServ policy. The <policyname> is the name of an existing DiffServ
class. The <newpolicyname> parameter is a case-sensitive alphanumeric string from 1 to 31 characters uniquely
identifying the policy.

3.6.11 policy-map rename

Format policy-map rename <policyname> <newpolicyname>
Mode Global Config
3.7 DiffServ Service Commands

Use the DiffServ service commands to assign a DiffServ traffic conditioning policy, which you specified by using the
policy commands, to an interface in the incoming direction

The service commands attach a defined policy to a directional interface. You can assign only one policy at any one
time to an interface in the inbound direction. DiffServ is not used in the outbound direction.

This set of commands consists of service addition/removal.

The CLI command root is service-policy.

3.71 service-policy

This command attaches a policy to an interface in the inbound direction. The <policyname> parameter is the
name of an existing DiffServ policy. This command causes a service to create a reference to the policy.

Note: This command effectively enables DiffServ on an interface in the inbound direction. There is no
separate interface administrative 'mode' command for DiffServ.

Note: This command fails if any attributes within the policy definition exceed the capabilities of the
interface. Once a policy is successfully attached to an interface, any attempt to change the policy
definition, that would result in a violation of the interface capabilities, causes the policy change attempt
to fail.

Format service-policy in <policymapname>

Modes * Global Config
¢ Interface Config

@ Note: Each interface can have one policy attached.

3.7.1.1 no service-policy

This command detaches a policy from an interface in the inbound direction. The <policyname> parameter is the
name of an existing DiffServ policy.

@ Note: This command causes a service to remove its reference to the policy. This command effectively

disables DiffServ on an interface in the inbound direction. There is no separate interface administrative
'mode' command for DiffServ.

-
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Format no service-policy in <policymapname>

Modes ¢ Global Config
¢ Interface Config

3.8 DiffServ Show Commands

Use the DiffServ show commands to display configuration and status information for classes, policies, and services.
You can display DiffServ information in summary or detailed formats. The status information is only shown when the
DiffServ administrative mode is enabled.

3.8.1 show class-map

This command displays all configuration information for the specified class. The <class-name> is the name of
an existing DiffServ class.

Format show class-map <class—-name>
Modes ¢ Privileged EXEC
* User EXEC

If the class-name is specified the following fields are displayed:

Term Definition

Class Name The name of this class.

Class Type A class type of ‘all means every match criterion defined for the class is evaluated
simultaneously and must all be true to indicate a class match.

L3 Proto The Layer 3 protocol for this class. Possible values are IPv4 and IPv6.

Match Criteria The Match Criteria fields are only displayed if they have been configured. Not all platforms

support all match criteria values. They are displayed in the order entered by the user. The
fields are evaluated in accordance with the class type. The possible Match Criteria fields are:
Destination IP Address, Destination Layer 4 Port, Destination MAC Address, Ethertype,
Source MAC Address, VLAN, Class of Service, Every, IP DSCP, IP Precedence, IP TOS,
Protocol Keyword, Reference Class, Source IP Address, and Source Layer 4 Port.

Values The values of the Match Criteria.

If you do not specify the Class Name, this command displays a list of all defined DiffServ classes. The following fields
are displayed:

Term Definition

Class Name The name of this class. (Note that the order in which classes are displayed is not necessarily
the same order in which they were created.)

Class Type A class type of ‘all means every match criterion defined for the class is evaluated

simultaneously and must all be true to indicate a class match.

Ref Class Name The name of an existing DiffServ class whose match conditions are being referenced by the
specified class definition.

|
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This command displays the DiffServ General Status Group information, which includes the current administrative
mode setting as well as the current and maximum number of rows in each of the main DiffServ private MIB tables.
This command takes no options.

3.8.2 show diffserv

Format show diffserv
Mode Privileged EXEC
Term Definition

DiffServ Admin The current value of the DiffServ administrative mode.
mode

Class Table Size  The current number of entries (rows) in the Class Table.

Class Table Max  The maximum allowed entries (rows) for the Class Table.

Class Rule Table The current number of entries (rows) in the Class Rule Table.
Size

Class Rule Table The maximum allowed entries (rows) for the Class Rule Table.
Max

Policy Table Size The current number of entries (rows) in the Policy Table.

Policy Table Max The maximum allowed entries (rows) for the Policy Table.

Policy Instance Current number of entries (rows) in the Policy Instance Table.
Table Size

Policy Instance Maximum allowed entries (rows) for the Policy Instance Table.
Table Max

Policy Attribute Current number of entries (rows) in the Policy Attribute Table.
Table Size

Policy Attribute Maximum allowed entries (rows) for the Policy Attribute Table.
Table Max

Service Table Size The current number of entries (rows) in the Service Table.

Service Table Max The maximum allowed entries (rows) for the Service Table.

3.8.3 show policy-map

This command displays all configuration information for the specified policy. The <policyname>isthe name of an
existing DiffServ policy.

Format show policy-map [policyname]
Mode Privileged EXEC

If the Policy Name is specified the following fields are displayed:

Term Definition
Policy Name The name of this policy.
Type The policy type (Only inbound policy definitions are supported for this platform.)

-
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The following information is repeated for each class associated with this policy (only those policy attributes actually
configured are displayed):

Term Definition

Assign Queue Directs traffic stream to the specified QoS queue. This allows a traffic classifier to specify
which one of the supported hardware queues are used for handling packets belonging to the
class.

Class Name The name of this class.

Committed Burst The committed burst size, used in simple policing.

Size (KB)

Committed Rate The committed rate, used in simple policing,

(Kbps)

Conform Action The current setting for the action taken on a packet considered to conform to the policing
parameters. This is not displayed if policing is not in use for the class under this policy.

Conform COS The CoS mark value if the conform action is set-cos-transmit.

Conform DSCP The DSCP mark value if the conform action is set-dscp-transmit.

Value

Conform IP The IP Precedence mark value if the conform action is set-prec-transmit.

Precedence Value

Drop Drop a packet upon arrival. This is useful for emulating access control list operation using
DiffServ, especially when DiffServ and ACL cannot co-exist on the same interface.

Mark CoS The class of service value that is set in the 802.1p header of inbound packets. This is not
displayed if the mark cos was not specified.

Mark IP DSCP The mark/re-mark value used as the DSCP for traffic matching this class. This is not displayed
if mark ip description is not specified.

Mark IP The mark/re-mark value used as the IP Precedence for traffic matching this class. This is not
Precedence displayed if mark ip precedence is not specified.
Mirror Copies a classified traffic stream to a specified egress port (physical port or LAG). This can

occur in addition to any marking or policing action. It may also be specified along with a QoS
queue assignment. This field does not display on Broadcom 5630x platforms.

Non-Conform The current setting for the action taken on a packet considered to not conform to the policing
Action parameters. This is not displayed if policing not in use for the class under this policy.
Non-Conform COS The CoS mark value if the non-conform action is set-cos-transmit.

Non-Conform The DSCP mark value if the non-conform action is set-dscp-transmit.

DSCP Value

Non-Conform IP  The IP Precedence mark value if the non-conform action is set-prec-transmit.
Precedence Value

Policing Style The style of policing, if any, used (simple).

Redirect Forces a classified traffic stream to a specified egress port (physical port or LAG). This can
occur in addition to any marking or policing action. It may also be specified along with a QoS
queue assignment. This field does not display on Broadcom 5630x platforms.

If the Policy Name is not specified this command displays a list of all defined DiffServ policies. The following fields
are displayed:

Term Definition

Policy Name The name of this policy. (The order in which the policies are displayed is not necessarily the
same order in which they were created.)

Policy Type The policy type (Only inbound is supported).

Class Members List of all class names associated with this policy.
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This command displays policy service information for the specified interface and direction. The <slot/port>
parameter specifies a valid slot/port number for the system.

3.84 show diffserv service

Format show diffserv service <slot/port> in

Mode Privileged EXEC

Term Definition

DiffServ Admin The current setting of the DiffServ administrative mode. An attached policy is only in effect on
Mode an interface while DiffServ is in an enabled mode.

Interface Valid slot and port number separated by a forward slash.

Direction The traffic direction of this interface service.

Operational Status The current operational status of this DiffServ service interface.

Policy Name The name of the policy attached to the interface in the indicated direction.

Policy Details Attached policy details, whose content is identical to that described for the show policy-map
<policymapname>command (content not repeated here for brevity).

3.8.5 show diffserv service brief

This command displays all interfaces in the system to which a DiffServ policy has been attached. The inbound
direction parameter is optional.

Format show diffserv service brief [in]

Mode Privileged EXEC

Term Definition

DiffServ Mode The current setting of the DiffServ administrative mode. An attached policy is only active on

an interface while DiffServ is in an enabled mode.

The following information is repeated for interface and direction (only those interfaces configured with an attached
policy are shown):

Term Definition

Interface Valid slot and port number separated by a forward slash.

Direction The traffic direction of this interface service.

OperStatus The current operational status of this DiffServ service interface.

Policy Name The name of the policy attached to the interface in the indicated direction.
3.8.6 show policy-map interface

This command displays policy-oriented statistics information for the specified interface and direction. The <slot/
port> parameter specifies a valid interface for the system.

@ Note: This command is only allowed while the DiffServ administrative mode is enabled.

-
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Format show policy-map interface <slot/port> [in]
Mode Privileged EXEC

Term Definition

Interface Valid slot and port number separated by a forward slash.
Direction The traffic direction of this interface service.

Operational Status The current operational status of this DiffServ service interface.

Policy Name The name of the policy attached to the interface in the indicated direction.

The following information is repeated for each class instance within this policy:

Term Definition

Class Name The name of this class instance.

In Discarded A count of the packets discarded for this class instance for any reason due to DiffServ
Packets treatment of the traffic class.

3.8.7 show service-policy

This command displays a summary of policy-oriented statistics information for all interfaces in the specified
direction.

Format show service-policy in
Mode Privileged EXEC

The following information is repeated for each interface and direction (only those interfaces configured with an
attached policy are shown):

Term Definition
Interface Valid slot and port number separated by a forward slash.
Operational Status The current operational status of this DiffServ service interface.
Policy Name The name of the policy attached to the interface.

Note:
3.9 MAC Access Control List (ACL) Commands

This section describes the commands you use to configure MAC ACL settings. MAC ACLs ensure that only
authorized users have access to specific resources and block any unwarranted attempts to reach network
resources.

The following rules apply to MAC ACLs:

¢ The maximum number of ACLs you can create is hardware dependent. The limit applies to all ACLs, regardless
of type.

¢ The system supports only Ethernet Il frame types.

¢ The maximum number of rules per MAC ACL is hardware dependent.

e For the Broadcom 5630x platform, if you configure an IP ACL on an interface, you cannot configure a MAC ACL
on the same interface.

|
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This command creates a MAC Access Control List (ACL) identified by <name>, consisting of classification fields
defined for the Layer 2 header of an Ethernet frame. The <name> parameter is a case-sensitive alphanumeric string
from 1 to 31 characters uniquely identifying the MAC access list.

3.91 mac access-list extended

If a MAC ACL by this name already exists, this command enters Mac-Access-List config mode to allow updating the
existing MAC ACL.

@ Note: The CLI mode changes to Mac-Access-List Config mode when you successfully execute this
command.

Format mac access-list extended <name>
Mode Global Config
3.9.11 no mac access-list extended

This command deletes a MAC ACL identified by <name> from the system.

Format no mac access-list extended <name>
Mode Global Config
3.9.2 mac access-list extended rename

This command changes the name of a MAC Access Control List (ACL). The <name> parameter is the name of an
existing MAC ACL. The <newname> parameter is a case-sensitive alphanumeric string from 1 to 31 characters
uniquely identifying the MAC access list.

This command fails if a MAC ACL by the name <newname> already exists.

Format mac access-list extended rename <name> <newname>
Mode Global Config
3.9.3 {deny | permit}

This command creates a new rule for the current MAC access list. Each rule is appended to the list of configured
rules for the list.

Note: The 'no' form of this command is not supported, since the rules within a MAC ACL cannot be
deleted individually. Rather, the entire MAC ACL must be deleted and re-specified.

@ Note: An implicit 'deny all' MAC rule always terminates the access list.

Note: For BCM5630x and BCM5650x based systems, assign-queue, redirect, and mirror attributes are
configurable for a deny rule, but they have no operational effect.

-
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A rule may either deny or permit traffic according to the specified classification fields. At a minimum, the source and
destination MAC value must be specified, each of which may be substituted using the keyword any to indicate a
match on any value in that field. The remaining command parameters are all optional, but the most frequently used
parameters appear in the same relative order as shown in the command format.

The Ethertype may be specified as either a keyword or a four-digit hexadecimal value from 0x0600-OxFFFF. The
currently supported <ethertypekey> values are: appletalk, arp, ibmsna, ipv4, ipv6, ipx, mplsmcast, mplsucast,
netbios, novell, pppoe, rarp. Each of these translates into its equivalent Ethertype value(s).

Table 1: Ethertype Keyword and 4-digit Hexadecimal Value

Ethertype Keyword Corresponding Value
appletalk 0x809B

arp 0x0806

ibmsna 0x80D5

ipv4 0x0800

ipv6 0x86DD

ipx 0x8037
mplsmcast 0x8848
mplsucast 0x8847

netbios 0x8191

novell 0x8137, 0x8138
pppoe 0x8863, 0x8864
rarp 0x8035

The vlan and cos parameters refer to the VLAN identifier and 802.1p user priority fields, respectively, of the VLAN
tag. For packets containing a double VLAN tag, this is the first (or outer) tag.

The assign-queue parameter allows specification of a particular hardware queue for handling traffic that matches
this rule. The allowed <queue-id> value is 0-(n-1), where n is the number of user configurable queues available
for the hardware platform. The assign-queue parameter is valid only for a permit rule.

For the Broadcom 5650x platform, the mi rror parameter allows the traffic matching this rule to be copied to the
specified <slot/port>, while the redirect parameter allows the traffic matching this rule to be forwarded to the
specified <slot/port>. The assign-queue and redirect parameters are only valid for a permit rule.

@ Note: The mirror and redirect parameters are not available on the Broadcom 5630x platform.

Note: The special command form {deny | permit} any any is used to match all Ethernet layer 2
packets, and is the equivalent of the IP access list “match every” rule.

Format {deny|permit} {<srcmac> | any} {<dstmac> | any} [<ethertypekey> |
<0x0600-0xFFFE>] [vlan {eq <0-4095>}] [cos <0-7>] [[log] [assign-queue
<queue-id>]] [{mirror | redirect} <slot/port>]

Mode Mac-Access-List Config

|
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This command either attaches a specific MAC Access Control List (ACL) identified by <name> to an interface, or
associates it with a VLAN ID, in a given direction. The <name> parameter must be the name of an existing MAC ACL.

3.9.4 mac access-group

An optional sequence number may be specified to indicate the order of this mac access list relative to other mac
access lists already assigned to this interface and direction. A lower number indicates higher precedence order. If
a sequence number is already in use for this interface and direction, the specified mac access list replaces the
currently attached mac access list using that sequence number. If the sequence number is not specified for this
command, a sequence number that is one greater than the highest sequence number currently in use for this
interface and direction is used.

This command specified in 'Interface Config' mode only affects a single interface, whereas the 'Global Config' mode
setting is applied to all interfaces. The VLAN keyword is only valid in the 'Global Config' mode. The 'Interface Config'
mode command is only available on platforms that support independent per-port class of service queue
configuration.

Format mac access-group <name> [vlan <vlan-id>] in [sequence <1-4294967295>]

Modes ¢ Global Config
¢ Interface Config

3.9.4.1 NO mac access-group

This command removes a MAC ACL identified by <name> from the interface in a given direction.

Format no mac access-group <name> [vlan <vlan-id>] in

Modes ¢ Global Config
* Interface Config

3.9.5 show mac access-lists

This command displays a MAC access list and all of the rules that are defined for the MAC ACL. Use the [name]
parameter to identify a specific MAC ACL to display.

Format show mac access-lists [name]

Mode Privileged EXEC

Term Definition

Rule Number The ordered rule number identifier defined within the MAC ACL.

Action The action associated with each rule. The possible values are Permit or Deny.
Source MAC The source MAC address for this rule.

Address

Destination MAC The destination MAC address for this rule.

Address

Ethertype The Ethertype keyword or custom value for this rule.
VLAN ID The VLAN identifier value or range for this rule.
COSs The COS (802.1p) value for this rule.

Log Displays when you enable logging for the rule.

-
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Term Definition

Assign Queue The queue identifier to which packets matching this rule are assigned.

Mirror Interface On Broadcom 5650x platforms, the slot/port to which packets matching this rule are copied.

Redirect Interface On Broadcom 5650x platforms, the slot/port to which packets matching this rule are
forwarded.

3.10 IP Access Control List (ACL) Commands

This section describes the commands you use to configure IP ACL settings. IP ACLs ensure that only authorized
users have access to specific resources and block any unwarranted attempts to reach network resources.

The following rules apply to IP ACLs:

¢ FASTPATH software does not support IP ACL configuration for IP packet fragments.

¢ The maximum number of ACLs you can create is hardware dependent. The limit applies to all ACLs, regardless
of type.

¢ The maximum number of rules per IP ACL is hardware dependent.

¢ On Broadcom 5630x platforms, if you configure a MAC ACL on an interface, you cannot configure an IP ACL
on the same interface.

¢ Wildcard masking for ACLs operates differently from a subnet mask. A wildcard mask is in essence the inverse
of a subnet mask. With a subnet mask, the mask has ones (1's) in the bit positions that are used for the network
address, and has zeros (0's) for the bit positions that are not used. In contrast, a wildcard mask has (0’s) in a bit
position that must be checked. A ‘1’ in a bit position of the ACL mask indicates the corresponding bit can be
ignored.

3.101 access-list

This command creates an IP Access Control List (ACL) that is identified by the access list number, which is 1-99 for
standard ACLs or 100-199 for extended ACLs. Table 2 describes the parameters for the access-1ist command.

IP Standard ACL.:

Format access-list <1-99> {deny | permit} {every | <srcip> <srcmask>} [log]
[assign-queue <queue-id>] [{mirror | redirect} <slot/port>]

Mode Global Config

IP Extended ACL.:

Format access-list <100-199> {deny | permit} {every | {{icmp | igmp | ip | tcp
| udp | <number>} <srcip> <srcmask>[{eq {<portkey> | <0-65535>} <dstip>
<dstmask> [{eq {<portkey>| <0-65535>}] [precedence <precedence> | tos
<tos> <tosmask> | dscp <dscp>] [log] [assign-queue <queue-id>] [{mirror
| redirect} <slot/port>]

Mode Global Config

|
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Table 2: ACL Command Parameters

Parameter Description

<1-99> or <100-199> Range 1 to 99 is the access list number for an IP standard ACL. Range
100 to 199 is the access list number for an IP extended ACL.

{deny | permit} Specifies whether the IP ACL rule permits or denies an action.

Note: For 5630x and 5650x-based systems, assign-queue, redirect,
and mirror attributes are configurable for a deny rule, but they have
no operational effect.

every Match every packet

{icmp | igmp | ip | tcp | udp | Specifies the protocol to filter for an extended IP ACL rule.
<number>}

<srcip> <srcmask> Specifies a source |IP address and source netmask for match condition
of the IP ACL rule.

[{eq {<portkey> | Specifies the source layer 4 port match condition for the IP ACL rule.

<0-65535>}] You can use the port number, which ranges from 0-65535, or you

specify the <portkey>, which can be one of the following keywords:
domain, echo, ftp, ftpdata, http, smtp, snmp,
telnet, tftp, and www. Each of these keywords translates into its
equivalent port number, which is used as both the start and end of a
port range.

<dstip> <dstmask> Specifies a destination IP address and netmask for match condition of
the IP ACL rule.

[precedence <precedence> | tos Specifies the TOS for an IP ACL rule depending on a match of
<tos> <tosmask> | dscp <dscp>] precedence or DSCP values using the parameters dscp,
precedence, tos/tosmask.

[log] Specifies that this rule is to be logged.

[assign-queue <queue-id>] Specifies the assign-queue, which is the queue identifier to which
packets matching this rule are assigned.

[{mirror | redirect} <slot/ For Broadcom 5650x platforms, specifies the mirror or redirect

port>] interface which is the slot/port to which packets matching this rule are

copied or forwarded, respectively. The mirror and redirect
parameters are not available on the Broadcom 5630x platform.

3.10.1.1 no access-list

This command deletes an IP ACL that is identified by the parameter <access1istnumber>from the system. The
range for <accesslistnumber> 1-99 for standard access lists and 100-199 for extended access lists.

Format no access-list <accesslistnumber>
Mode Global Config
3.10.2 ip access-group

This command either attaches a specific IP ACL identified by <accesslistnumber> to an interface or associates
with a VLAN ID in a given direction.

An optional sequence number may be specified to indicate the order of this IP access list relative to other IP access
lists already assigned to this interface and direction. A lower number indicates higher precedence order. If a
sequence number is already in use for this interface and direction, the specified access list replaces the currently
attached IP access list using that sequence number. If the sequence number is not specified for this command, a

-
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sequence number that is one greater than the highest sequence number currently in use for this interface and
direction is used.

Default none

Format ip access-group <accesslistnumber> [vlan <vlan-id>] in [sequence <I-
4294967295>]

Modes ¢ Interface Config

¢ Global Config

3.10.2.1 no ip access-group

This command removes a specified IP ACL from an interface.

Default none
Format no ip access-group <accesslistnumber> [vlan <vlan-id>] in
Mode * Interface Config

¢ Global Config

3.10.3 acl-trapflags

This command enables the ACL trap mode.
Default disabled

Format acl-trapflags

Mode Global Config

3.10.3.1 no acl-trapflags

This command disables the ACL trap mode.

Format no acl-trapflags
Mode Global Config
3.10.4 show acl-traptimer

This command displays the time interval for generating ACL traps. A trap is generated if a ACL rule applies for an
incoming packet.

Format show acl-traptimer
Mode Privileged EXEC
3.10.5 acl-traptimer

This command sets the time interval for generating ACL traps. An ACL trap is generated if ACL trap generation is
enabled and an ACL rule applies for an incoming packet. The generation is checked for a specified time interval.
The time interval value indicates seconds.

Default 300
Format acl-traptimer <30-600>
Mode Global Config

|
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This command sets the time interval for generating ACL traps. An ACL trap is generated if ACL trap generation is
enabled and an ACL rule applies for an incoming packet. The generation is checked for a specified time interval.
The time interval value indicates seconds.

3.10.5.1 no acl-traptimer

Format no acl-traptimer
Mode Global Config
3.10.6 show ip access-lists

This command displays an IP ACL <accesslistnumber>is the number used to identify the IP ACL.

Format show ip access-lists <accesslistnumber>
Mode Privileged EXEC

@ Note: Only the access list fields that you configure are displayed.

Term Definition

Rule Number The number identifier for each rule that is defined for the IP ACL.

Action The action associated with each rule. The possible values are Permit or Deny.

Match All Indicates whether this access list applies to every packet. Possible values are True or False.
Protocol The protocol to filter for this rule.

Source IP Address The source |IP address for this rule.

Source IP Mask The source IP Mask for this rule.
Source L4 Port The source port for this rule.

Keyword

Destination IP The destination IP address for this rule.
Address

Destination IP The destination IP Mask for this rule.

Mask

Destination L4 Port The destination port for this rule.

Keyword

IP DSCP The value specified for IP DSCP.

IP Precedence The value specified IP Precedence.

IP TOS The value specified for IP TOS.

Log Displays when you enable logging for the rule.
Assign Queue The queue identifier to which packets matching this rule are assigned.

Mirror Interface The slot/port to which packets matching this rule are copied.

Redirect Interface The slot/port to which packets matching this rule are forwarded.

-
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3.10.7 show access-lists

This command displays IP ACLs, IPv6 ACLs, and MAC access control lists information for a designated interface
and direction.

Format show access-lists interface <slot/port> in

Mode Privileged EXEC

Term Definition

ACL Type Type of access list (IP, IPv6, or MAC).

ACLID Access List name for a MAC or IPv6 access list or the numeric identifier for an IP access list.

Sequence Number An optional sequence number may be specified to indicate the order of this access list relative
to other access lists already assigned to this interface and direction. A lower number indicates
higher precedence order. If a sequence number is already in use for this interface and
direction, the specified access list replaces the currently attached access list using that
sequence number. If the sequence number is not specified by the user, a sequence number
that is one greater than the highest sequence number currently in use for this interface and
direction is used. Valid range is (1 to 4294967295).

3.1 IPv6 Access Control List (ACL) Commands

This section describes the commands you use to configure IPv6 ACL settings. IPv6 ACLs ensure that only
authorized users have access to specific resources and block any unwarranted attempts to reach network
resources.

The following rules apply to IPv6 ACLs:

¢ The maximum number of ACLs you create is 100, regardless of type.
¢ The system supports only Ethernet Il frame types.
¢ The maximum number of rules per IPv6 ACL is hardware dependent.

3111 ipv6 access-list

This command creates an IPv6 Access Control List (ACL) identified by <name>, consisting of classification fields
defined for the IP header of an IPv6 frame. The <name> parameter is a case-sensitive alphanumeric string from 1
to 31 characters uniquely identifying the IPv6 access list.

If an IPv6 ACL by this name already exists, this command enters IPv6-Access-List config mode to allow updating
the existing IPv6 ACL.

@ Note: The CLI mode changes to IPv6-Access-List Config mode when you successfully execute this
command.

Format ipv6 access-list <name>
Mode Global Config

|
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3.11.1.1 no ipv6 access-list

This command deletes the IPv6 ACL identified by <name> from the system.

Format no ipvé access-list <name>
Mode Global Config
3.11.2 ipv6 access-list rename

This command changes the name of an IPv6 ACL. The <name> parameter is the name of an existing IPv6 ACL. The
<newname> parameter is a case-sensitive alphanumeric string from 1 to 31 characters uniquely identifying the IPv6
access list.

This command fails is an IPv6 ACL by the name <newname> already exists.

Format ipv6é access-list rename <name> <newname>
Mode Global Config
3.11.3 {deny | permit} (IPv6)

This command creates a new rule for the current IPv6 access list. Each rule is appended to the list of configured
rules for the list.

Note: The ‘no’ form of this command is not supported, since the rules within an IPv6 ACL cannot be
deleted individually. Rather, the entire IPv6 ACL must be deleted and respecified.

@ Note: An implicit ‘deny all’ IPv6 rule always terminates the access list.

A rule may either deny or permit traffic according to the specified classification fields. At a minimum, either the
‘every’ keyword or the protocol, source address, and destination address values must be specified. The source
and destination IPv6 address fields may be specified using the keyword ‘any” to indicate a match on any value in
that field. The remaining command parameters are all optional, but the most frequently used parameters appear in
the same relative order as shown in the command format.

The assign-queue parameter allows specification of a particular hardware queue for handling traffic that matches
this rule. The allowed <queue-id> value is 0-(n-1), where n is the number of user configurable queues available
for the hardware platform. The assign-queue parameter is valid only for a permit rule.

For the Broadcom 5650x platform, the mi rror parameter allows the traffic matching this rule to be copied to the
specified <sIot/port>, while the redirect parameter allows the traffic matching this rule to be forwarded to the
specified <slot/port>. The assign-queue and redirect parameters are only valid for a permit rule.

@ Note: The mirror and redirect parameters are not available on the Broadcom 5630x platform.

Format {deny | permit} {every | {log] [assign-queue <queue-id>] [{mirror |
redirect} <slot/port>]
Mode IPv6-Access-List Config

-
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3.11.4 ipv6 traffic-filter

This command either attaches a specific IPv6 ACL identified by <name> to an interface or associates with a VLAN
ID in a given direction. The <name> parameter must be the name of an existing IPv6 ACL.

An optional sequence number may be specified to indicate the order of this mac access list relative to other IPv6
access lists already assigned to this interface and direction. A lower number indicates higher precedence order. If
a sequence number is already in use for this interface and direction, the specifiedIPv6 access list replaces the
currently attached IPv6 access list using that sequence number. If the sequence number is not specified for this
command, a sequence number that is one greater than the highest sequence number currently in use for this
interface and direction is used.

This command specified in Interface Config mode only affects a single interface, whereas the Global Config mode
setting is applied to all interfaces. The v1an keyword is only valid in the Global Config mode. The Interface Config
mode command is only available on platforms that support independent per-port class of service queue
configuration.

Format ipv6é traffic-filter <name> [vlan <vlan-id>] in[sequence <1-4294967295>]
Modes ¢ Global Config
¢ Interface Config

3.11.4.1 no ipv6 traffic-filter

This command removes an |IPv6 ACL identified by <name> from the interface(s) in a given direction.

Format no ipvé traffic-filter <name> [vlan <vlan-id>] in [sequence <I-
4294967295>]
Modes ¢ Global Config

¢ Interface Config

3.11.5 show ipv6 access-lists

This command displays an IPv6 access list and all of the rules that are defined for the IPv6 ACL. Use the [name]
parameter to identify a specific IPv6 ACL to display.

Format show ipv6 access-lists [name]

Mode Privileged EXEC

Term Definition

Rule Number The ordered rule number identifier defined within the IPv6 ACL.

Action The action associated with each rule. The possible values are Permit or Deny.
Match All Indicates whether this access list applies to every packet. Possible values are True or False.
Protocol The protocol to filter for this rule.

Source IP Address The source IP address for this rule.

Source L4 Port The source port for this rule.

Keyword

Destination IP The destination IP address for this rule.

Address

Destination L4 Port The destination port for this rule.

Keyword

IP DSCP The value specified for IP DSCP.

|
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Term Definition

Flow Label The value specified for IPv6 Flow Label.

Log Displays when you enable logging for the rule.

Assign Queue The queue identifier to which packets matching this rule are assigned.

Mirror Interface The slot/port to which packets matching this rule are copied.
Redirect Interface The slot/port to which packets matching this rule are forwarded.

-
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4. Utility Commands

This chapter describes the utility commands available in the FASTPATH CLI.

The Utility Commands chapter includes the following sections:

* 4.1 “Commands for update and startup Configuration“ on page 4 - 2
e 4.2 “Dual Image Commands*” on page 4 - 3

e 4.3 “ATCA commands” on page 4 - 4

e 4.4 “System Information and Statistics Commands* on page 4 - 5

e 4.5 %Logging Commands® on page 4 - 20

e 4.6 “System Utility and Clear Commands* on page 4 - 24

* 4.7 “Keying for Advanced Features” on page 4 - 31

¢ 4.8 “Simple Network Time Protocol (SNTP) Commands* on page 4 - 32
e 4.9 “DHCP Server Commands® on page 4 - 36

¢ 4.10 “DHCP Filtering“ on page 4 - 46

¢ 4.11 “DNS Client Commands® on page 4 - 47

e 4.12 “Serviceability Packet Tracing Commands*® on page 4 - 51

é Note: The commands in this chapter are in one of four functional groups:

* Show commands display switch settings, statistics, and other information.

e Configuration commands configure features and options of the switch. For every configuration
command, there is a show command that displays the configuration setting.

* Copy commands transfer or save configuration and informational files to and from the switch.

¢ Clear commands clear some or all of the settings to factory defaults.

4.1 Commands for update and startup Configuration
The following commands are implemented to manipulate the Software images and configurations of the AT8030.

411 download ipmifw

This command updates the IPMI firmware using a HPM.1 firmware image. It downloads an IPMI firmware image
from URL and flashes the IPMC. The command is also used for updates of AMC (see section below). If the flash
process is interrupted or fails, the IPMC will automatically recover and use the previously installed image.

Format download ipmifw <url> <ipmc | amcbl | amcbh2 | amcb3 | amcb4 | rtm>
Mode Priviledged EXEC
4.1.2 download frudata

This command restores the factory defaults for the FRU data.

Format download frudata factory-default
Mode Priviledged EXEC

|
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This command updates the FWUM firmware. It downloads an FWUM firmware image from URL and flashes the
FWUM with the new image. If the flash process is interrupted or fails, the FWUM will not recover gracefully and the
board has to be repaired manually.

4.1.3 download fwum

Use this command with extreme care. It is not field safe.

Do not interrupt the upgrade process.

Format download fwum <url>
Mode Priviledged EXEC
4.1.4 download amcipmifw

This command updates the IPMI firmware on an AMC with a Kontron OEM firmware image. For download a HPM.1
firmware image use command “download ipmifw” (see above). It downloads an IPMI firmware image from URL and
flashes the MMC on the AMC with the new image. If the flash process is interrupted or fails, the MMC will
automatically recover and use the previously installed image

Format download amcipmifw <url> <amcbl | amcb2 | amch3 | amcb4>
Mode Priviledged EXEC
4.2 Dual Image Commands

FASTPATH software supports a dual image feature that allows the switch to have two software images in the
permanent storage. You can specify which image is the active image to be loaded in subsequent reboots. This
feature allows reduced down-time when you upgrade or downgrade the software.

4.2.1 delete

This command deletes the supplied image file from the permanent storage. The image to be deleted must be a
backup image. If this image is the active image, or if this image is activated, an error message displays.

Format delete {imagel | imagel}
Mode Privileged EXEC
4.2.2 boot system

This command activates the specified image. It will be the active-image for subsequent reboots and will be loaded
by the boot loader. The current active-image is marked as the backup-image for subsequent reboots.

Format boot system <image-file-name>
Mode Privileged EXEC

.
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4.2.3 show bootvar

This command displays the version information and the activation status for the current active and backup images.
The command also displays any text description associated with an image. This command displays the switch
activation status.

Format show bootvar
Mode Privileged EXEC
4.2.4 filedescr

This command associates a given text description with an image. Any existing description will be replaced.

Format filedescr {imagel | imagel} <text-description>
Mode Privileged EXEC

4.3 ATCA commands

4.3.1 set board sensor threshold

This command sets a new threashold value for a sensor. The <record-id> (of SDR) for a specific sensor is displayed
by the related “show” command

Format set board sensor threshold <record-id> <value-type> <value>
Mode Priviledged EXEC

Value-types are:

Value-type Description

lower-non-critical Set lower non-critical threshold value

lower-critical Set lower critical threshold value

lower-non-recover Set lower non-recoverable threshold value

upper-non-critical Set upper non-critical threshold value

upper-critical Set upper critical threshold value

upper-non-recover Set upper non-recoverable threshold value

4.3.2 set board device-id

This command sets the device ID for the board. The device ID is used in the management device locator sensor
(show boardinfo sensors).

Format set board device-id <string>
Mode Priviledged EXEC
43.3 show atca ekeying

This command displays the current ekeying status together with admin mode and link status for all interfaces

Format show atca ekeying all

|
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Mode Priviledged EXEC

4.3.4 ekeying (interface)

This command enables the ekeying for one port. Default is enabled.

Format ekeying

Mode Interface Config

4.3.4.1 no ekeying (interface)

This command disables the ekeying for one port. Default is enabled.

Format no ekeying

Mode Interface Config

4.3.5 ekeying all (configure)

This command enables the ekeying for all ports for which ekeying is possible. Default is enabled.
Format ekeying all

Mode Global Config

4.3.5.1 no ekeying all (configure)

This command disables the ekeying for all ports for which ekeying is possible.

Format no ekeying all

Mode Global Config

4.4 System Information and Statistics Commands

This section describes the commands you use to view information about system features, components, and
configurations.

441 show arp switch

This command displays the contents of the IP stack’s Address Resolution Protocol (ARP) table. The IP stack only
learns ARP entries associated with the management interfaces - network or service ports. ARP entries associated
with routing interfaces are not listed.

Format show arp switch

Mode Privileged EXEC

Term Definition

IP Address IP address of the management interface or another device on the management network.
MAC Address Hardware MAC address of that device.

Interface For a service port the output is Management. For a network port, the output is the slot/port of

the physical interface.

.
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4.4.2 show eventlog

This command displays the event log, which contains error messages from the system. The event log is not cleared
on a system reset.

Format show eventlog

Mode Privileged EXEC

Term Definition

File The file in which the event originated.
Line The line number of the event.

Task Id The task ID of the event.

Code The event code.

Time The time this event occurred.

@ Note: Event log information is retained across a switch reset.

44.3 show hardware

This command displays inventory information for the switch.

Note: The show version command and the show hardware command display the same information.
In future releases of the software, the show hardware command will not be available. For a description
of the command output, see the command 4.4.4 “show version“ on page 4 - 6.

Format show hardware
Mode Privileged EXEC
444 show version

This command displays inventory information for the switch.

@ Note: The show version command will replace the show hardware command in future releases of
the software.

Format show version
Mode Privileged EXEC
Term Definition

Switch Description Text used to identify the product name of this switch.

Machine Type The machine model as defined by the Vital Product Data.

Machine Model The machine model as defined by the Vital Product Data

Serial Number The unique box serial number for this switch.
FRU Number The field replaceable unit number.
Part Number Manufacturing part number.

|
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Term Definition

Maintenance Level Hardware changes that are significant to software.

Manufacturer Manufacturer descriptor field.
Burned in MAC Universally assigned network address.
Address

Software Version The release.version.revision number of the code currently running on the switch.

Operating System The operating system currently running on the switch.

Network The type of the processor microcode.

Processing Device

Additional The additional packages incorporated into this system.
Packages

4.4.5 show interface

This command displays a summary of statistics for a specific interface or a count of all CPU traffic based upon the
argument.

Format show interface {<slot/port> | switchport}
Mode Privileged EXEC

The display parameters, when the argumentis <slot/port>, are as follows:

Parameters Definition

Packets Received The total number of packets (including broadcast packets and multicast packets) received by
Without Error the processor.

Packets Received The number of inbound packets that contained errors preventing them from being deliverable
With Error to a higher-layer protocol.

Broadcast Packets The total number of packets received that were directed to the broadcast address. Note that
Received this does not include multicast packets.

Packets The total number of packets transmitted out of the interface.
Transmitted
Without Error

Transmit Packets The number of outbound packets that could not be transmitted because of errors.
Errors

Collisions Frames The best estimate of the total number of collisions on this Ethernet segment.

Time Since The elapsed time, in days, hours, minutes, and seconds since the statistics for this port were
Counters Last last cleared.
Cleared

The display parameters, when the argument is “switchport” are as follows:

Term Definition

Broadcast Packets The total number of packets received that were directed to the broadcast address. Note that
Received this does not include multicast packets.

Packets Received The number of inbound packets that contained errors preventing them from being deliverable
With Error to a higher-layer protocol.

Packets The total number of packets transmitted out of the interface.
Transmitted
Without Error

Broadcast Packets The total number of packets that higher-level protocols requested to be transmitted to the
Transmitted Broadcast address, including those that were discarded or not sent.
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Term Definition

Transmit Packet = The number of outbound packets that could not be transmitted because of errors.
Errors

Address Entries  The total number of Forwarding Database Address Table entries now active on the switch,
Currently In Use including learned and static entries.

VLAN Entries The number of VLAN entries presently occupying the VLAN table.

Currently In Use

Time Since The elapsed time, in days, hours, minutes, and seconds since the statistics for this switch
Counters Last were last cleared.

Cleared

44.6 show interface ethernet

This command displays detailed statistics for a specific interface or for all CPU traffic based upon the argument.
Format show interface ethernet {<slot/port> | switchport}

Mode Privileged EXEC

When you specify a value for <slot/port>, the command displays the following information

|
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Term Definition

Packets Received °

Total Packets Received (Octets) - The total number of octets of data (including those in
bad packets) received on the network (excluding framing bits but including Frame Check
Sequence (FCS) octets). This object can be used as a reasonable estimate of Ethernet
utilization. If greater precision is desired, the etherStatsPkts and etherStatsOctets objects
should be sampled before and after a common interval. The result of this equation is the
value Utilization which is the percent utilization of the Ethernet segment on a scale of 0 to
100 percent.

Packets Received 64 Octets - The total number of packets (including bad packets)
received that were 64 octets in length (excluding framing bits but including FCS octets).

Packets Received 65-127 Octets - The total number of packets (including bad packets)
received that were between 65 and 127 octets in length inclusive (excluding framing bits
but including FCS octets).

Packets Received 128-255 Octets - The total number of packets (including bad packets)
received that were between 128 and 255 octets in length inclusive (excluding framing bits
but including FCS octets).

Packets Received 256-511 Octets - The total number of packets (including bad packets)
received that were between 256 and 511 octets in length inclusive (excluding framing bits
but including FCS octets).

Packets Received 512-1023 Octets - The total number of packets (including bad
packets) received that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Received 1024—-1518 Octets - The total number of packets (including bad
packets) received that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Received > 1522 Octets - The total number of packets received that were longer
than 1522 octets (excluding framing bits, but including FCS octets) and were otherwise well
formed.

Packets RX and TX 64 Octets - The total number of packets (including bad packets)
received and transmitted that were 64 octets in length (excluding framing bits but including
FCS octets).

Packets RX and TX 65-127 Octets - The total number of packets (including bad packets)
received and transmitted that were between 65 and 127 octets in length inclusive
(excluding framing bits but including FCS octets).

Packets RX and TX 128-255 Octets - The total number of packets (including bad packets)
received and transmitted that were between 128 and 255 octets in length inclusive
(excluding framing bits but including FCS octets).

Packets RX and TX 256-511 Octets - The total number of packets (including bad packets)
received and transmitted that were between 256 and 511 octets in length inclusive
(excluding framing bits but including FCS octets).

Packets RX and TX 512-1023 Octets - The total number of packets (including bad
packets) received and transmitted that were between 512 and 1023 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 1024-1518 Octets - The total number of packets (including bad
packets) received and transmitted that were between 1024 and 1518 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 1519-1522 Octets - The total number of packets (including bad
packets) received and transmitted that were between 1519 and 1522 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 1523-2047 Octets - The total number of packets received and
transmitted that were between 1523 and 2047 octets in length inclusive (excluding framing
bits, but including FCS octets) and were otherwise well formed.

Packets RX and TX 2048—-4095 Octets - The total number of packets received that were
between 2048 and 4095 octets in length inclusive (excluding framing bits, but including
FCS octets) and were otherwise well formed.

Packets RX and TX 4096—9216 Octets - The total number of packets received that were
between 4096 and 9216 octets in length inclusive (excluding framing bits, but including
FCS octets) and were otherwise well formed.

|
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Term Definition

Packets Received °
Successfully

Total Packets Received Without Error - The total number of packets received that were
without errors.

Unicast Packets Received - The number of subnetwork-unicast packets delivered to a
higher-layer protocol.

Multicast Packets Received - The total number of good packets received that were
directed to a multicast address. Note that this number does not include packets directed to
the broadcast address.

Broadcast Packets Received - The total number of good packets received that were
directed to the broadcast address. Note that this does not include multicast packets.

Packets Received
with MAC Errors

Total - The total number of inbound packets that contained errors preventing them from
being deliverable to a higher-layer protocol.

Jabbers Received - The total number of packets received that were longer than 1518
octets (excluding framing bits, but including FCS octets), and had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error). Note that this definition of jabber is
different than the definition in IEEE-802.3 section 8.2.1.5 (10BASES5) and section 10.3.1.4
(10BASEZ2). These documents define jabber as the condition where any packet exceeds
20 ms. The allowed range to detect jabber is between 20 ms and 150 ms.

Fragments/Undersize Received - The total number of packets received that were less
than 64 octets in length (excluding framing bits but including FCS octets).

Alignment Errors - The total number of packets received that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had
a bad Frame Check Sequence (FCS) with a non-integral number of octets.

Rx FCS Errors - The total number of packets received that had a length (excluding framing
bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had a bad
Frame Check Sequence (FCS) with an integral number of octets.

Overruns - The total number of frames discarded as this port was overloaded with
incoming packets, and could not keep up with the inflow.

Received Packets
Not Forwarded

Total - A count of valid frames received which were discarded (in other words, filtered) by
the forwarding process

Local Traffic Frames - The total number of frames dropped in the forwarding process
because the destination address was located off of this port.

802.3x Pause Frames Received - A count of MAC Control frames received on this
interface with an opcode indicating the PAUSE operation. This counter does not increment
when the interface is operating in half-duplex mode.

Unacceptable Frame Type - The number of frames discarded from this port due to being
an unacceptable frame type.

Multicast Tree Viable Discards - The number of frames discarded when a lookup in the
multicast tree for a VLAN occurs while that tree is being modified.

Reserved Address Discards - The number of frames discarded that are destined to an
IEEE 802.1 reserved address and are not supported by the system.

Broadcast Storm Recovery - The number of frames discarded that are destined for
FF:FF:FF:FF:FF: FF when Broadcast Storm Recovery is enabled.

CFI Discards - The number of frames discarded that have CFI bit set and the addresses
in RIF are in non-canonical format.

Upstream Threshold - The number of frames discarded due to lack of cell descriptors
available for that packet's priority level.

.
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Term Definition

Packets ¢ Total Bytes - The total number of octets of data (including those in bad packets) received

Transmitted Octets  on the network (excluding framing bits but including FCS octets). This object can be used
as a reasonable estimate of Ethernet utilization. If greater precision is desired, the
etherStatsPkts and etherStatsOctets objects should be sampled before and after a
common interval. -----

¢ Packets Transmitted 64 Octets - The total number of packets (including bad packets)
received that were 64 octets in length (excluding framing bits but including FCS octets).

¢ Packets Transmitted 65-127 Octets - The total number of packets (including bad
packets) received that were between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

* Packets Transmitted 128-255 Octets - The total number of packets (including bad
packets) received that were between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

¢ Packets Transmitted 256-511 Octets - The total number of packets (including bad

packets) received that were between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

* Packets Transmitted 512-1023 Octets - The total number of packets (including bad
packets) received that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

¢ Packets Transmitted 1024-1518 Octets - The total number of packets (including bad
packets) received that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

* Max Frame Size - The maximum size of the Info (hon-MAC) field that this port will receive

or transmit.
Packets ¢ Total - The number of frames that have been transmitted by this port to its segment.
Transmitted  Unicast Packets Transmitted - The total number of packets that higher-level protocols
Successfully requested be transmitted to a subnetwork-unicast address, including those that were

discarded or not sent.

* Multicast Packets Transmitted - The total number of packets that higher-level protocols
requested be transmitted to a Multicast address, including those that were discarded or not
sent.

* Broadcast Packets Transmitted - The total number of packets that higher-level protocols
requested be transmitted to the Broadcast address, including those that were discarded or
not sent.

Transmit Errors * Total Errors - The sum of Single, Multiple, and Excessive Collisions.

e Tx FCS Errors - The total number of packets transmitted that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had
a bad Frame Check Sequence (FCS) with an integral number of octets.

¢ Oversized - The total number of frames that exceeded the max permitted frame size. This
counter has a max increment rate of 815 counts per sec. at 10 Mb/s.

¢ Underrun Errors - The total number of frames discarded because the transmit FIFO buffer
became empty during frame transmission.

Transmit Discards ¢ Total Discards - The sum of single collision frames discarded, multiple collision frames
discarded, and excessive frames discarded.

» Single Collision Frames - A count of the number of successfully transmitted frames on a
particular interface for which transmission is inhibited by exactly one collision.

* Multiple Collision Frames - A count of the number of successfully transmitted frames on
a particular interface for which transmission is inhibited by more than one collision.

¢ Excessive Collisions - A count of frames for which transmission on a particular interface
fails due to excessive collisions.

¢ Port Membership Discards - The number of frames discarded on egress for this port due
to egress filtering being enabled.

|
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Protocol Statistics * 802.3x Pause Frames Transmitted - A count of MAC Control frames transmitted on this
interface with an opcode indicating the PAUSE operation. This counter does not increment
when the interface is operating in half-duplex mode.

* GVRP PDUs Received - The count of GVRP PDUs received in the GARP layer.
¢ GVRP PDUs Transmitted - The count of GVRP PDUs transmitted from the GARP layer.

* GVRP Failed Registrations - The number of times attempted GVRP registrations could
not be completed.

*« GMRP PDUs Received - The count of GMRP PDU's received in the GARP layer.
* GMRP PDUs Transmitted - The count of GMRP PDU's transmitted from the GARP layer.

* GMRP Failed Registrations - The number of times attempted GMRP registrations could
not be completed.

* STP BPDUs Transmitted - Spanning Tree Protocol Bridge Protocol Data Units sent.
* STP BPDUs Received - Spanning Tree Protocol Bridge Protocol Data Units received.

* RST BPDUs Transmitted - Rapid Spanning Tree Protocol Bridge Protocol Data Units
sent.

* RSTP BPDUs Received - Rapid Spanning Tree Protocol Bridge Protocol Data Units
received.

* MSTP BPDUs Transmitted - Multiple Spanning Tree Protocol Bridge Protocol Data Units
sent.

* MSTP BPDUs Received - Multiple Spanning Tree Protocol Bridge Protocol Data Units
received.
Dot1x Statistics * EAPOL Frames Received - The number of valid EAPOL frames of any type that have
been received by this authenticator.

* EAPOL Frames Transmitted - The number of EAPOL frames of any type that have been
transmitted by this authenticator.

Term Definition

Time Since The elapsed time, in days, hours, minutes, and seconds since the statistics for this port were
Counters Last last cleared.
Cleared

If you use the switchport keyword, the following information appears.

Term Definition

Octets Received  The total number of octets of data received by the processor (excluding framing bits but
including FCS octets).

Total Packets The total number of packets (including broadcast packets and multicast packets) received by
Received Without the processor.
Error

Unicast Packets = The number of subnetwork-unicast packets delivered to a higher-layer protocol.
Received

Multicast Packets The total number of packets received that were directed to a multicast address. Note that this
Received number does not include packets directed to the broadcast address.

Broadcast Packets The total number of packets received that were directed to the broadcast address. Note that
Received this does not include multicast packets.

Receive Packets = The number of inbound packets which were chosen to be discarded even though no errors
Discarded had been detected to prevent their being deliverable to a higher-layer protocol. A possible
reason for discarding a packet could be to free up buffer space.

Octets Transmitted The total number of octets transmitted out of the interface, including framing characters.

Packets The total number of packets transmitted out of the interface.
Transmitted
without Errors

Unicast Packets  The total number of packets that higher-level protocols requested be transmitted to a
Transmitted subnetwork-unicast address, including those that were discarded or not sent.

-
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Term Definition

Multicast Packets The total number of packets that higher-level protocols requested be transmitted to a Multicast
Transmitted address, including those that were discarded or not sent.

Broadcast Packets The total number of packets that higher-level protocols requested be transmitted to the
Transmitted Broadcast address, including those that were discarded or not sent.

Transmit Packets The number of outbound packets which were chosen to be discarded even though no errors
Discarded had been detected to prevent their being deliverable to a higher-layer protocol. A possible
reason for discarding a packet could be to free up buffer space.

Most Address The highest number of Forwarding Database Address Table entries that have been learned
Entries Ever Used by this switch since the most recent reboot.

Address Entries in The number of Learned and static entries in the Forwarding Database Address Table for this
Use switch.

Maximum VLAN The maximum number of Virtual LANs (VLANSs) allowed on this switch.
Entries

Most VLAN Entries The largest number of VLANs that have been active on this switch since the last reboot.
Ever Used

Static VLAN The number of presently active VLAN entries on this switch that have been created statically.
Entries

Dynamic VLAN The number of presently active VLAN entries on this switch that have been created by GVRP
Entries registration.

VLAN Deletes The number of VLANSs on this switch that have been created and then deleted since the last
reboot.

Time Since The elapsed time, in days, hours, minutes, and seconds, since the statistics for this switch

Counters Last were last cleared.

Cleared

4.4.7 show mac-addr-table

This command displays the forwarding database entries. These entries are used by the transparent bridging function
to determine how to forward a received frame.

Enter a11 or no parameter to display the entire table. Enter a MAC Address and VLAN ID to display the table entry
for the requested MAC address on the specified VLAN. Enter the count parameter to view summary information
about the forwarding database table. Use the interface <slot/port> parameter to view MAC addresses on
a specific interface. Use the vlian <vlan id> parameter to display information about MAC addresses on a
specified VLAN.

Format show mac-addr-table [{<macaddr> <vlan id> | all | count | interface
<slot/port> | vlan <vlan id>}]
Mode Privileged EXEC

The following information displays if you do not enter a parameter, the keyword all, or the MAC address and VLAN
ID. If you enter vian <vlan id>, only the Mac Address, Interface, and Status fields appear.

Term Definition

Mac Address A unicast MAC address for which the switch has forwarding and or filtering information. The
format is 6 or 8 two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB. In an IVL system the MAC address will be displayed as 8 bytes.

Interface The port through which this address was learned.

Interface Index This object indicates the ifindex of the interface table entry associated with this port.

|
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Term Definition

Status The status of this entry. The meanings of the values are:
» Static—The value of the corresponding instance was added by the system or a user when
a static MAC filter was defined. It cannot be relearned.

e Learned—The value of the corresponding instance was learned by observing the source
MAC addresses of incoming traffic, and is currently in use.

* Management—The value of the corresponding instance (system MAC address) is also the
value of an existing instance of dot1dStaticAddress. It is identified with interface 0/1. and
is currently used when enabling VLANS for routing.

¢ Self—The value of the corresponding instance is the address of one of the switch’s
physical interfaces (the system’s own MAC address).

* GMRP Learned—The value of the corresponding was learned via GMRP and applies to
Multicast.

e Other—The value of the corresponding instance does not fall into one of the other
categories.

If you enter the interface <slot/port> parameter, in addition to the MAC Address and Status fields, the
following field appears:

Term Definition
VLAN ID The VLAN on which the MAC address was learned.

The following information displays if you enter the count parameter:

Term Definition

Dynamic Address Number of MAC addresses in the forwarding database that were automatically learned.
count

Static Address Number of MAC addresses in the forwarding database that were manually entered by a user.
(User-defined)
count

Total MAC Number of MAC addresses currently in the forwarding database.
Addresses in use

Total MAC Number of MAC addresses the forwarding database can handle.
Addresses
available

44.8 show running-config

Use this command to display or capture the current setting of different protocol packages supported on the switch.
This command displays or captures commands with settings and configurations that differ from the default value.
To display or capture the commands with settings and configurations that are equal to the default value, include the
[all] option.

@ Note: Show running-config does not display the User Password, even if you set one different from the
default.

The output is displayed in script format, which can be used to configure another switch with the same configuration.
If the optional <scriptname>is provided with a file name extension of “.scr”, the output is redirected to a script file.

Note: If you issue the show running-config command from a serial connection, access to the switch
through remote connections (such as Telnet) is suspended while the output is being generated and

displayed.
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Note: If you use a text-based configuration file, the show running-config command will only display
@ configured physical interfaces, i.e. if any interface only contains the default configuration, that interface
will be skipped from the show running-config command output. This is true for any configuration
mode that contains nothing but default configuration. That is, the command to enter a particular config
mode, followed immediately by its ‘exit’ command, are both omitted from the show running-config
command output (and hence from the startup-config file when the system configuration is saved.)

This command captures the current settings of OSPFv2 and OSPFv3 trapflag status:

e If all the flags are enabled, then the command displays trapflags all.

e |If all the flags in a particular group are enabled, then the command displays trapflags <group name>
all.

* If some, but not all, of the flags in that group are enabled, the command displays trapflags <groupname>
<flag-name>.

Format show running-config [all | <scriptname>]
Mode Privileged EXEC
449 show sysinfo

This command displays switch information.

Format show sysinfo
Mode Privileged EXEC
Term Definition

Switch Description Text used to identify this switch.

System Name Name used to identify the switch.The factory default is blank. To configure the system name,
see 5.8.1 “snmp-server on page 5 - 21.

System Location Text used to identify the location of the switch. The factory default is blank. To configure the
system location, see 5.8.1 “snmp-server® on page 5 - 21.

System Contact  Text used to identify a contact person for this switch. The factory default is blank. To configure
the system location, see 5.8.1 “snmp-server” on page 5 - 21.

System ObjectID The base object ID for the switch’s enterprise MIB.

System Up Time  The time in days, hours and minutes since the last switch reboot.

MIBs Supported A list of MIBs supported by this agent.

4410 show tech-support

Use the show tech-support command to display system and configuration information when you contact
technical support. The output of the show tech-support command combines the output of the following
commands:

* show version

* show sysinfo

¢ show port all

* show logging

¢ show event log

|
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* show logging buffered
¢ show trap log

¢ show running config

Format show tech-support
Mode Privileged EXEC
4.4.11 terminal length

Use this command to set the number of lines of output to be displayed on the screen, i.e. pagination, for the show
running-config and show running-config all commands. The terminal length size is either zero or a
number in the range of 5 to 48. After the user-configured number of lines is displayed in one page, the system
prompts the user for --More-- or (g)uit. Press g or Q to quit, or press any key to display
the next set of <5-48> lines. The command terminal length 0 disables pagination and,
as a result, the output of the show running-config command is displayed immediately.

Default 24 lines per page

Format terminal length <0|5-48>
Mode Privileged EXEC

4.4.11.1 no terminal length

Use this command to set the terminal length to the default value.

4412 show terminal length

Use this command to display the value of the user-configured terminal length size.

Format show terminal length
Mode Privileged EXEC
4413 show boardinfo post-status

This command displays the system power on self test status.

Format show boardinfo post-status system
Mode Priviledged EXEC
4414 show boardinfo sensors

This command displays the current sensor readings. It can either display a compressed list of all sensors or display
full readings for a specified sensor. The <record-id> (of SDR) for a specific sensor is displayed in the compressed list

Format show boardinfo sensors {<record-id> | brief}
Mode Priviledged EXEC

@ Note: It might take a while to get an output of the “show boardinfo sensors brief” command

-
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4.4.15 show boardinfo event-log

This command displays the event log of the board management controller. It can either display a summary (“info”)
or a list of all existing event-log records, a list with most recent records or a single record. The <record-id> (of SEL)
is displayed in the list of records.

Format show boardinfo event-log {info | list [last <nr-of-most-recent-entries>
| <record-id>]}
Mode Priviledged EXEC

@ Note: It might take a while to get an output of the “show boardinfo event-log list”” command

4.4.16 show boardinfo update-status

This command displays the status of the firmware update process for the IPMI controller.

Format show boardinfo update-status
Mode Priviledged EXEC
4417 show boardinfo version

This command displays hardware and software revision information. This includes serial-numbers, software and
hardware revisions as applicable.

Format show boardinfo version
Mode Priviledged EXEC

Version information included

¢ Board name

¢ Base board serial number and part number
e Basic product identification (product number)
¢ IPMC firmware version

¢ IPMC boot block version

* System U-boot version

* System kernel version

e FASTPATH version

e CPLD revision

¢ Base board broadcom silicon revision

* Processor CPU type

¢ Processor clock

Additionally software release information is displayed. This includes

¢ U-boot monitor and initialization release
* System kernel release

* System OS release

¢ IPMC firmware release

e FASTPATH release

|
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4418 show boardinfo address

This command displays the global address info of the board.

Format show boardinfo address
Mode Priviledged EXEC
4419 show boardinfo fru

This command displays various FRU (field replaceable unit) related information.

Format show boardinfo fru {product-info | board-info | multi-record | custom-
area | all}

Mode Priviledged EXEC

4.4.20 show boardinfo ipmidev

This command displays the IPMI device information. This consists of Firmware Revision, IPMI version, Manufacturer
and Product ID.

Format show boardinfo ipmidev
Mode Priviledged EXEC
4.4.21 show boardinfo amc connection

This command displays the connections to the AMC, to the CPU0-2 and to the RTM.

Format show boardinfo amc connection {all | amcbl | amcb2 | amcb3 | amcb4 | rtm}
Mode Priviledged EXEC
4.4.22 show boardinfo amc fru

This command displays various FRU (field replaceable unit) related information (or all FRU information) for a
specified AMC, CPUO-2 and RTM.

Format show boardinfo amc fru {product-info | board-info | multi-record |
custom-area | all} {all | amcbl | amcb2 | amcbh3 | amcb4 | rtm}

Mode Priviledged EXEC

4.4.23 show boardinfo amc ipmidev

This command displays the IPMI device information for a specified AMC. This includes Firmware Revision, IPMI
version, Manufacturer and Product ID.

Format show boardinfo amc ipmidev <all | amcbhbl | amch2 | amch3 | amcbhb4 | rtm>
Mode Priviledged EXEC

-

Page 4 - 19 AT8030 CLI Reference Manual




Utility Commands AT8030

r

4.5 Logging Commands

This section describes the commands you use to configure system logging, and to view logs and the logging
settings.

4.5.1 logging buffered

This command enables logging to an in-memory log that keeps up to 128 logs.
Default disabled; critical when enabled

Format logging buffered

Mode Global Config

451.1 no logging buffered

This command disables logging to in-memory log.

Format no logging buffered

Mode Global Config

45.2 logging buffered wrap

This command enables wrapping of in-memory logging when the log file reaches full capacity. Otherwise when the
log file reaches full capacity, logging stops.

Default enabled

Format logging buffered wrap
Mode Privileged EXEC

4521 no logging buffered wrap

This command disables wrapping of in-memory logging and configures logging to stop when the log file capacity is
full.

Format no logging buffered wrap
Mode Privileged EXEC
453 logging cli-command

This command enables the CLI command logging feature, which enables the FASTPATH software to log all CLI
commands issued on the system.

Default enabled
Format logging cli-command
Mode Global Config

|
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4.5.3.1 no logging cli-command

This command disables the CLI command Logging feature.

Format no logging cli-command
Mode Global Config
4.5.4 logging console

This command enables logging to the console. You can specify the <severitylevel> value as either an integer
from 0 to 7 or symbolically through one of the following keywords: emergency (0), alert (1), critical (2), error
(3), warning (4), notice (5), info (6), or debug (7).

Default disabled; critical when enabled

Format logging console [severitylevel]
Mode Global Config

4541 no logging console

This command disables logging to the console.

Format no logging console
Mode Global Config
4.5.5 logging host

This command enables logging to a host. You can configure up to eight hosts. The <ipaddr| hostname>is the IP
address of the logging host. The <addresstype> indicates the type of address ipv4 or ipv6 or dns being passed.
The <port> value is a port number from 1 to 65535. You can specify the <severitylevel> value as either an
integer from 0 to 7 or symbolically through one of the following keywords: emergency (0), alert (1), critical
(2), error (3), warning (4), notice (5), info (6), or debug (7).

Default e port—514
* level—critical (2)
Format logging host <ipaddr|hostname> <addresstype> [<port>][<severitylevel>]
Mode Global Config
4.5.6 logging host remove

This command disables logging to host. See 4.5.11 “show logging hosts“ on page 4 - 23 for a list of host indexes.

Format logging host remove <hostindex>
Mode Global Config
4.5.7 logging port

This command sets the local port number of the LOG client for logging messages. The <portid> can be in the
range from 1 to 65535.

Default 514

-
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Format logging port <portid>

Mode Global Config

4.5.71 no logging port

This command resets the local logging port to the default.

Format no logging port

Mode Global Config

4.5.8 logging syslog

This command enables syslog logging. The <portid> parameter is an integer with a range of 1-65535.
Default disabled

Format logging syslog [port <portid>]

Mode Global Config

4.5.8.1 no logging syslog

This command disables syslog logging.

Format no logging syslog

Mode Global Config

4.5.9 show logging

This command displays logging configuration information.

Format show logging

Mode Privileged EXEC

Term Definition

Logging Client Port on the collector/relay to which syslog messages are sent.
Local Port

CLI Command Shows whether CLI Command logging is enabled.
Logging

Console Logging

Shows whether console logging is enabled.

Console Logging
Severity Filter

The minimum severity to log to the console log. Messages with an equal or lower numerical
severity are logged.

Buffered Logging

Shows whether buffered logging is enabled.

Syslog Logging

Shows whether syslog logging is enabled.

Log Messages

Number of messages received by the log process. This includes messages that are dropped

Received or ignored.

Log Messages Number of messages that could not be processed due to error or lack of resources.
Dropped

Log Messages Number of messages sent to the collector/relay.

Relayed

|
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4.5.10 show logging buffered

This command displays buffered logging (system startup and system operation logs).
Format show logging buffered

Mode Privileged EXEC

Term Definition

Buffered (In- Shows whether the In-Memory log is enabled or disabled.

Memory) Logging

Buffered Logging The behavior of the In Memory log when faced with a log full situation.

Wrapping

Behavior

Buffered Log The count of valid entries in the buffered log.

Count

4.5.11 show logging hosts

This command displays all configured logging hosts.

Format show logging hosts

Mode Privileged EXEC

Term Definition

Host Index (Used for deleting hosts.)

IP Address / IP address or hostname of the logging host.

Hostname

Severity Level The minimum severity to log to the specified address. The possible values are emergency (0),
alert (1), critical (2), error (3), warning (4), notice (5), info (6), or debug (7).

Port The server port number, which is the port on the local host from which syslog messages are
sent.

Host Status The state of logging to configured syslog hosts. If the status is disable, no logging occurs.

4.5.12 show logging traplogs

This command displays SNMP trap events and statistics.

Format show logging traplogs

Mode Privileged EXEC

Term Definition

Number of Traps The number of traps since the last boot.
Since Last Reset

Trap Log Capacity The number of traps the system can retain.

Number of Traps The number of new traps since the command was last executed.
Since Log Last
Viewed

Log The log number.

System Time Up  How long the system had been running at the time the trap was sent.

-
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Term Definition
Trap The text of the trap message.
4.5.13 clear board event-log

This command deletes all event-log records

Format clear board event-log
Mode Priviledged EXEC
4.5.14 show logging backtrace

This command displays the backtrace file last created. A backtrace file is created when the application stops
unexpectedly.

Format show logging backtrace
Mode Priviledged EXEC
4.5.15 show logging errcounter

This command displays counters for critical, major and minor errors. The counters are split in file groups (DEF, L3,
CFG, MQOD). All error counters must be 0.

Format show logging errcounter
Mode Priviledged EXEC
4.5.16 clear errcounter

This command clears the counters for critical, major and minor errors..

Format clear errcounter
Mode Priviledged EXEC
4.6 System Utility and Clear Commands

This section describes the commands you use to help troubleshoot connectivity issues and to restore various
configurations to their factory defaults.

|
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Use the traceroute command to discover the routes that packets actually take when traveling to their destination
through the network on a hop-by-hop basis. Traceroute continues to provide a synchronous response when initiated
from the CLI.

4.6.1 traceroute

Default * count: 3 probes
* interval: 3 seconds
e size: 0 bytes
e port: 33434
e maxTtl: 30 hops
* maxFail: 5 probes
e initTtl: 1 hop
Format traceroute <ipaddr|hostname> [initTtl <initTtl>] [maxTtl <maxTtl>]

[maxFail <maxFail>] [interval <interval>] [count <count>]
[port <port>] [size <size>]

Mode Privileged EXEC

Using the options described below, you can specify the initial and maximum time-to-live (TTL) in probe packets, the
maximum number of failures before termination, the number of probes sent for each TTL, and the size of each probe.

Parameter Description

ipaddr|hostname The ipaddr value should be a valid IP address. The hostname value should be
a valid hostname.

initTtl Use initTtl to specify the initial time-to-live (TTL), the maximum number of router hops
between the local and remote system. Range is 0 to 255.

maxTtl Use maxTtle to specify the maximum TTL. Range is 1 to 255.

maxFail Use maxFail to terminate the traceroute after failing to receive a response for this
number of consecutive probes. Range is 0 to 255.

interval Use interval to specify the time between probes, in seconds. Range is 1 to 60
seconds.

count Use the optional count parameter to specify the number of probes to send for each TTL

value. Range is 1 to 10 probes.

port Use the optional port parameter to specify destination UDP port of the probe. This
should be an unused port on the remote destination system. Range is 1 to 65535.

size Use the optional size parameter to specify the size, in bytes, of the payload of the Echo
Requests sent. Range is 0 to 65507 bytes.

Example: The following are examples of the CLI command.
Example: traceroute Success:

(Broadcom FASTPATH Routing) # traceroute 10.240.10.115 initTtl 1 maxTtl 4 maxFail 0
interval 1 count 3 port 33434 size 43

Traceroute to 10.240.10.115 ,4 hops max 43 byte packets:

1 10.240.4.1 708 msec 41 msec 11 msec

2 10.240.10.115 0 msec 0 msec 0 msec

Hop Count = 1 Last TTL = 2 Test attempt = 6 Test Success = 6

Example: traceroute Failure:

-
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(Broadcom FASTPATH Routing) # traceroute 10.40.1.1 initTtl 1 maxFail 0 interval 1 count
3

port 33434 size 43

Traceroute to 10.40.1.1 ,30 hops max 43 byte packets:

1 10.240.4.1 19 msec 18 msec 9 msec

2 10.240.1.252 0 msec 0 msec 1 msec
3172.31.0.9 277 msec 276 msec 277 msec

4 10.254.1.1 289 msec 327 msec 282 msec

5 10.254.21.2 287 msec 293 msec 296 msec
6 192.168.76.2 290 msec 291 msec 289 msec
7 0.0.0.0 0 msec *

Hop Count = 6 Last TTL = 7 Test attempt = 19 Test Success = 18

4.6.2 clear config

This command clears the configuration set by the user without powering off the switch. When you issue this
command, a prompt appears to confirm that the request should proceed. When you enter y, you automatically clear
the current configuration on the switch. It does not reset the switch nor restore the configuration defaults settings.

Format clear config
Mode Privileged EXEC
4.6.3 clear counters

This command clears the statistics for a specified <slot/port>, for all the ports, or for the entire switch based
upon the argument.

Format clear counters {(<slot/port> | all}
Mode Privileged EXEC
4.6.4 clear igmpsnooping

This command clears the tables managed by the IGMP Snooping function and attempts to delete these entries from
the Multicast Forwarding Database.

Format clear igmpsnooping
Mode Privileged EXEC
4.6.5 clear pass

This command resets all user passwords to the factory defaults without powering off the switch. You are prompted
to confirm that the password reset should proceed.

Format clear pass
Mode Privileged EXEC
4.6.6 clear port-channel

This command clears all port-channels (LAGs).

Format clear port-channel
Mode Privileged EXEC

|
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4.6.7 clear traplog
This command clears the trap log.
Format clear traplog
Mode Privileged EXEC
4.6.8 clear vian

This command clears VLAN configuration parameters. It does not restore the factory default vlans.

Format clear vlan
Mode Privileged EXEC
4.6.9 enable passwd

This command prompts you to change the Privileged EXEC password. Passwords are a maximum of 64
alphanumeric characters. The password is case sensitive.

Format enable passwd
Mode Privileged EXEC
4.6.10 enable passwd encrypted <password>

This command allows the administrator to transfer the enable password between devices without having to know
the password. The <password> parameter must be exactly 128 hexidecimal characters.

Format enable passwd encrypted <password>
Mode Privileged EXEC
4.6.11 logout

This command closes the current telnet connection or resets the current serial connection.

@ Note: Save configuration changes before logging out.

Format logout

Modes e Privileged EXEC
e User EXEC

4.6.12 ping

Use this command to determine whether another computer is on the network. Ping provides a synchronous
response when initiated from the CLI and Web interfaces.

Default ¢ The default count is 1.
¢ The default interval is 3 seconds.
¢ The default size is 0 bytes.

-
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Format ping <ipaddress|hostname> [count <count>] [interval <interval>] [size
<size>]

Modes e Privileged EXEC
e User EXEC

Using the options described below, you can specify the number and size of Echo Requests and the interval between
Echo Requests.

Parameter Description

count Use the count parameter to specify the number of ping packets (ICMP Echo requests) that
are sent to the destination address specified by the <ip-address> field. The range for
<count>is 11to 15 requests.

interval Use the interval parameter to specify the time between Echo Requests, in seconds.
Range is 1 to 60 seconds.

size Use the size parameter to specify the size, in bytes, of the payload of the Echo Requests
sent. Range is 0 to 65507 bytes.

Example: The following are examples of the CLI command.
Example: ping success:

(Broadcom FASTPATH Routing) #ping 10.254.2.160 count 3 interval 1 size 255
Pinging 10.254.2.160 with 255 bytes of data:

Received response for icmp seq = 0. time= 275268 usec
Received response for icmp seqg 1. time= 274009 usec
Received response for icmp seq = 2. time= 279459 usec

----10.254.2.160 PING statistics----
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (msec) min/avg/max = 274/279/276

Example: ping failure:

In Case of Unreachable Destination:

(Broadcom FASTPATH Routing) # ping 192.168.254.222 count 3 interval 1 size 255
Pinging 192.168.254.222 with 255 bytes of data:

Received Response: Unreachable Destination

Received Response :Unreachable Destination

Received Response :Unreachable Destination

----192.168.254.222 PING statistics----

3 packets transmitted, 3 packets received, 0% packet loss

round-trip (msec) min/avg/max = 0/0/0

In Case Of Request TimedOut:

(Broadcom FASTPATH Routing) # ping 1.1.1.1 count 1 interval 3
Pinging 1.1.1.1 with 0 bytes of data:

-——-1.1.1.1 PING statistics----

1 packets transmitted, 0 packets received, 100% packet loss
round-trip (msec) min/avg/max = 0/0/0

|
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This command closes the current telnet connection or resets the current serial connection. The system asks you
whether to save configuration changes before quitting.

4.6.13 quit

Format quit

Modes ¢ Privileged EXEC
e User EXEC

4.6.14 reload

This command resets the switch without powering it off. Reset means that all network connections are terminated
and the boot code executes. The switch uses the stored configuration to initialize the switch. You are prompted to
confirm that the reset should proceed. The LEDs on the switch indicate a successful reset.

Format reload
Mode Privileged EXEC
4.6.15 reload fast

The reload command is used to initiate a switch management restart via reset of the system. The reload fast
command will just do a clear config and will then re-apply the startup-config file.

Format reload fast
Mode Priviledged EXEC
4.6.16 copy

The copy command uploads and downloads files to and from the switch. You can also use the copy command to
manage the dual images (imagel and imageZ2) on the file system. Upload and download files from a server by
using TFTP or Xmodem. SFTP and SCP are available as additional transfer methods if the software package
supports secure management.

Format copy <source> <destination>
Mode Privileged EXEC

Replace the <source> and <destination> parameters with the options in Table 1. For the <url> source or
destination, use one of the following values:

{xmodem | tftp://<ipaddr|hostname>|<ip6address>/<filepath>/<filename>
| sftplscp://<username>@<ipaddr>|<ipvéaddress>|<filepath>|<filename>}

For TFTP, SFTP and SCP, the <ipaddr| hostname> parameter is the IP address or host name of the server,
<filepath>is the path to the file, and <filename> is the name of the file you want to upload or download. For
SFTP and SCP, the <username> parameter is the username for logging into the remote server via SSH.

@ Note: <ip6address> is also a valid parameter for routing packages that support IPv6.

-
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Caution! Remember to upload the existing fastpath.cfg file off the switch prior to loading a new release
image in order to make a backup.

Table 1: Copy Parameters

Source

Destination

Description

nvram:backup-config

nvram:startup-config

Copies the backup configuration to the startup
configuration.

nvram: factory-settings nvram:current-settings Copies factory settings file to current settings file

nvram:factory-profile nvram:current-profile  Copies factory profile file to current profile file

nvram: factory-config nvram:current-config Copies factory configuration file to current
configuration file

nvram:clibanner <url> Copies the CLI banner to a server.

nvram:diag-report <url> Copies diagnostics result file to a server

nvram:errorlog <url> Copies the error log file to a server.

nvram: fastpath.cfg <url> Uploads the binary config file to a server.

nvram:log <url> Copies the log file to a server.

nvram:oslog <url> Copies the OS system log file to a server

nvram:script <url> Copies a specified configuration script file to a

<scriptname> server.

nvram:settings <url> Copies the file containing current settings to a

server

nvram:startup-config nvram:backup-config Copies the startup configuration to the backup
configuration.

nvram:startup-config <url> Copies the startup configuration to a server.

nvram:extra-profile <url> Copies the extra profile to a server.

nvram:current-settings <url> Copies the current settings to a server.

nvram:traplog <url> Copies the trap log file to a server.

system:running-config

nvram:startup-config

Saves the running configuration to nvram.

<url> nvram:clibanner Downloads the CLI banner to the system.

<url> nvram: fastpath.cfg Downloads the binary config file to the system.

<url> nvram:script Downloads a configuration script file to the

<destfilename> system. During the download of a configuration

script, the copy command validates the script. In
case of any error, the command lists all the lines
at the end of the validation process and prompts
you to confirm before copying the script file.

<url> nvram:sshkey-dsa Downloads an SSH key file. For more information,
see 5.4 “Secure Shell (SSH) Commands* on page
5-11.

<url> nvram:sshkey-rsal Downloads an SSH key file.

<url> nvram:sshkey-rsa2 Downloads an SSH key file.

<url> nvram:settings Downloads the file containing current settings to
the system

<url> nvram:startup-config Downloads the startup configuration file to the
system.

<url> nvram:extra-profile Downloads the extra profile to the system.

<url> nvram:current-settings Downloads the current settings to the system.

<url> {imagel | imageZl} Download an image from the remote server to
either image.

{imagel | imagel} <url> Upload either image to the remote server.
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Table 1: Copy Parameters (Continued)

Source Destination Description

imagel imageZ2 Copy imagel to image2.
image2 imagel Copy image2 to imagel.
4.6.17 delete nvram:extra-profile

This command deletes the extra profile.

Format delete nvram:extra-profile
Mode Priviledged EXEC
4.6.18 set bootstopkey

This command sets the bootstop key. With this key the booting process can be stopped. The key name is “stop”.
This is the default setting.

Format set bootstopkey
Mode Priviledged EXEC

4.6.18.1 no set bootstopkey

This command resets the bootstop key. The boot process can not be interrupted.

Format no set bootstopkey
Mode Priviledged EXEC
4.7 Keying for Advanced Features

This section describes the commands you use to enter the licence key to access advanced features. You cannot
access the advanced features without a valid license key.

4.71 license advanced

This command enables a particular feature. This command also enables the corresponding show commands for a
feature.

Note: If the feature is enabled, the feature is visible in the output of the show running-config
command. The <key> parameter specifies the hexadecimal key for the feature.

Default none
Format license advanced <key>
Mode Privileged EXEC

-
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4.7.2 no license advanced

This command disables a particular feature. This command also disables the corresponding show commands. The
<key> parameter specifies the hexadecimal key for the feature.

Format no license advanced <key>
Mode Privileged EXEC
4.7.3 show key-features

This command displays the enabled or disabled status for all keyable features.

Format show key-features
Modes * Privileged EXEC
e User EXEC
Term Definition
Function This is the name of the keyable component or feature.
Status Enabled or disabled.
4.8 Simple Network Time Protocol (SNTP) Commands

This section describes the commands you use to automatically configure the system time and date by using SNTP.

4.8.1 sntp broadcast client poll-interval

This command sets the poll interval for SNTP broadcast clients in seconds as a power of two where <poll-
interval> can be a value from 6 to 16.

Default 6

Format sntp broadcast client poll-interval <poll-interval>
Mode Global Config

4.8.1.1 no sntp broadcast client poll-interval

This command resets the poll interval for SNTP broadcast client back to the default value.

Format no sntp broadcast client poll-interval
Mode Global Config
4.8.2 sntp client mode

This command enables Simple Network Time Protocol (SNTP) client mode and may set the mode to either
broadcast or unicast.

Default disabled
Format sntp client mode [broadcast | unicast]
Mode Global Config

|

AT8030 CLI Reference Manual Page 4 - 32




AT8030 Utility Commands

-

4.8.2.1 no sntp client mode

This command disables Simple Network Time Protocol (SNTP) client mode.

Format no sntp client mode

Mode Global Config

4.8.3 sntp client port

This command sets the SNTP client port id to a value from 1-65535.
Default 123

Format sntp client port <portid>

Mode Global Config

4.8.3.1 no sntp client port

This command resets the SNTP client port back to its default value.
Format no sntp client port

Mode Global Config

4.8.4 sntp unicast client poll-interval

This command sets the poll interval for SNTP unicast clients in seconds as a power of two where <poll-
interval> can be a value from 6 to 16.

Default 6

Format sntp unicast client poll-interval <poll-interval>
Mode Global Config

4.8.4.1 no sntp unicast client poll-interval

This command resets the poll interval for SNTP unicast clients to its default value.

Format no sntp unicast client poll-interval
Mode Global Config
4.8.5 sntp unicast client poll-timeout

This command will set the poll timeout for SNTP unicast clients in seconds to a value from 1-30.

Default 5
Format sntp unicast client poll-timeout <poll-timeout>
Mode Global Config

-
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4.8.5.1 no sntp unicast client poll-timeout

This command will reset the poll timeout for SNTP unicast clients to its default value.

Format no sntp unicast client poll-timeout
Mode Global Config
4.8.6 sntp unicast client poll-retry

This command will set the poll retry for SNTP unicast clients to a value from 0 to 10.

Default 1

Format sntp unicast client poll-retry <poll-retry>
Mode Global Config

4.8.6.1 no sntp unicast client poll-retry

This command will reset the poll retry for SNTP unicast clients to its default value.

Format no sntp unicast client poll-retry
Mode Global Config
4.8.7 sntp multicast client poll-interval

This command will set the poll interval for SNTP multicast clients in seconds as a power of two where <poll-
interval> can be a value from 6 to 16.

Default 6

Format sntp multicast client poll-interval <poll-interval>
Mode Global Config

4.8.7.1 no sntp multicast client poll-interval

This command resets the poll interval for SNTP multicast clients to its default value.

Format no sntp multicast client poll-interval
Mode Global Config
4.8.8 sntp server

This command configures an SNTP server (a maximum of three). The optional priority can be a value of 1-3, the
version a value of 1-4, and the port id a value of 1-65535.

Format sntp server <ipaddress|hostname> [<priority> [<version> [<portid>]]]
Mode Global Config
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4.8.8.1 no sntp server

This command deletes an server from the configured SNTP servers.

Format no sntp server remove <ipaddress|hostname>
Mode Global Config

4.8.9 show sntp

This command is used to display SNTP settings and status.

Format show sntp

Mode Privileged EXEC

Term Definition

Last Update Time Time of last clock update.

Last Attempt Time Time of last transmit query (in unicast mode).

Last Attempt Status of the last SNTP request (in unicast mode) or unsolicited message (in broadcast
Status mode).

Broadcast Count Current number of unsolicited broadcast messages that have been received and processed
by the SNTP client since last reboot.

Multicast Count Current number of unsolicited multicast messages that have been received and processed by
the SNTP client since last reboot.

4.8.10 show sntp client

This command is used to display SNTP client settings.

Format show sntp client

Mode Privileged EXEC

Term Definition

Client Supported Supported SNTP Modes (Broadcast, Unicast, or Multicast).
Modes

SNTP Version The highest SNTP version the client supports.
Port SNTP Client Port.

Client Mode Configured SNTP Client Mode.

4.8.11 show sntp server

This command is used to display SNTP server settings and configured servers.

Format show sntp server
Mode Privileged EXEC
Term Definition

Server IP Address/ IP address or hostname of configured SNTP Server.
Hostname

-
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Term Definition
Server Type Address Type of Server.
Server Stratum Claimed stratum of the server for the last received valid packet.

Server Reference Reference clock identifier of the server for the last received valid packet.
ID

Server Mode SNTP Server mode.

Server Maximum  Total number of SNTP Servers allowed.
Entries

Server Current Total number of SNTP configured.
Entries

For each configured server:

Term Definition
IP Address / IP address or hostname of configured SNTP Server.
Hostname

Address Type Address Type of configured SNTP server.

Priority IP priority type of the configured server.

Version SNTP Version number of the server. The protocol version used to query the server in unicast
mode.

Port Server Port Number.

Last Attempt Time Last server attempt time for the specified server.

Last Update Status Last server attempt status for the server.

Total Unicast Number of requests to the server.
Requests

Failed Unicast Number of failed requests from server.
Requests

4.9 DHCP Server Commands

This section describes the commands you to configure the DHCP server settings for the switch. DHCP uses UDP
as its transport protocol and supports a number of features that facilitate in administration address allocations.

491 ip dhcp pool

This command configures a DHCP address pool name on a DHCP server and enters DHCP pool configuration
mode.

Default none

Format ip dhcp pool <name>

Mode Global Config

49.1.1 no ip dhcp pool

This command removes the DHCP address pool. The name should be previously configured pool name.
Format no ip dhcp pool <name>

Mode Global Config

|
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This command specifies the unique identifier for a DHCP client. Unique-identifier is a valid notation in hexadecimal
format. In some systems, such as Microsoft DHCP clients, the client identifier is required instead of hardware
addresses. The unique-identifier is a concatenation of the media type and the MAC address. For example, the
Microsoft client identifier for Ethernet address ¢819.2488.f177 is 01c8.1924.88f1.77 where 01 represents the
Ethernet media type. For more information, refer to the “Address Resolution Protocol Parameters” section of RFC
1700, Assigned Numbers for a list of media type codes.

4.9.2 client-identifier

Default none

Format client-identifier <uniqueidentifier>
Mode DHCP Pool Config

4.9.2.1 no client-identifier

This command deletes the client identifier.

Format no client-identifier
Mode DHCP Pool Config
4.9.3 client-name

This command specifies the name for a DHCP client. Name is a string consisting of standard ASCII characters.

Default none

Format client-name <name>
Mode DHCP Pool Config
4.9.3.1 no client-name

This command removes the client name.

Format no client-name
Mode DHCP Pool Config
494 default-router

This command specifies the default router list for a DHCP client. {address1, addressZ?.. address8} are valid
IP addresses, each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Default none

Format default-router <addressl> [<address2>....<address8>]
Mode DHCP Pool Config

4941 no default-router

This command removes the default router list.

Format no default-router
Mode DHCP Pool Config

-
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495 dns-server

This command specifies the IP servers available to a DHCP client. Address parameters are valid IP addresses; each
made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Default none

Format dns-server <addressl> [<address2>....<address8>]
Mode DHCP Pool Config

49.5.1 no dns-server

This command removes the DNS Server list.

Format no dns-server
Mode DHCP Pool Config
4.9.6 hardware-address

This command specifies the hardware address of a DHCP client. Hardware-address is the MAC address of the
hardware platform of the client consisting of 6 bytes in dotted hexadecimal format. Type indicates the protocol of the
hardware platform. It is 1 for 10 MB Ethernet and 6 for IEEE 802.

Default ethernet

Format hardware-address <hardwareaddress> <type>
Mode DHCP Pool Config

4.9.6.1 no hardware-address

This command removes the hardware address of the DHCP client.

Format no hardware-address
Mode DHCP Pool Config
4.9.7 host

This command specifies the IP address and network mask for a manual binding to a DHCP client. Address and Mask
are valid IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid. The
prefix-length is an integer from 0 to 32.

Default none

Format host <address> [{<mask> | <prefix-length>}]
Mode DHCP Pool Config

49.71 no host

This command removes the IP address of the DHCP client.

Format no host
Mode DHCP Pool Config

|
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This command configures the duration of the lease for an IP address that is assigned from a DHCP server to a DHCP
client. The overall lease time should be between 1-86400 minutes. If you specify infinite, the lease is set for 60
days. You can also specify a lease duration. Days is an integer from 0 to 59. Hours is an integer from 0 to 23.
Minutes is an integer from 0 to 59.

4.9.8 lease

Default 1 (day)

Format lease [{<days> [<hours>] [<minutes>] | infinite}]
Mode DHCP Pool Config

4.9.8.1 no lease

This command restores the default value of the lease time for DHCP Server.

Format no lease
Mode DHCP Pool Config
49.9 network (DHCP Pool Config)

Use this command to configure the subnet number and mask for a DHCP address pool on the server. Network-
number is a valid IP address, made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.
Mask is the IP subnet mask for the specified address pool. The prefix-length is an integer from 0 to 32.

Default none

Format network <networknumber> [{<mask> | <prefixlength>}]
Mode DHCP Pool Config

4991 no network

This command removes the subnet number and mask.

Format no network
Mode DHCP Pool Config
4.9.10 booffile

The command specifies the name of the default boot image for a DHCP client. The <filename> specifies the boot
image file.

Format bootfile <filename>
Mode DHCP Pool Config

4910.1 no bootffile

This command deletes the boot image name.

Format no bootfile
Mode DHCP Pool Config

-
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4.9.11 domain-name

This command specifies the domain name for a DHCP client. The <domain> specifies the domain name string of
the client.

Default none

Format domain-name <domain>
Mode DHCP Pool Config
49.111 no domain-name

This command removes the domain name.

Format no domain-name
Mode DHCP Pool Config
4.9.12 netbios-name-server

This command configures NetBIOS Windows Internet Naming Service (WINS) name servers that are available to
DHCP clients.

One IP address is required, although one can specify up to eight addresses in one command line. Servers are listed
in order of preference (address1 is the most preferred server, address2 is the next most preferred server, and so on).

Default none

Format netbios-name-server <address> [<addressZ>...<address8>]
Mode DHCP Pool Config

4.9.121 no netbios-name-server

This command removes the NetBIOS name server list.

Format no netbios-name-server
Mode DHCP Pool Config
4.9.13 netbios-node-type

The command configures the NetBIOS node type for Microsoft Dynamic Host Configuration Protocol (DHCP)
clients.type Specifies the NetBIOS node type. Valid types are:

¢ b-node—Broadcast
¢ p-node—Peer-to-peer
¢ m-node—Mixed

¢ h-node—Hybrid (recommended)

Default none
Format netbios-node-type <type>
Mode DHCP Pool Config

|
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4.9.13.1 no netbios-node-type

This command removes the NetBIOS node Type.

Format no netbios-node-type
Mode DHCP Pool Config
4914 next-server

This command configures the next server in the boot process of a DHCP client.The <address> parameter is the
IP address of the next server in the boot process, which is typically a TFTP server.

Default inbound interface helper addresses
Format next-server <address>

Mode DHCP Pool Config

4.9.14 1 no next-server

This command removes the boot server list.

Format no next-server
Mode DHCP Pool Config
4.9.15 option

The option command configures DHCP Server options. The <code> parameter specifies the DHCP option code
and ranges from 1-254. The <ascii string>parameter specifies an NVT ASCII character string. ASCII character
strings that contain white space must be delimited by quotation marks. The hex <string> parameter specifies
hexadecimal data. In hexadecimal, character strings are two hexadecimal digits. You can separate each byte by a
period (for example, a3.4f.22.0c), colon (for example, a3:4f:22:0c), or white space (for example, a3 4f 22
0c).

Default none

Format option <code> {ascii string | hex <stringl> [<string2>...<string8>] | ip
<addressl> [<address2>...<address8>]}

Mode DHCP Pool Config

4.9.15.1 no option

This command removes the DHCP Server options. The <code> parameter specifies the DHCP option code.

Format no option <code>
Mode DHCP Pool Config

-
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4.9.16 ip dhcp excluded-address

This command specifies the IP addresses that a DHCP server should not assign to DHCP clients. Low-address and
high-address are valid IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address
0.0.0.0 is invalid.

Default none
Format ip dhcp excluded-address <lowaddress> [highaddress]
Mode Global Config

4.9.16.1 no ip dhcp excluded-address

This command removes the excluded IP addresses for a DHCP client. Low-address and high-address are valid IP
addresses; each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Format no ip dhcp excluded-address <lowaddress> [highaddress]
Mode Global Config
4.9.17 ip dhcp ping packets

Use this command to specify the number, in a range from 2-10, of packets a DHCP server sends to a pool address
as part of a ping operation. By default the number of packets sent to a pool address is 2, which is the smallest
allowed number when sending packets. Setting the number of packets to 0 disables this command.

Default 2
Format ip dhcp ping packets <0,2-10>
Mode Global Config

4.9.17.1 no ip dhcp ping packets

This command prevents the server from pinging pool addresses and sets the number of packets to 0.

Default 0

Format no ip dhcp ping packets
Mode Global Config

4.9.18 service dhcp

This command enables the DHCP server.
Default disabled

Format service dhcp

Mode Global Config

4.9.18.1 no service dhcp

This command disables the DHCP server.

Format no service dhcp
Mode Global Config

|
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This command enables the allocation of the addresses to the bootp client. The addresses are from the automatic
address pool.

4.9.19 ip dhcp bootp automatic

Default disabled
Format ip dhcp bootp automatic
Mode Global Config

4.9.19.1 no ip dhcp bootp automatic

This command disables the allocation of the addresses to the bootp client. The address are from the automatic
address pool.

Format no ip dhcp bootp automatic
Mode Global Config

4.9.20 ip dhcp conflict logging
This command enables conflict logging on DHCP server.
Default enabled

Format ip dhcp conflict logging
Mode Global Config

4.9.201 no ip dhcp conflict logging

This command disables conflict logging on DHCP server.

Format no ip dhcp conflict logging
Mode Global Config
4.9.21 clear ip dhcp binding

This command deletes an automatic address binding from the DHCP server database. If “*” is specified, the bindings
corresponding to all the addresses are deleted. <address> is a valid IP address made up of four decimal bytes
ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Format clear ip dhcp binding {<address> | *}
Mode Privileged EXEC
4.9.22 clear ip dhcp server statistics

This command clears DHCP server statistics counters.

Format clear ip dhcp server statistics
Mode Privileged EXEC

-
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4.9.23 clear ip dhcp conflict

The command is used to clear an address conflict from the DHCP Server database. The server detects conflicts
using a ping. DHCP server clears all conflicts If the asterisk (*) character is used as the address parameter.

Default none

Format clear ip dhcp conflict {<address> | *}
Mode Privileged EXEC

4.9.24 show ip dhcp binding

This command displays address bindings for the specific IP address on the DHCP server. If no IP address is
specified, the bindings corresponding to all the addresses are displayed.

Format show ip dhcp binding [<address>]
Modes ¢ Privileged EXEC
e User EXEC
Term Definition
IP address The IP address of the client.

Hardware Address The MAC Address or the client identifier.
Lease expiration The lease expiration time of the IP address assigned to the client.

Type The manner in which IP address was assigned to the client.

4.9.25 show ip dhcp global configuration

This command displays address bindings for the specific IP address on the DHCP server. If no IP address is
specified, the bindings corresponding to all the addresses are displayed.

Format show ip dhcp global configuration
Modes * Privileged EXEC

e User EXEC
Term Definition

Service DHCP The field to display the status of dhcp protocol.

Number of Ping The maximum number of Ping Packets that will be sent to verify that an ip address id not
Packets already assigned.

Conflict Logging Shows whether conflict logging is enabled or disabled.

BootP Automatic Shows whether BootP for dynamic pools is enabled or disabled.

4.9.26 show ip dhcp pool configuration
This command displays pool configuration. If all is specified, configuration for all the pools is displayed.
Format show ip dhcp pool configuration {<name> | all}
Modes * Privileged EXEC
* User EXEC

|
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Field Definition

Pool Name The name of the configured pool.

Pool Type The pool type.

Lease Time The lease expiration time of the IP address assigned to the client.
DNS Servers The list of DNS servers available to the DHCP client .

Default Routers The list of the default routers available to the DHCP client

The following additional field is displayed for Dynamic pool type:

Field Definition

Network The network number and the mask for the DHCP address pool.

The following additional fields are displayed for Manual pool type:

Field Definition

Client Name The name of a DHCP client.

Client Identifier The unique identifier of a DHCP client.

Hardware Address The hardware address of a DHCP client.

Hardware Address The protocol of the hardware platform.

Type
Host The IP address and the mask for a manual binding to a DHCP client.
4.9.27 show ip dhcp server statistics

This command displays DHCP server statistics.

Format show ip dhcp server statistics
Modes * Privileged EXEC
e User EXEC
Field Definition
Automatic The number of IP addresses that have been automatically mapped to the MAC addresses of
Bindings hosts that are found in the DHCP database.
Expired Bindings The number of expired leases.
Malformed The number of truncated or corrupted messages that were received by the DHCP server.
Bindings

Message Received:

Message Definition

DHCP DISCOVER The number of DHCPDISCOVER messages the server has received.
DHCP REQUEST The number of DHCPREQUEST messages the server has received.
DHCP DECLINE The number of DHCPDECLINE messages the server has received.
DHCP RELEASE The number of DHCPRELEASE messages the server has received.
DHCP INFORM The number of DHCPINFORM messages the server has received.

-
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Message Sent:

Message Definition

DHCP OFFER The number of DHCPOFFER messages the server sent.
DHCP ACK The number of DHCPACK messages the server sent.
DHCP NACK The number of DHCPNACK messages the server sent.
4.9.28 show ip dhcp conflict

This command displays address conflicts logged by the DHCP Server. If no IP address is specified, all the conflicting
addresses are displayed.

Format show ip dhcp conflict [<ip-address>]
Modes ¢ Privileged EXEC
e User EXEC
Term Definition
IP address The IP address of the host as recorded on the DHCP server.
Detection Method The manner in which the IP address of the hosts were found on the DHCP Server.
Detection time The time when the conflict was found.
4.10 DHCP Filtering

You can configure the DHCP Filtering feature as a security measure against unauthorized DHCP servers. DHCP
filtering works by allowing you to configure each port as either a trusted port or an untrusted port. To optimize the
DHCP filtering feature, configure the port that is connected to an authorized DHCP server on your network as a
trusted port. Any DHCP responses received on a trusted port are forwarded. Make sure that all other ports are
untrusted so that any DHCP (or BootP) responses received are discarded.

You can configure DHCP filtering on physical ports and LAGs. DHCP filtering is not operable on VLAN interfaces.

4.10.1 ip dhcp filtering

This command enables DHCP filtering globally.
Default disabled

Format ip dhcp filtering
Mode Global Config

4.10.1.1 no ip dhcp filtering

This command disables DHCP filtering.

Format no ip dhcp filtering
Mode Global Config

|
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4.10.2 ip dhcp filtering trust

This command configures an interface as trusted.
Default untrusted

Format ip dhcp filtering trust

Mode Interface Config

4.10.2.1 no ip dhcp filtering trust

This command returns an interface to the default value for DHCP filtering.

Format no ip dhcp filtering trust

Mode Interface Config

4.10.3 show ip dhcp filtering

This command displays the DHCP filtering configuration.

Format show ip dhcp filtering

Mode Privileged EXEC

Term Definition

Interface The interface by slot/port.

Trusted Indicates whether the interface is trusted or untrusted.
4.11 DNS Client Commands

These commands are used in the Domain Name System (DNS), an Internet directory service. DNS is how domain
names are translated into IP addresses. When enabled, the DNS client provides a hostname lookup service to other
components of FASTPATH.

4111 ip domain lookup
Use this command to enable the DNS client.
Default enabled

Format ip domain lookup
Mode Global Config

4.11.1.1 no ip domain lookup

Use this command to disable the DNS client.

Format no ip domain lookup
Mode Global Config

-
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4.11.2 ip domain name

Use this command to define a default domain name that FASTPATH software uses to complete unqualified host
names (names with a domain name). By default, no default domain name is configured in the system. <name> may
not be longer than 255 characters and should not include an initial period. This <name> should be used only when
the default domain name list, configured using the ip domain list command, is empty.

Default none
Format ip domain name <name>
Mode Global Config

Example: The CLI command ip domain name yahoo.com will configure yahoo.com as a default domain
name. For an unqualified hostname xxx, a DNS query is made to find the IP address corresponding to
xxx.yahoo.com.

4.11.21 no ip domain name

Use this command to remove the default domain name configured using the ip domain name command.

Format no ip domain name
Mode Global Config
411.3 ip domain list

Use this command to define a list of default domain names to complete unqualified names. By default, the list is
empty. Each name must be no more than 256 characters, and should not include an initial period. The default
domain name, configured using the ip domain name command, is used only when the default domain name list
is empty. A maximum of 32 names can be entered in to this list.

Default none
Format ip domain list <name>
Mode Global Config

4.11.3.1 no ip domain list

Use this command to delete a name from a list.

Format no ip domain list <name>
Mode Global Config
411.4 ip name server

Use this command to configure the available name servers. Up to eight servers can be defined in one command or
by using multiple commands. The parameter <server-address> is a valid IP address of the server. The
preference of the servers is determined by the order they were entered.

Format ip name-server <server-addressl> [server-addressZ2...server-address8§]

Mode Global Config

|
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4.11.4.1 no ip name server

Use this command to remove a name server.

Format no ip name-server [server-addressl...server-address8§]
Mode Global Config
4.11.5 ip host

Use this command to define static host name-to-address mapping in the host cache. <name> is host name. <ip
address> is the IP address of the host.

Default none
Format ip host <name> <ipaddress>
Mode Global Config

4.11.5.1 no ip host

Use this command to remove the name-to-address mapping.

Format no ip host <name>
Mode Global Config
4.11.6 ip domain retry

Use this command to specify the number of times to retry sending Domain Name System (DNS) queries. The
parameter <number> indicates the number of times to retry sending a DNS query to the DNS server. This number
ranges from 0 to 100.

Default 2
Format ip domain retry <number>
Mode Global Config

4.11.6.1 no ip domain retry

Use this command to return to the default.

Format no ip domain retry <number>
Mode Global Config
4.11.7 ip domain timeout

Use this command to specify the amount of time to wait for a response to a DNS query. The parameter <seconds>
specifies the time, in seconds, to wait for a response to a DNS query. <seconds> ranges from 0 to 3600.

Default 3
Format ip domain timeout <seconds>
Mode Global Config

-
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4.11.7.1 no ip domain timeout

Use this command to return to the default setting.

Format no ip domain timeout <seconds>
Mode Global Config
411.8 clear host

Use this command to delete entries from the host name-to-address cache. This command clears the entries from
the DNS cache maintained by the software.

Format clear host {<name> | all}

Mode Privileged EXEC

Field Description

name A particular host entry to remove. <name> ranges from 1-255 characters.
all Removes all entries.

4.11.9 show hosts

Use this command to display the default domain name, a list of name server hosts, the static and the cached list of
host names and addresses. <name> ranges from 1-255 characters.

Format show hosts [name]
Mode User EXEC

Field Description

Host Name Domain host name.

Default Domain Default domain name.

Default Domain Default domain list.

List

Domain Name DNS client enabled/disabled.

Lookup

Number of Retries Number of time to retry sending Domain Name System (DNS) queries.
Retry Timeout Amount of time to wait for a response to a DNS query.

Period

Name Servers Configured name servers.

Example: The following shows example CLI display output for the command.

<Broadcom FASTPATH SWITCHING> show hosts

HOST NamMe. . v v vt i i ittt tieeeeeanenns Device

Default domain..........ooveeee... gm.com

Default domain list............... yahoo.com, Stanford.edu, rediff.com
Domain Name looKUP......ivuvueee.. Enabled

Number of retries................. 5

Retry timeout period.............. 1500

Name servers (Preference order)... 176.16.1.18 176.16.1.19

|
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Configured host name-to-address mapping:

Host Addresses

accounting.gm.com 176.16.8.8

Host Total Elapsed Type Addresses
www.stanford.edu 72 3 Ip 171.64.14.203
412 Serviceability Packet Tracing Commands

These commands improve the capability of network engineers to diagnose conditions affecting their FASTPATH
product.

é Caution! The output of “debug” commands can be long and may adversely affect system performance.

4.12.1 debug console

This command enables the display of “debug” trace output on the login session in which it is executed. Debug
console display must be enabled in order to view any trace output. The output of debug trace commands will appear
on all login sessions for which debug console has been enabled. The configuration of this command remains in
effect for the life of the login session. The effect of this command is not persistent across resets.

Default disabled

Format debug console
Mode Privileged EXEC
4.12.1.1 no debug console

This command disables the display of “debug” trace output on the login session in which it is executed.

Format no debug console

Mode Privileged EXEC

4.12.2 debug clear

This command disables all previously enabled “debug” traces.
Default none

Format debug clear

Mode Privileged EXEC

-
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412.3 debug spanning-tree bpdu transmit

This command enables tracing of spanning tree BPDUs transmitted by the switch. Spanning tree should be enabled
on the device and on the interface in order to monitor packets on a particular interface.

Default disabled
Format debug spanning-tree bpdu transmit
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 01:02:04 192.168.17.29-1 DOT1S[191096896]: dotls debug.c(1249) 101 % Pkt
TX - Intf: 1/0/7(7), Source Mac: 00:11:88:4e:c2:00 Version: 3, Root Mac:
00:11:88:4e:c2:00, Root Priority: 0x8000 Path Cost: 0

The following parameters are displayed in the trace message:

Parameter Definition

TX A packet transmitted by the device.

Intf The interface that the packet went out on. Format used is unit/port/slot (internal interface
number). Unit is always shown as 1 for interfaces on a non-stacking device.

Source_Mac Source MAC address of the packet.

Version Spanning tree protocol version (0-3). O refers to STP, 2 RSTP and 3 MSTP.

Root_Mac MAC address of the CIST root bridge.

Root_Priority Priority of the CIST root bridge. The value is between 0 and 61440. It is displayed in hex in
multiples of 4096.

Path_Cost External root path cost component of the BPDU.

4.12.3.1 no debug spanning-tree bpdu transmit

This command disables tracing of transmitted spanning tree BPDUs.

Format no debug spanning-tree bpdu transmit
Mode Privileged EXEC
4124 debug spanning-tree bpdu receive

This command enables tracing of spanning tree BPDUs received by the switch. Spanning tree should be enabled
on the device and on the interface in order to monitor packets for a particular interface.

Default disabled
Format debug spanning-tree bpdu receive
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 01:02:04 192.168.17.29-1 DOT1S[191096896]: dotls debug.c(1249) 101 % Pkt
RX - Intf: 1/0/9(9), Source Mac: 00:11:88:4e:c2:10 Version: 3, Root Mac:
00:11:88:4e:c2:00, Root Priority: 0x8000 Path Cost: O

|
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The following parameters are displayed in the trace message:

Parameter Definition

RX A packet received by the device.

Intf The interface that the packet came in on. Format used is unit/port/slot (internal interface
number). Unit is always shown as 1 for interfaces on a non-stacking device.

Source_Mac Source MAC address of the packet.

Version Spanning tree protocol version (0-3). O refers to STP, 2 RSTP and 3 MSTP.

Root_Mac MAC address of the CIST root bridge.

Root_Priority Priority of the CIST root bridge. The value is between 0 and 61440. It is displayed in hex in
multiples of 4096.

Path_Cost External root path cost component of the BPDU.

4.12.4.1 no debug spanning-tree bpdu receive

This command disables tracing of received spanning tree BPDUs.

Format no debug spanning-tree bpdu receive

Mode Privileged EXEC

4.12.5 debug spanning-tree bpdu

This command enables tracing of spanning tree bpdus received and transmitted by the switch.
Default disabled

Format debug spanning-tree bpdu

Mode Privileged EXEC

4.12.51 no debug spanning-tree bpdu

This command disables tracing of spanning tree BPDUs.

Format no debug spanning-tree bpdu
Mode Privileged EXEC
4.12.6 debug igmpsnooping packet transmit

This command enables tracing of IGMP Snooping packets transmitted by the switch. Snooping should be enabled
on the device and the interface in order to monitor packets for a particular interface.

Default disabled
Format debug igmpsnooping packet transmit
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 02:45:06 192.168.17.29-1 IGMPSNOOP[185429992]: igmp snooping debug.c(116)
908 % Pkt TX - Intf: 1/0/20(20), Vlan Id:1 Src Mac: 00:03:0e:00:00:00 Dest Mac:
01:00:5€:00:00:01 Src IP: 9.1.1.1 Dest IP: 225.0.0.1 Type: V2 Membership Report

Group: 225.0.0.1
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The following parameters are displayed in the trace message:

Parameter Definition

TX A packet transmitted by the device.

Intf The interface that the packet went out on. Format used is slot/port (internal interface number).
Unit is always shown as 1 for interfaces on a non-stacking device.

Src_Mac Source MAC address of the packet.

Dest_Mac Destination multicast MAC address of the packet.

Src_IP The source IP address in the IP header in the packet.

Dest_IP The destination multicast IP address in the packet.

Type The type of IGMP packet. Type can be one of the following:

* Membership Query — IGMP Membership Query

* V1 Membership Report —IGMP Version 1 Membership Report
* V2 Membership Report —IGMP Version 2 Membership Report
* V3 Membership Report —IGMP Version 3 Membership Report
* V2 Leave Group - |GMP Version 2 Leave Group

Group Multicast group address in the IGMP header.

4.12.6.1 no debug igmpsnooping transmit

This command disables tracing of transmitted IGMP snooping packets.

Format no debug igmpsnooping transmit
Mode Privileged EXEC
4.12.7 debug igmpsnooping packet receive

This command enables tracing of IGMP Snooping packets received by the switch. Snooping should be enabled on
the device and the interface in order to monitor packets for a particular interface.

Default disabled
Format debug igmpsnooping packet receive
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 02:45:06 192.168.17.29-1 IGMPSNOOP[185429992]: igmp snooping debug.c(116)
908 % Pkt RX - Intf: 1/0/20(20), Vlan Id:1 Src Mac: 00:03:0e:00:00:10 Dest Mac:
01:00:5€:00:00:05 src IP: 11.1.1.1 Dest IP: 225.0.0.5 Type: Membership Query Group:
225.0.0.5

The following parameters are displayed in the trace message:

Parameter Definition

RX A packet received by the device.

Intf The interface that the packet went out on. Format used is slot/port (internal interface number).
Unit is always shown as 1 for interfaces on a non-stacking device.

Src_Mac Source MAC address of the packet.

Dest_Mac Destination multicast MAC address of the packet.

Src_IP The source IP address in the ip header in the packet.

|
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Parameter Definition
Dest_IP The destination multicast ip address in the packet.
Type The type of IGMP packet. Type can be one of the following:

* Membership Query—IGMP Membership Query

* V1 Membership Report —IGMP Version 1 Membership Report
* V2 Membership Report —IGMP Version 2 Membership Report
* V3 Membership Report —IGMP Version 3 Membership Report
* V2 Leave Group —IGMP Version 2 Leave Group

Group Multicast group address in the IGMP header.

4.12.71 no debug igmpsnooping receive

This command disables tracing of received IGMP Snooping packets.

Format no debug igmpsnooping receive

Mode Privileged EXEC

4.12.8 debug igmpsnooping packet

This command enables tracing of IGMP Snooping packets received and transmitted by the switch.
Default disabled

Format debug igmpsnooping packet

Mode Privileged EXEC

4.12.8.1 no debug igmpsnooping packet

This command disables tracing of IGMP Snooping packets.

Format no debug igmpsnooping packet
Mode Privileged EXEC
4.12.9 debug ping packet

This command enables tracing of ICMP echo requests and responses. The command traces pings on the network
port/ serviceport for switching packages. For routing packages, pings are traced on the routing ports as well.

Default disabled
Format debug ping packet
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 00:21:22 192.168.17.29-1 SIM[181040176]: sim debug.c(128) 20 % Pkt TX -
Intf: 1/0/1(1),
SRC_IP:10.50.50.2, DEST IP:10.50.50.1, Type:ECHO REQUEST

<15> JAN 01 00:21:22 192.168.17.29-1 SIM[182813968]: sim debug.c(82) 21 % Pkt RX -

-
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Intf: 1/0/1(1), S
RC TP:10.50.50.1, DEST IP:10.50.50.2, Type:ECHO REPLY

The following parameters are displayed in the trace message:

Parameter Definition

TX/IRX TX refers to a packet transmitted by the device. RX refers to packets received by the device.

Intf The interface that the packet came in or went out on. Format used is slot/port (internal
interface number). Unit is always shown as 1 for interfaces on a non-stacking device.

SRC_IP The source IP address in the IP header in the packet.

DEST_IP The destination IP address in the IP header in the packet.

Type Type determines whether or not the ICMP message is a REQUEST or a RESPONSE.

4.12.9.1 no debug ping packet

This command disables tracing of ICMP echo requests and responses.

Format no debug ping packet
Mode Privileged EXEC

41210 debug lacp packet

This command enables tracing of LACP packets received and transmitted by the switch.

Default disabled
Format debug lacp packet
Mode Privileged EXEC

A sample output of the trace message is shown below.

<15> JAN 01 14:04:51 10.254.24.31-1 DOT3AD[183697744]: dot3ad debug.c(385) 58 %%
Pkt TX - Intf: 1/0/1(1), Type: LACP, Sys: 00:11:88:14:62:el, State: 0x47, Key:
0x36

4.12.10.1 no debug lacp packet

This command disables tracing of LACP packets.

Format no debug lacp packet
Mode Privileged EXEC
41211 logging persistent

Use this command to configure the Persistent logging for the switch. The severity level of logging messages is
specified at severity level. Possible values for severity level are (emergency|0, alert|1, criticall2,
error|3, warning|4, noticel|5, infol6, debugl|?7).

Default Disable
Format logging persistent <severity level>
Mode Global Config

|
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4.12.11.1 no logging persistent

Use this command to disable the persistent logging in the switch.

Format no logging persistent
Mode Global Config

-
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5. Management Commands

This chapter describes the management commands available in the FASTPATH CLI.

The Management Commands chapter contains the following sections:

* 5.1 “Network Interface Commands” on page 5 - 2.

¢ 5.2 “Console Port Access Commands” on page 5 - 5.

¢ 5.3 “Telnet Commands” on page 5-7.

¢ 5.4 “Secure Shell (SSH) Commands” on page 5 - 11.

¢ 5.5 “Management Security Commands” on page 5 - 13.

¢ 5.6 “Access Commands” on page 5 - 14.

e 5.7 “User Account Commands” on page 5 - 15.

¢ 5.8 “SNMP Commands” on page 5 - 20.

* 5.9 “RADIUS Commands” on page 5 - 29.

¢ 510 “TACACS+ Commands” on page 5 - 35.

¢ 5.11 “Configuration Scripting Commands” on page 5 - 37.
¢ 5.12 “Pre-login Banner and System Prompt Commands” on page 5 - 39
¢ 5.13 “Diagnostics Commands” on page 5 - 40

Caution! The commands in this chapter are in one of three functional groups:

¢ Show commands display switch settings, statistics, and other information.

¢ Configuration commands configure features and options of the switch. For every configuration
command, there is a show command that displays the configuration setting.

¢ Clear commands clear some or all of the settings to factory defaults.

5.1 Network Interface Commands

This section describes the commands you use to configure a logical interface for management access. To configure
the management VLAN, see 2.3.2 “network mgmt_vlan” on page 2 - 20

511 enable (Privileged EXEC access)

This command gives you access to the Privileged EXEC mode. From the Privileged EXEC mode, you can configure
the network interface.

Format enable
Mode User EXEC
5.1.2 serviceport ip

This command sets the IP address, the netmask and the gateway of the network management port.

Format serviceport ip <ipaddr> <netmask> [gateway]
Mode Privileged EXEC

|
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This command specifies the network management port configuration protocol. If you modify this value, the change
is effective immediately. If you use the bootp parameter, the switch periodically sends requests to a BootP server
until a response is received. If you use the dhcp parameter, the switch periodically sends requests to a DHCP server
until a response is received. If you use the none parameter, you must configure the network information for the
switch manually.

51.3 serviceport protocol

Format serviceport protocol {none | bootp | dhcp}
Mode Privileged EXEC
514 network parms

This command sets the IP address, subnet mask and gateway of the device. The IP address and the gateway must
be on the same subnet.

Format network parms <ipaddr> <netmask> [<gateway>]
Mode Privileged EXEC
5.1.5 network protocol

This command specifies the network configuration protocol to be used. If you modify this value, change is effective
immediately. If you use the bootp parameter, the switch periodically sends requests to a BootP server until a
response is received. If you use the dhcp parameter, the switch periodically sends requests to a DHCP server until
a response is received. If you use the none parameter, you must configure the network information for the switch
manually.

Default none

Format network protocol {none | bootp | dhcp}
Mode Privileged EXEC

5.1.6 network mac-address

This command sets locally administered MAC addresses. The following rules apply:

e Bit 6 of byte 0 (called the U/L bit) indicates whether the address is universally administered (b'0") or locally
administered (b'1").

* Bit 7 of byte 0 (called the I/G bit) indicates whether the destination address is an individual address (b'0') or a
group address (b'1").

¢ The second character, of the twelve character macaddr, must be 2, 6, A or E.

A locally administered address must have bit 6 On (b'1") and bit 7 Off (b'0").

Format network mac-address <macaddr>
Mode Privileged EXEC

.
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5.1.7 network mac-type

This command specifies whether the switch uses the burned in MAC address or the locally-administered MAC
address.

Default burnedin

Format network mac-type {local | burnedin}
Mode Privileged EXEC

5.1.71 no network mac-type

This command resets the value of MAC address to its default.

Format no network mac-type
Mode Privileged EXEC
5.1.8 show network

This command displays configuration settings associated with the switch's network interface. The network interface
is the logical interface used for in-band connectivity with the switch via any of the switch's front panel ports. The
configuration parameters associated with the switch's network interface do not affect the configuration of the front
panel ports through which traffic is switched or routed.

Format show network
Modes ¢ Privileged EXEC
* User EXEC
Term Definition
IP Address The IP address of the interface. The factory default value is 0.0.0.0.
Subnet Mask The IP subnet mask for this interface. The factory default value is 0.0.0.0.
Default Gateway  The default gateway for this IP interface. The factory default value is 0.0.0.0.
IPv6 Whether enabled or disabled.
Administrative
Mode
IPv6 Address/ The IPv6 address and length.
Length
IPv6 Default The IPv6 default router address.
Router
Burned In MAC The burned in MAC address used for in-band connectivity.
Address
Locally If desired, a locally administered MAC address can be configured for in-band connectivity. To
Administered MAC take effect, 'MAC Address Type' must be set to 'Locally Administered'. Enter the address as
Address twelve hexadecimal digits (6 bytes) with a colon between each byte. Bit 1 of byte 0 must be

settoa 1 and bit 0 to a 0, i.e. byte 0 should have the following mask "xxxx xx10'. The MAC
address used by this bridge when it must be referred to in a unique fashion. Itis recommended
that this be the numerically smallest MAC address of all ports that belong to this bridge.
However it is only required to be unique. When concatenated with dot1dStpPriority a unique
Bridgeldentifier is formed which is used in the Spanning Tree Protocol.

MAC Address Type The MAC address which should be used for in-band connectivity. The choices are the burned
in or the Locally Administered address. The factory default is to use the burned in MAC
address.

|
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Term Definition

Network The network protocol being used. The options are bootp | dhcp | none.
Configuration
Protocol Current

Example: The following shows example CLI display output for the network port.

(admin) #show network

I = Vo L ot = 10.250.3.1

Subnet Mask. ... ..ttt e e 255.255.255.0
Default Gateway. ... it ittt ettt nnneeeeennns 10.250.3.3
Burned In MAC AddreSS....veuen et ennnnnnens 00:10:18:82:03:37
Locally Administered MAC AddresSS........cceeeen.. 00:00:00:00:00:00
MAC AdAresSsS Ty . v vttt eneeesoeeneeeeeeseeennns Burned In
Network Configuration Protocol Current......... None

Management VLAN TID. ...ttt tiinnnneeeenennnnns 1

5.1.9 show serviceport

This command displays service port configuration information.

Format show serviceport

Mode Privileged EXEC

Term Definition

IP Address The IP address of the interface. The factory default value is 0.0.0.0.

Subnet Mask The IP subnet mask for this interface. The factory default value is 0.0.0.0.
Default Gateway  The default gateway for this IP interface. The factory default value is 0.0.0.0.
ServPort The network protocol used on the last, or current, power-up cycle, if any.

Configuration
Protocol Current

Burned in MAC The burned in MAC address used for in-band connectivity.
Address

Example: The following shows example CLI display output for the service port.

(admin) #show serviceport

B 2V L Y 10.230.3.51
SUBbNEt MaSK. i ittt it ittt ettt et 255.255.255.0
Default Gateway. ...ttt ittt nnneeeeennns 10.230.3.1
ServPort Configured Protocol Current........... None

Burned In MAC AddreSS .« e eeeeeeeneeeeeeeennns 00:10:18:82:03:38
5.2 Console Port Access Commands

This section describes the commands you use to configure the console port. You can use a serial cable to connect
a management host directly to the console port of the switch.

.
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5.21 configuration

This command gives you access to the Global Config mode. From the Global Config mode, you can configure a
variety of system settings, including user accounts. From the Global Config mode, you can enter other command
modes, including Line Config mode.

Format configuration
Mode Privileged EXEC
5.2.2 lineconfig

This command gives you access to the Line Config mode, which allows you to configure various Telnet settings and
the console port.

Format lineconfig
Mode Global Config
5.2.3 serial baudrate

This command specifies the communication rate of the terminal interface. The supported rates are 1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200.

Default 9600

Format serial baudrate {1200 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 |
115200}

Mode Line Config

5.2.31 no serial baudrate

This command sets the communication rate of the terminal interface.

Format no serial baudrate
Mode Line Config
5.2.4 serial timeout

This command specifies the maximum connect time (in minutes) without console activity. A value of 0 indicates that
a console can be connected indefinitely. The time range is 0 to 160.

Default 5

Format serial timeout <0-160>
Mode Line Config

5241 no serial timeout

This command sets the maximum connect time (in minutes) without console activity.

Format no serial timeout

Mode Line Config

|
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5.2.5 show serial

This command displays serial communication settings for the switch.

Format show serial

Modes ¢ Privileged EXEC
e User EXEC

Term Definition

Serial Port Login  The time, in minutes, of inactivity on a Serial port connection, after which the Switch will close
Timeout (minutes) the connection. Any numeric value between 0 and 160 is allowed, the factory default is 5. A
value of 0 disables the timeout.

Baud Rate (bps)  The default baud rate at which the serial port will try to connect. The available values are 1200,
2400, 4800, 9600, 19200, 38400,57600, and 115200 baud. The factory default is 9600 baud.

Character Size The number of bits in a character. The number of bits is always 8.

(bits)

Flow Control Whether Hardware Flow-Control is enabled or disabled. Hardware Flow Control is always
disabled.

Stop Bits The number of Stop bits per character. The number of Stop bits is always 1.

Parity Type The Parity Method used on the Serial Port. The Parity Method is always None.

5.3 Telnet Commands

This section describes the commands you use to configure and view Telnet settings. You can use Telnet to manage
the device from a remote management host.

5.3.1 ip telnet server enable

Use this command to enable Telnet connections to the system and to enable the Telnet Server Admin Mode. This
command opens the Telnet listening port.

Default enabled

Format ip telnet server enable
Mode Privileged EXEC

5.3.1.1 no ip telnet server enable

Use this command to disable Telnet access to the system and to disable the Telnet Server Admin Mode. This
command closes the Telnet listening port and disconnects all open Telnet sessions.

Format no ip telnet server enable
Mode Privileged EXEC
5.3.2 telnet

This command establishes a new outbound Telnet connection to a remote host. The host value must be a valid IP
address or host name. Valid values for port should be a valid decimal integer in the range of 0 to 65535, where the
default value is 23. If [debug] is used, the current Telnet options enabled is displayed. The optional line parameter

.

Page 5-7 AT8030 CLI Reference Manual




Management Commands AT8030

r

sets the outbound Telnet operational mode as ‘linemode’ where, by default, the operational mode is ‘character
mode’. The noecho option disables local echo.

Format telnet <ip-address|hostname> <port> [debug] [line] [noecho]
Modes ¢ Privileged EXEC

e User EXEC
5.3.3 transport input telnet

This command regulates new Telnet sessions. If enabled, new Telnet sessions can be established until there are
no more sessions available. An established session remains active until the session is ended or an abnormal
network error ends the session.

Note: If the Telnet Server Admin Mode is disabled, Telnet sessions cannot be established. Use the ip
telnet server enable command to enable Telnet Server Admin Mode.

Default enabled

Format transport input telnet
Mode Line Config

5.3.3.1 no transport input telnet

Use this command to prevent new Telnet sessions from being established.

Format no transport input telnet
Mode Line Config
5.3.4 transport output telnet

This command regulates new outbound Telnet connections. If enabled, new outbound Telnet sessions can be
established until the system reaches the maximum number of simultaneous outbound Telnet sessions allowed. An
established session remains active until the session is ended or an abnormal network error ends it.

Default enabled

Format transport output telnet
Mode Line Config

5.341 no transport output telnet

Use this command to prevent new outbound Telnet connection from being established.

Format no transport output telnet
Mode Line Config

|
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This command specifies the maximum number of simultaneous outbound Telnet sessions. A value of 0 indicates
that no outbound Telnet session can be established.

5.3.5 session-limit

Default 5

Format session-limit <0-5>
Mode Line Config

5.3.51 no session-limit

This command sets the maximum number of simultaneous outbound Telnet sessions to the default value.

Format no session-limit
Mode Line Config
5.3.6 session-timeout

This command sets the Telnet session timeout value.The timeout value unit of time is minutes.

Default 5

Format session-timeout <I1-160>
Mode Line Config

5.3.6.1 no session-timeout

This command sets the Telnet session timeout value to the default. The timeout value unit of time is minutes.

Format no session-timeout
Mode Line Config
5.3.7 telnetcon maxsessions

This command specifies the maximum number of Telnet connection sessions that can be established. A value of 0
indicates that no Telnet connection can be established. The range is 0-5.

Default 5

Format telnetcon maxsessions <(0-5>
Mode Privileged EXEC

5.3.71 no telnetcon maxsessions

This command sets the maximum number of Telnet connection sessions that can be established to the default value.

Format no telnetcon maxsessions
Mode Privileged EXEC

.
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5.3.8 telnetcon timeout

This command sets the Telnet connection session timeout value, in minutes. A session is active as long as the
session has not been idle for the value set. The time is a decimal value from 1 to 160.

immediately. Any sessions that have been idle longer than the new timeout value are disconnected

@ Note: When you change the timeout value, the new value is applied to all active and inactive sessions
immediately.

Default 5

Format telnetcon timeout <1-160>
Mode Privileged EXEC

5.3.8.1 no telnetcon timeout

This command sets the Telnet connection session timeout value to the default.

Note: Changing the timeout value for active sessions does not become effective until the session is
reaccessed. Also, any keystroke activates the new timeout duration.

Format no telnetcon timeout
Mode Privileged EXEC
5.3.9 show telnet

This command displays the current outbound Telnet settings. In other words, these settings apply to Telnet
connections initiated from the switch to a remote system.

Format show telnet

Modes * Privileged EXEC
e User EXEC

Term Definition

Outbound Telnet The number of minutes an outbound Telnet session is allowed to remain inactive before being
Login Timeout logged off.

Maximum Number The number of simultaneous outbound Telnet connections allowed.
of Outbound
Telnet Sessions

Allow New Indicates whether outbound Telnet sessions will be allowed.
Outbound Telnet

Sessions

5.3.10 show telnetcon

This command displays the current inbound Telnet settings. In other words, these settings apply to Telnet
connections initiated from a remote system to the switch.

Format show telnetcon
Modes * Privileged EXEC
¢ User EXEC

|
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Remote This object indicates the number of minutes a remote connection session is allowed to remain
Connection Login inactive before being logged off. May be specified as a number from 1 to 160. The factory
Timeout (minutes) default is 5.

Term Definition

Maximum Number This object indicates the number of simultaneous remote connection sessions allowed. The
of Remote factory default is 5.

Connection

Sessions

Allow New Telnet New Telnet sessions will not be allowed when this field is set to no. The factory default value
Sessions is yes.

54 Secure Shell (SSH) Commands

This section describes the commands you use to configure SSH access to the switch. Use SSH to access the switch
from a remote management host.

@ Note: The system allows a maximum of 5 SSH sessions.

5.4.1 ip ssh

Use this command to enable SSH access to the system. (This command is the short form of the ip ssh server
enable command.)

Default disabled

Format ip ssh

Mode Privileged EXEC
5.4.2 ip ssh protocol

This command is used to set or remove protocol levels (or versions) for SSH. Either SSH1 (1), SSH2 (2), or both
SSH 1 and SSH 2 (1 and 2) can be set.

Default 1and 2

Format ip ssh protocol [1] [2]
Mode Privileged EXEC

5.4.3 ip ssh server enable

This command enables the IP secure shell server.

Default disabled

Format ip ssh server enable
Mode Privileged EXEC

5.4.3.1 no ip ssh server enable

This command disables the IP secure shell server.

Format no ip ssh server enable

.
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Mode Privileged EXEC

544 sshcon maxsessions

This command specifies the maximum number of SSH connection sessions that can be established. A value of 0
indicates that no ssh connection can be established. The range is 0 to 5.

Default 5

Format sshcon maxsessions <0-5>
Mode Privileged EXEC

5441 no sshcon maxsessions

This command sets the maximum number of allowed SSH connection sessions to the default value.

Format no sshcon maxsessions
Mode Privileged EXEC
5.4.5 sshcon timeout

This command sets the SSH connection session timeout value, in minutes. A session is active as long as the session
has been idle for the value set. The time is a decimal value from 1 to 160.

Changing the timeout value for active sessions does not become effective until the session is re accessed. Also,
any keystroke activates the new timeout duration.

Default 5

Format sshcon timeout <I1-160>
Mode Privileged EXEC

5.4.5.1 no sshcon timeout

This command sets the SSH connection session timeout value, in minutes, to the default.

Changing the timeout value for active sessions does not become effective until the session is re accessed. Also,
any keystroke activates the new timeout duration.

Format no sshcon timeout
Mode Privileged EXEC
5.4.6 show ip ssh

This command displays the ssh settings.
Format show ip ssh

Mode Privileged EXEC

|
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Term Definition

Administrative This field indicates whether the administrative mode of SSH is enabled or disabled.

Mode

Protocol Level The protocol level may have the values of version 1, version 2 or both versions 1 and version
2.

SSH Sessions The number of SSH sessions currently active.

Currently Active

Max SSH Sessions The maximum number of SSH sessions allowed.

Allowed
SSH Timeout The SSH timeout value in minutes.
Keys Present Indicates whether the SSH RSA and DSA key files are present on the device.

Key Generation in Indicates whether RSA or DSA key files generation is currently in progress.
Progress

5.5 Management Security Commands

This section describes commands you use to generate keys and certificates, which you can do in addition to loading
them as before.

5.5.1 crypto certificate generate

Use this command to generate self-signed certificate for HTTPS. The generate RSA key for SSL has a length of
1024 bits. The resulting certificate is generated with a common name equal to the lowest IP address of the device
and a duration of 365 days.

Format crypto certificate generate
Mode Global Config
5511 no crypto certificate generate

Use this command to delete the HTTPS certificate files from the device, regardless of whether they are self-signed
or downloaded from an outside source.

Format no crypto certificate generate
Mode Global Config
5.5.2 crypto key generate rsa

Use this command to generate an RSA key pair for SSH. The new key files will overwrite any existing generated or
downloaded RSA key files.

Format crypto key generate rsa
Mode Global Config
5.5.2.1 no crypto key generate rsa

Use this command to delete the RSA key files from the device.

Format no crypto key generate rsa
Mode Global Config

-
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5.5.3 crypto key generate dsa

Use this command to generate a DSA key pair for SSH. The new key files will overwrite any existing generated or
downloaded DSA key files.

Format crypto key generate dsa
Mode Global Config
5.5.3.1 no crypto key generate dsa

Use this command to delete the DSA key files from the device.

Format no crypto key generate dsa
Mode Global Config
5.6 Access Commands

Use the commands in this section to close remote connections or to view information about connections to the
system.

5.6.1 disconnect

Use the disconnect command to close Telnet or SSH sessions. Use all to close all active sessions, or use
<session-id> to specify the session ID to close. To view the possible values for <session-id>, use the show
loginsession command.

Format disconnect {<session id> | all}
Mode Privileged EXEC
5.6.2 show loginsession

This command displays current Telnet and serial port connections to the switch.

Format show loginsession

Mode Privileged EXEC

Term Definition

ID Login Session ID.

User Name The name the user entered to log on to the system.

Connection From [P address of the remote client machine or EIA-232 for the serial port connection.
Idle Time Time this session has been idle.

Session Time Total time this session has been connected.

Session Type Shows the type of session, which can be telnet, serial, or SSH.

|
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This section describes the commands you use to add, manage, and delete system users. FASTPATH software has
two default users: admin and guest. The admin user can view and configure system settings, and the guest user
can view settings.

5.7 User Account Commands

Note: You cannot delete the admin user. There is only one user allowed with read/write privileges. You
can configure up to five read-only users on the system.

5.71 users name

This command adds a new user account, if space permits. The account <username> can be up to eight characters
in length. You can use alphanumeric characters as well as the dash (*-’) and underscore (*_’). You can define up to
SiX user names.

Note: The <username> is not case sensitive when you add and delete users, and when the user logs

@ in. However, when you use the <username>to set the user password, authentication, or encryption, you
must enter the <username> in the same case you used when you added the user. To see the case of
the <username>, enter the show users command.

Format users name <username>
Mode Global Config
5711 Nno users name

This command removes a user account.

Format no users name <username>

Mode Global Config
@ Note: You cannot delete the “admin” user account.

5.7.2 users name <username> unlock

Use this command to unlock a locked user account. Only a user with read/write access can re-activate a locked user
account.

Format users name <username> unlock
Mode Global Config
5.7.3 users passwd

Use this command to change a password. Passwords are a maximum of 64 alphanumeric characters. If a user is
authorized for authentication or encryption is enabled, the password length must be at least eight alphanumeric
characters. The password is case sensitive. When you change a password, a prompt asks for the old password. If

-
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there is no password, press enter. You must enter the <username> in the same case you used when you added
the user. To see the case of the <username>, enter the show users command.

quotes, for example, “ . For more information about creating configuration scripts, see 5.11

@ Note: To specify a blank password in the configuration script, you must specify it as a space within
“Configuration Scripting Commands” on page 5 - 37.

Default no password

Format users passwd <username>
Mode Global Config

5.7.3.1 no users passwd

This command sets the password of an existing user to blank. When you change a password, a prompt asks for the
old password. If there is no password, press enter.

Format no users passwd <username>
Mode Global Config
5.7.4 users passwd <username> encrypted <password>

This command allows the administrator to transfer local user passwords between devices without having to know
the passwords. The <password> parameter must be exactly 128 hexidecimal characters. The user represented by
the <username> parameter must be a pre-existing local user.

Format users passwd <username> encrypted <password>
Mode Global Config
5.7.5 users snmpv3 accessmode

This command specifies the snmpv3 access privileges for the specified login user. The valid accessmode values
are readonly or readwrite. The <username> is the login user name for which the specified access mode
applies. The default is readwrite for the “admin” user and readonly for all other users. You must enter the
<username> in the same case you used when you added the user. To see the case of the <username>, enter the
show users command.

Defaults e admin - readwrite
» other - readonly
Format users snmpv3 accessmode <username> {readonly | readwrite}
Mode Global Config
5.7.51 no users snmpv3 accessmode

This command sets the snmpv3 access privileges for the specified user as readwrite for the “admin” user and
readonly for all other users. The <username> value is the user name for which the specified access mode will

apply.
Format no users snmpv3 accessmode <username>

Mode Global Config

|
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This command specifies the authentication protocol to be used for the specified user. The valid authentication
protocols are none, md5 or sha. If you specify md5 or sha, the login password is also used as the snmpv3
authentication password and therefore must be at least eight characters in length. The <username> is the user
name associated with the authentication protocol. You must enter the <username> in the same case you used
when you added the user. To see the case of the <username>, enter the show users command.

5.7.6 users snmpv3 authentication

Default no authentication

Format users snmpv3 authentication <username> {none | md5 | sha}
Mode Global Config

5.7.6.1 no users snmpv3 authentication

This command sets the authentication protocol to be used for the specified user to none. The <username> is the
user name for which the specified authentication protocol is used.

Format no users snmpv3 authentication <username>
Mode Global Config
5.7.7 users snmpv3 encryption

This command specifies the encryption protocol used for the specified user. The valid encryption protocols are des
or none.

If you select des, you can specify the required key on the command line. The encryption key must be 8 to 64
characters long. If you select the des protocol but do not provide a key, the user is prompted for the key. When you
use the des protocol, the login password is also used as the snmpv3 encryption password, so it must be a minimum
of eight characters. If you select none, you do not need to provide a key.

The <username> value is the login user name associated with the specified encryption. You must enter the
<username>in the same case you used when you added the user. To see the case of the <username>, enter the
show users command.

Default no encryption

Format users snmpv3 encryption <username> {none | des[key]}
Mode Global Config

5.7.7.1 no users snmpv3 encryption

This command sets the encryption protocol to none. The <username> is the login user name for which the specified
encryption protocol will be used.

Format no users snmpv3 encryption <username>

Mode Global Config

-
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5.7.8 show users

This command displays the configured user names and their settings. This command is only available for users with
Read/Write privileges. The SNMPV3 fields will only be displayed if SNMP is available on the system.

Format show users

Mode Privileged EXEC

Term Definition

User Name The name the user enters to login using the serial port, Telnet or Web.

Access Mode Shows whether the user is able to change parameters on the switch (Read/Write) or is only

able to view them (Read Only). As a factory default, the “admin” user has Read/Write access
and the “guest” has Read Only access. There can only be one Read/Write user and up to five
Read Only users.

SNMPv3 Access The SNMPv3 Access Mode. If the value is set to ReadWrite, the SNMPv3 user is able to

Mode set and retrieve parameters on the system. If the value is set to Readonly, the SNMPv3
user is only able to retrieve parameter information. The SNMPv3 access mode may be
different than the CLI and Web access mode.

SNMPv3 The authentication protocol to be used for the specified login user.
Authentication

SNMPv3 The encryption protocol to be used for the specified login user.
Encryption

5.7.9 show users accounts

This command displays the local user status with respect to user account lockout and password aging.

Format show users accounts

Mode Privileged EXEC

Term Definition

User Name The local user account’s user name.

Access Mode The user’s access level (read-only or read/write).

Lockout Status Indicates whether the user account is locked out (true or false).
Password The current password expiration date in date format.

Expiration Date

5.7.10 passwd

This command allows the currently logged in user to change his or her password without having read/write
privileges.

Format password <cr>
Mode User EXEC

|
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Use this command to enforce a minimum password length for local users. The value also applies to the enable
password. The valid range is 8-64.

5.7.11 passwords min-length

Default 8

Format passwords min-length <8-64>
Mode Global Config

5.7.11.1 no passwords min-length

Use this command to set the minimum password length to the default value.

Format no passwords min-length
Mode Global Config
5.7.12 passwords history

Use this command to set the number of previous passwords that shall be stored for each user account. When a local
user changes his or her password, the user will not be able to reuse any password stored in password history. This
ensures that users don’t reuse their passwords often. The valid range is 0-10.

Default 0

Format passwords history <0-10>
Mode Global Config

5.7.12.1 no passwords history

Use this command to set the password history to the default value.

Format no passwords history
Mode Global Config
5.7.13 passwords aging

Use this command to implement aging on passwords for local users. When a user’s password expires, the user will
be prompted to change it before logging in again. The valid range is 1-365. The default is 0, or no aging.

Default 0

Format passwords aging <I1-365>
Mode Global Config

5.7.13.1 no passwords aging

Use this command to set the password aging to the default value.

Format no passwords aging
Mode Global Config

-
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5.7.14 passwords lock-out

Use this command to strengthen the security of the switch by locking user accounts that have failed login due to
wrong passwords. When a lockout count is configured, a user that is logged in must enter the correct password
within that count. Otherwise the user will be locked out from further switch access. Only a user with read/write access
can re-activate a locked user account. Password lockout does not apply to logins from the serial console. The valid
range is 1-5. The default is 0, or no lockout count enforced.

Default 0

Format passwords lock-out <I1-5>
Mode Global Config

5.7.14 1 no passwords lock-out

Use this command to set the password lock-out count to the default value.

Format no passwords lock-out
Mode Global Config
5.7.15 show passwords configuration

Use this command to display the configured password management settings.

Format show passwords configuration

Mode Privileged EXEC

Term Definition

Minimum Minimum number of characters required when changing passwords.

Password Length

Password History Number of passwords to store for reuse prevention.

Password Aging Length in days that a password is valid.

Lockout Attempts Number of failed password login attempts before lockout.

5.7.16 write memory

Use this command to save running configuration changes to NVRAM so that the changes you make will persist
across a reboot. This command is the same as copy system:running config nvram:startup-config.

Format write memory
Mode Privileged EXEC
5.8 SNMP Commands

This section describes the commands you use to configure Simple Network Management Protocol (SNMP) on the
switch. You can configure the switch to act as an SNMP agent so that it can communicate with SNMP managers on
your network.

|
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This command sets the name and the physical location of the switch, and the organization responsible for the
network. The range for <name>, <loc>and <con>is from 1 to 31 alphanumeric characters.

5.8.1 snmp-server

Default none

Format snmp-server {sysname <name> | location <loc> | contact <con>}
Mode Global Config

5.8.2 snmp-server community

This command adds (and names) a new SNMP community. A community <name> is a name associated with the
switch and with a set of SNMP managers that manage it with a specified privileged level. The length of <name> can
be up to 16 case-sensitive characters.

using the same community name, the first entry is kept and processed and all duplicate entries are

@ Note: Community names in the SNMP Community Table must be unique. When making multiple entries
ignored.

Default * Public and private, which you can rename.
» Default values for the remaining four community names are blank.
Format snmp-server community <name>
Mode Global Config
5.8.2.1 no snmp-server community

This command removes this community name from the table. The <name> is the community name to be deleted.

Format no snmp-server community <name>
Mode Global Config
5.8.3 snmp-server community ipaddr

This command sets a client IP address for an SNMP community. The address is the associated community SNMP
packet sending address and is used along with the client IP mask value to denote a range of IP addresses from
which SNMP clients may use that community to access the device. A value of 0.0.0.0 allows access from any IP
address. Otherwise, this value is ANDed with the mask to determine the range of allowed client IP addresses. The
name is the applicable community name.

Default 0.0.0.0

Format snmp-server community ipaddr <ipaddr> <name>
Mode Global Config

5.8.3.1 no snmp-server community ipaddr

This command sets a client IP address for an SNMP community to 0.0.0.0. The name is the applicable community
name.

Format no snmp-server community ipaddr <name>
Mode Global Config

-
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5.8.4 snmp-server community ipmask

This command sets a client IP mask for an SNMP community. The address is the associated community SNMP
packet sending address and is used along with the client IP address value to denote a range of IP addresses from
which SNMP clients may use that community to access the device. A value of 255.255.255.255 will allow access
from only one station, and will use that machine's IP address for the client IP address. A value of 0.0.0.0 will allow
access from any IP address. The name is the applicable community name.

Default 0.0.0.0

Format snmp-server community ipmask <ipmask> <name>
Mode Global Config

5.8.4.1 no snmp-server community ipmask

This command sets a client IP mask for an SNMP community to 0.0.0.0. The name is the applicable community
name. The community name may be up to 16 alphanumeric characters.

Format no snmp-server community ipmask <name>
Mode Global Config
5.8.5 snmp-server community mode

This command activates an SNMP community. If a community is enabled, an SNMP manager associated with this
community manages the switch according to its access right. If the community is disabled, no SNMP requests using
this community are accepted. In this case the SNMP manager associated with this community cannot manage the
switch until the Status is changed back to Enable.

Default  private and public communities - enabled
 other four - disabled

Format snmp-server community mode <name>

Mode Global Config

5.8.51 no snmp-server community mode

This command deactivates an SNMP community. If the community is disabled, no SNMP requests using this
community are accepted. In this case the SNMP manager associated with this community cannot manage the switch
until the Status is changed back to Enable.

Format no snmp-server community mode <name>
Mode Global Config

5.8.6 snmp-server community ro

Format snmp-server community ro <name>
Mode Global Config

This command restricts access to switch information. The access mode is read-only (also called public).

|
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snmp-server community rw

This command restricts access to switch information. The access mode is read/write (also called private).

Format snmp-server community rw <name>
Mode Global Config
5.8.7 snmp-server enable traps violation

This command enables the sending of new violation traps designating when a packet with a disallowed MAC
address is received on a locked port.

@ Note: For other port security commands, see 2.7 “Protected Ports Commands” on page 2 - 33.

Default disabled

Format snmp-server enable traps violation
Mode Interface Config

5.8.71 no snmp-server enable traps violation

This command disables the sending of new violation traps.

Format no snmp-server enable traps violation
Mode Interface Config
5.8.8 snmp-server enable traps

This command enables the Authentication Flag.

Default enabled

Format snmp-server enable traps
Mode Global Config

5.8.8.1 no snmp-server enable traps

This command disables the Authentication Flag.

Format no snmp-server enable traps
Mode Global Config

-
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5.8.9 snmp-server enable traps linkmode

@ Note: This command may not be available on all platforms.

This command enables Link Up/Down traps for the entire switch. When enabled, link traps are sent only if the Link
Trap flag setting associated with the port is enabled. See “snmp trap link-status” on page 5 - 26.

Default enabled

Format snmp-server enable traps linkmode
Mode Global Config

5.8.91 no snmp-server enable traps linkmode

This command disables Link Up/Down traps for the entire switch.

Format no snmp-server enable traps linkmode
Mode Global Config
5.8.10 snmp-server enable traps multiusers

This command enables Multiple User traps. When the traps are enabled, a Multiple User Trap is sent when a user
logs in to the terminal interface (EIA 232 or Telnet) and there is an existing terminal interface session.

Default enabled

Format snmp-server enable traps multiusers
Mode Global Config

5.8.10.1 no snmp-server enable traps multiusers

This command disables Multiple User traps.

Format no snmp-server enable traps multiusers
Mode Global Config
5.8.11 snmp-server enable traps stpmode

This command enables the sending of new root traps and topology change notification traps.

Default enabled

Format snmp-server enable traps stpmode

Mode Global Config

5.8.11.1 no snmp-server enable traps stpmode

This command disables the sending of new root traps and topology change noatification traps.

Format no snmp-server enable traps stpmode
Mode Global Config

|
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This command adds an SNMP trap receiver. The maximum length of <name> is 16 case-sensitive alphanumeric
characters. The <snmpversion> is the version of SNMP. The version parameter options are snmpv1 or snmpv2.
The SNMP trap address can be set using both an IPv4 address format as well as an IPv6 global address format.

5.8.12 snmptrap

Example: The following shows an example of the CLI command.

(admin #) snmptrap mytrap ip6addr 3099::2

must be unique. Multiple entries can exist with the same <name>, as long as they are associated with a
different <ipaddr>. The reverse scenario is also acceptable. The <name> is the community name used
when sending the trap to the receiver, but the <name> is not directly associated with the SNMP
Community Table, See “snmp-server community” on page39.”

@ Note: The <name> parameter does not need to be unique, however; the <name> and <ipaddr> pair

Default snmpv2
Format snmptrap <name> <ipaddr> [snmpversion <snmpversion>]
Mode Global Config

5.8.12.1 no snmptrap

This command deletes trap receivers for a community.

Format no snmptrap <name> <ipaddr>
Mode Global Config
5.8.13 snmptrap snmpversion

This command modifies the SNMP version of a trap. The maximum length of <name> is 16 case-sensitive
alphanumeric characters. The <snmpversion> parameter options are snmpv1 or snmpv2.

@ Note: This command does not support a “no” form.

Default snmpv2

Format snmptrap snmpversion <name> <ipaddr> <snmpversion>
Mode Global Config

5.8.14 snmptrap ipaddr

This command assigns an IP address to a specified community name. The maximum length of name is 16 case-
sensitive alphanumeric characters.

Note: IP addresses in the SNMP trap receiver table must be unique. If you make multiple entries using
the same IP address, the first entry is retained and processed. All duplicate entries are ignored.

Format snmptrap ipaddr <name> <ipaddrold> <ipaddrnew>
Mode Global Config

-
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5.8.15 snmptrap mode

This command activates or deactivates an SNMP trap. Enabled trap receivers are active (able to receive traps).
Disabled trap receivers are inactive (not able to receive traps).

Format snmptrap mode <name> <ipaddr>
Mode Global Config

5.8.15.1 no snmptrap mode

This command deactivates an SNMP trap. Disabled trap receivers are unable to receive traps.

Format no snmptrap mode <name> <ipaddr>
Mode Global Config
5.8.16 snmp trap link-status

This command enables link status traps by interface.

Note: This command is valid only when the Link Up/Down Flag is enabled. See “snmp-server enable
traps linkmode” on page 5 - 24.

Format snmp trap link-status
Mode Interface Config
5.8.16.1 no snmp trap link-status

This command disables link status traps by interface.

@ Note: This command is valid only when the Link Up/Down Flag is enabled.

Format no snmp trap link-status
Mode Interface Config
5.8.17 snmp trap link-status all

This command enables link status traps for all interfaces.

Note: This command is valid only when the Link Up/Down Flag is enabled. See “snmp-server enable
traps linkmode” on page 5 - 24.

Format snmp trap link-status all
Mode Global Config

|
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5.8.17 1 no snmp trap link-status all

This command disables link status traps for all interfaces.

Note: This command is valid only when the Link Up/Down Flag is enabled. See “snmp-server enable
traps linkmode” on page 5 - 24.

Format no snmp trap link-status all
Mode Global Config
5.8.18 show snmpcommunity

This command displays SNMP community information. Six communities are supported. You can add, change, or
delete communities. The switch does not have to be reset for changes to take effect.

The SNMP agent of the switch complies with SNMP Versions 1, 2 or 3. For more information about the SNMP
specification, see the SNMP RFCs. The SNMP agent sends traps through TCP/IP to an external SNMP manager
based on the SNMP configuration (the trap receiver and other SNMP community parameters).

Format show snmpcommunity
Mode Privileged EXEC
Term Definition

SNMP Community The community string to which this entry grants access. A valid entry is a case-sensitive
Name alphanumeric string of up to 16 characters. Each row of this table must contain a unique
community name.

Client IP Address An IP address (or portion thereof) from which this device will accept SNMP packets with the
associated community. The requesting entity's IP address is ANDed with the Subnet Mask
before being compared to the IP address. Note: If the Subnet Mask is set to 0.0.0.0, an IP
address of 0.0.0.0 matches all IP addresses. The default value is 0.0.0.0.

Client IP Mask A mask to be ANDed with the requesting entity's IP address before comparison with IP
address. If the result matches with IP address then the address is an authenticated IP
address. For example, if the IP address = 9.47.128.0 and the corresponding Subnet Mask =
255.255.255.0 a range of incoming IP addresses would match, i.e. the incoming IP address
could equal 9.47.128.0 - 9.47.128.255. The default value is 0.0.0.0.

Access Mode The access level for this community string.
Status The status of this community access entry.
5.8.19 show snmptrap

This command displays SNMP trap receivers. Trap messages are sent across a network to an SNMP Network
Manager. These messages alert the manager to events occurring within the switch or on the network. Six trap
receivers are simultaneously supported.

Format show snmptrap
Mode Privileged EXEC
Term Definition

SNMP Trap Name The community string of the SNMP trap packet sent to the trap manager. The string is case
sensitive and can be up to 16 alphanumeric characters.
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Term Definition

IP Address The IPv4 address to receive SNMP traps from this device.
IPv6 Address The IPv6 address to receive SNMP traps from this device.
SNMP Version SNMPv2

Mode The receiver's status (enabled or disabled).

Example: The following shows an example of the CLI command.

(admin) #show snmptrap

Community Name IpAddress IPv6 Address Snmp Version Mode
Mytrap 0.0.0.0 2001::1 SNMPv2 Enable show trapflags
5.8.20 show trapflags

This command displays trap conditions. The command’s display shows all the enabled OSPFv2 and OSPFv3
trapflags. Configure which traps the switch should generate by enabling or disabling the trap condition. If a trap
condition is enabled and the condition is detected, the SNMP agent on the switch sends the trap to all enabled trap
receivers. You do not have to reset the switch to implement the changes. Cold and warm start traps are always
generated and cannot be disabled.

Format show trapflags

Mode Privileged EXEC

Term Definition

Authentication Can be enabled or disabled. The factory default is enabled. Indicates whether authentication
Flag failure traps will be sent.

Link Up/Down Flag Can be enabled or disabled. The factory default is enabled. Indicates whether link status traps
will be sent.

Multiple Users Flag Can be enabled or disabled. The factory default is enabled. Indicates whether a trap will be
sent when the same user ID is logged into the switch more than once at the same time (either
through Telnet or the serial port).

Spanning Tree Can be enabled or disabled. The factory default is enabled. Indicates whether spanning tree
Flag traps are sent.

Broadcast Storm Can be enabled or disabled. The factory default is enabled. Indicates whether broadcast
Flag storm traps are sent.

ACL Traps May be enabled or disabled. The factory default is disabled. Indicates whether ACL traps are
sent.
BGP4 Traps Can be enabled or disabled. The factory default is disabled. Indicates whether BGP4 traps

are sent. (This field appears only on systems with the BGPv4 software package installed.)

DVMRP Traps Can be enabled or disabled. The factory default is disabled. Indicates whether DVMRP traps
are sent.

OSPFv2 Traps Can be enabled or disabled. The factory default is disabled. Indicates whether OSPF traps
are sent. If any of the OSPF trap flags are not enabled, then the command displays
disabled. Otherwise, the command shows all the enabled OSPF traps’ information.

OSPFv3 Traps Can be enabled or disabled. The factory default is disabled. Indicates whether OSPF traps
are sent. If any of the OSPFv3 trap flags are not enabled, then the command displays
disabled. Otherwise, the command shows all the enabled OSPFv3 traps’ information.

PIM Traps Can be enabled or disabled. The factory default is disabled. Indicates whether PIM traps are
sent.
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This command adds an SNMP receiver. The command is a standard FASTPATH command, extended by the
notification argument. The standard command is described in “FASTPATH CLI documentation”. The notification
argument specifies the type (trap or inform request) for generating traps. The default is ‘trap’. The ‘inform request’
is only possible for version 2c. This is implicitely set by specifying ‘inform request’.

5.8.21 snmptrap

Format snmptrap <name> ipaddr <ipaddr>
snmptrap <name> ipaddr <ipaddr> snmpversion {snmpvl | snmpvZ2}
snmptrap <name> ipaddr <ipaddr> notification {trap | inform}

Mode Global Config

5.8.22 snmptrap notification

This command specifies the notification type (trap or inform request) for generating traps. The default is ‘trap’. The
‘inform request’ is only possible for version 2c. The version is not checked, but setting ‘inform request’ for version 1
means that the trap is sent as ‘trap’ anyway.

Format snmptrap notification <name> <ipaddr> {trap | inform}
Mode Global Config
5.9 RADIUS Commands

This section describes the commands you use to configure the switch to use a Remote Authentication Dial-In User
Service (RADIUS) server on your network for authentication and accounting.

5.9.1 authorization network radius

Use this command to enable the switch to accept VLAN assignment by the radius server.

Default disable

Format authorization network radius
Mode Global Config

59.11 no authorization network radius

Use this command to disable the switch to accept VLAN assignment by the radius server.

Format no authorization network radius
Mode Global Config
5.9.2 radius accounting mode

This command is used to enable the RADIUS accounting function.

Default disabled
Format radius accounting mode
Mode Global Config

-
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5.9.21 no radius accounting mode

This command is used to set the RADIUS accounting function to the default value - i.e. the RADIUS accounting
function is disabled.

Format no radius accounting mode
Mode Global Config
5.9.3 radius server attribute 4

Use this command to set the NAS-IP address for the radius server.

Default Interface IP address that connects the switch to the radius server.
Format radius server attribute 4 [ipaddr]

Mode Global Config

Term Definition

ipaddr A valid IP address.

5.9.3.1 no radius server attribute 4

Use this command to reset the NAS-IP address for the radius server.

Format no radius server attribute 4
Mode Global Config
594 radius server host

This command is used to configure the RADIUS authentication and accounting server. If you use the <auth>
parameter, the command configures the IP address or hostname to use to connect to a RADIUS authentication
server. You can configure up to 3 servers per RADIUS client. If the maximum number of configured servers is
reached, the command fails until you remove one of the servers by issuing the “no” form of the command. If you use
the optional <port> parameter, the command configures the UDP port number to use when connecting to the
configured RADIUS server. The <port>number range is 1 - 65535, with 1812 being the default value.

Note: To re-configure a RADIUS authentication server to use the default UDP <port>, set the <port>
parameter to 1812.

If you use the <acct> token, the command configures the IP address or hostname to use for the RADIUS
accounting server. You can only configure one accounting server. If an accounting server is currently configured,
use the “no” form of the command to remove it from the configuration. The IP address or hostname you specify must
match that of a previously configured accounting server. If you use the optional <port> parameter, the command
configures the UDP port to use when connecting to the RADIUS accounting server. If a <port> is already
configured for the accounting server, the new <port> replaces the previously configured <port>. The <port>
must be a value in the range 1 - 65535, with 1813 being the default.

Note: To re-configure a RADIUS accounting server to use the default UDP <port>, set the <port>
parameter to 1813.

|
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Format radius server host {auth | acct} <ipaddr|hostname> [<port>]
Mode Global Config
5.94.1 no radius server host

This command is used to remove the configured RADIUS authentication server or the RADIUS accounting server.
If the 'auth’ token is used, the previously configured RADIUS authentication server is removed from the
configuration. Similarly, if the 'acct' token is used, the previously configured RADIUS accounting server is removed
from the configuration. The <ipaddr| hostname> parameter must match the IP address or hostname of the
previously configured RADIUS authentication / accounting server.

Format no radius server host {auth | acct} <ipaddress|hostname>
Mode Global Config
5.9.5 radius server key

This command is used to configure the shared secret between the RADIUS client and the RADIUS accounting /
authentication server. Depending on whether the 'auth’' or 'acct' token is used, the shared secret is configured for
the RADIUS authentication or RADIUS accounting server. The IP address or hostname provided must match a
previously configured server. When this command is executed, the secret is prompted.

Text-based configuration supports Radius server’s secrets in encrypted and non-encrypted format. When you save
the configuration, these secret keys are stored in encrypted format only. If you want to enter the key in encrypted
format, enter the key along with the encrypted keyword. In the show running config command’s display, these secret
keys are displayed in encrypted format. You cannot show these keys in plain text format.

@ Note: The secret must be an alphanumeric value not exceeding 16 characters.

Format radius server key {auth | acct} <ipaddr|hostname> [encrypted <encrypted-
password>]
Mode Global Config

Example: The following shows an example of the CLI command.

radius server key acct 10.240.4.10 encrypted <encrypt-string>
5.9.6 radius server msgauth

This command enables the message authenticator attribute for a specified server.

Format radius server msgauth <ipaddr|hostname>
Mode Global Config
5.9.6.1 no radius server msgauth

This command disables the message authenticator attribute for a specified server.

Format no radius server msgauth <ipaddr|hostname>
Mode Global Config

-
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5.9.7 radius server primary

This command is used to configure the primary RADIUS authentication server for this RADIUS client. The primary
server handles RADIUS requests. The remaining configured servers are only used if the primary server cannot be
reached. You can configure up to three servers on each client. Only one of these servers can be configured as the
primary. If a primary server is already configured prior to this command being executed, the server specified by the
IP address or hostname specified used in this command will become the new primary server. The IP address or
hostname must match that of a previously configured RADIUS authentication server.

Format radius server primary <ipaddr|hostname>
Mode Global Config
5.9.8 radius server retransmit

This command sets the maximum number of times a request packet is re-transmitted when no response is received
from the RADIUS server. The retries value is an integer in the range of 1 to 15.

Default 4

Format radius server retransmit <retries>
Mode Global Config

5.9.8.1 no radius server retransmit

This command sets the maximum number of times a request packet is re-transmitted, to the default value.

Format no radius server retransmit
Mode Global Config
5.9.9 radius server timeout

This command sets the timeout value (in seconds) after which a request must be retransmitted to the RADIUS server
if no response is received. The timeout value is an integer in the range of 1 to 30.

Default 5

Format radius server timeout <seconds>
Mode Global Config

5.9.91 no radius server timeout

This command sets the timeout value to the default value.

Format no radius server timeout
Mode Global Config

|
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This command is used to display the various RADIUS configuration items for the switch as well as the configured
RADIUS servers. If the optional token 'servers' is not included, the following RADIUS configuration items are
displayed.

5.9.10 show radius

Format show radius [servers]

Mode Privileged EXEC

Term Definition

Primary Server IP  The configured server currently in use for authentication.

Address or

Hostname

Number of The number of configured authentication servers, including DNS configured server.

configured servers

Max number of The configured value of the maximum number of times a request packet is retransmitted.
retransmits

Timeout Duration The configured timeout value, in seconds, for request re-transmissions.

Accounting Mode Yes or No.

If you use the [servers] keyword, the following information displays:

Term Definition

IP Address or IP address or hostname of the configured RADIUS server.

Hostname

Port The port in use by this server.

Type Primary or secondary.

Secret Configured Yes/ No.

Message The message authenticator attribute for the selected server, which can be enables or
Authenticator disables.

5.9.11 show radius accounting

This command is used to display the configured RADIUS accounting mode, accounting server and the statistics for
the configured accounting server.

Format show radius accounting [statistics <ipaddr|hostname>]
Mode Privileged EXEC

If you do not specify any parameters, then only the accounting mode and the RADIUS accounting server details are
displayed.

Term Definition

Mode Enabled or disabled.

IP Address / The configured IP address or hostname of the RADIUS accounting server.
Hostname

Port The port in use by the RADIUS accounting server.

Secret Configured Yes or No.

-
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If you use the optional statistics <ipaddr|hostname> parameter, the statistics for the configured RADIUS
accounting server are displayed. The IP address parameter must match that of a previously configured RADIUS
accounting server. The following information regarding the statistics of the RADIUS accounting server is displayed.

Term Definition

Accounting Server IP address or hostname of the configured RADIUS accounting server.
IP Address /
Hostname

Round Trip Time The time interval, in hundredths of a second, between the most recent Accounting-Response
and the Accounting-Request that matched it from the RADIUS accounting server.

Requests The number of RADIUS Accounting-Request packets sent to this accounting server. This
number does not include retransmissions.

Retransmission The number of RADIUS Accounting-Request packets retransmitted to this RADIUS
accounting server.

Responses The number of RADIUS packets received on the accounting port from this server.

Malformed The number of malformed RADIUS Accounting-Response packets received from this server.

Responses Malformed packets include packets with an invalid length. Bad authenticators and unknown
types are not included as malformed accounting responses.

Bad The number of RADIUS Accounting-Response packets containing invalid authenticators

Authenticators received from this accounting server.

Pending Requests The number of RADIUS Accounting-Request packets sent to this server that have not yet
timed out or received a response.

Timeouts The number of accounting timeouts to this server.

Unknown Types  The number of RADIUS packets of unknown types, which were received from this server on
the accounting port.

Packets Dropped The number of RADIUS packets received from this server on the accounting port and dropped
for some other reason.

5.9.12 show radius statistics

This command is used to display the statistics for RADIUS or configured server. To show the configured RADIUS
server statistic, the IP address or hostname specified must match that of a previously configured RADIUS server.
On execution, the following fields are displayed.

Format show radius statistics [<ipaddr|hostname>]
Mode Privileged EXEC

If you do not specify the IP address, then only Invalid Server Address field is displayed. Otherwise other listed fields
are displayed.

Term Definition

Invalid Server The number of RADIUS Access-Response packets received from unknown addresses.
Addresses or

Hostname

Server IP Address/ IP address or hostname of the Server.
Hostname

Round Trip Time The time interval, in hundredths of a second, between the most recent Access-Reply, Access-
Challenge and the Access-Request that matched it from the RADIUS authentication server.

Access Requests The number of RADIUS Access-Request packets sent to this server. This number does not
include retransmissions.

Access The number of RADIUS Access-Request packets retransmitted to this RADIUS
Retransmission authentication server.

|
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Access Accepts  The number of RADIUS Access-Accept packets, including both valid and invalid packets,
which were received from this server.

Term Definition

Access Rejects The number of RADIUS Access-Reject packets, including both valid and invalid packets,
which were received from this server.

Access Challenges The number of RADIUS Access-Challenge packets, including both valid and invalid packets,
which were received from this server.

Malformed Access The number of malformed RADIUS Access-Response packets received from this server.
Responses Malformed packets include packets with an invalid length. Bad authenticators or signature
attributes or unknown types are not included as malformed access responses.

Bad The number of RADIUS Access-Response packets containing invalid authenticators or
Authenticators signature attributes received from this server.

Pending Requests The number of RADIUS Access-Request packets destined for this server that have not yet
timed out or received a response.

Timeouts The number of authentication timeouts to this server.

Unknown Types  The number of RADIUS packets of unknown types, which were received from this server on
the authentication port.

Packets Dropped The number of RADIUS packets received from this server on the authentication port and
dropped for some other reason.

5.10 TACACS+ Commands

TACACS+ provides access control for networked devices via one or more centralized servers. Similar to RADIUS,
this protocol simplifies authentication by making use of a single database that can be shared by many clients on a
large network. TACACS+ is based on the TACACS protocol (described in RFC1492) but additionally provides for
separate authentication, authorization, and accounting services. The original protocol was UDP based with
messages passed in clear text over the network; TACACS+ uses TCP to ensure reliable delivery and a shared key
configured on the client and daemon server to encrypt all messages.

5.10.1 tacacs-server host

Use the tacacs-server host command in Global Configuration mode to configure a TACACS+ server. This
command enters into the TACACS+ configuration mode. The <ip-address|hostname> parameter is the IP
address or hostname of the TACACS+ server. To specify multiple hosts, multiple tacacs-server host
commands can be used.

Format tacacs-server host <ip-address|hostname>
Mode Global Config
5.10.11 no tacacs-server host

Use the no tacacs-server host command to delete the specified hosthname or IP address. The <ip-
address| hostname> parameter is the IP address of the TACACS+ server.

Format no tacacs-server host <ip-address|hostname>
Mode Global Config
5.10.2 tacacs-server key

Use the tacacs-server key command to set the authentication and encryption key for all TACACS+
communications between the switch and the TACACS+ daemon. The <key-string> parameter has a range of 0

-
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- 128 characters and specifies the authentication and encryption key for all TACACS communications between the
switch and the TACACS+ server. This key must match the key used on the TACACS+ daemon.

Text-based configuration supports TACACS server’s secrets in encrypted and non-encrypted format. When you
save the configuration, these secret keys are stored in encrypted format only. If you want to enter the key in
encrypted format, enter the key along with the encrypted keyword. In the show running config command’s display,
these secret keys are displayed in encrypted format. You cannot show these keys in plain text format.

Format tacacs-server key [<key-string> | encrypted <key-string>]
Mode Global Config
5.10.2.1 no tacacs-server key

Use the no tacacs-server key command to disable the authentication and encryption key for all TACACS+
communications between the switch and the TACACS+ daemon. The <key-string> parameter has a range of 0
- 128 characters This key must match the key used on the TACACS+ daemon.

Format no tacacs-server key <key-string>
Mode Global Config
5.10.3 tacacs-server timeout

Use the tacacs-server timeout command to set the timeout value for communication with the TACACS+
servers. The <timeout> parameter has a range of 1-30 and is the timeout value in seconds.

Default 5

Format tacacs-server timeout <timeout>
Mode Global Config

5.10.3.1 no tacacs-server timeout

Use the no tacacs-server timeout command to restore the default timeout value for all TACACS servers.

Format no tacacs-server timeout
Mode Global Config
5.10.4 key

Use the key command in TACACS Configuration mode to specify the authentication and encryption key for all
TACACS communications between the device and the TACACS server. This key must match the key used on the
TACACS daemon. The <key-string> parameter specifies the key name. For an empty string use “”. (Range: 0
- 128 characters).

Text-based configuration supports TACACS server’s secrets in encrypted and non-encrypted format. When you
save the configuration, these secret keys are stored in encrypted format only. If you want to enter the key in
encrypted format, enter the key along with the encrypted keyword. In the show running config command’s display,
these secret keys are displayed in encrypted format. You cannot show these keys in plain text format.

Format key [<key-string> | encrypted <key-string>]

Mode TACACS Config

|
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Use the port command in TACACS Configuration mode to specify a server port number. The server <port-
number>range is 0 - 65535.

5.10.5 port

Default 49

Format port <port-number>
Mode TACACS Config
5.10.6 priority

Use the priority command in TACACS Configuration mode to specify the order in which servers are used, where
0 (zero) is the highest priority. The <priority> parameter specifies the priority for servers. The highest priority is
0 (zero), and the range is 0 - 65535.

Default 0

Format priority <priority>
Mode TACACS Config

5.10.7 timeout

Use the timeout command in TACACS Configuration mode to specify the timeout value in seconds. If no timeout
value is specified, the global value is used. The <timeout> parameter has a range of 1-30 and is the timeout value
in seconds.

Format timeout <timeout>
Mode TACACS Config
5.10.8 show tacacs

Use the show tacacs command to display the configuration and statistics of a TACACS+ server.

Format show tacacs [<ip-address|hostname>]

Mode Privileged EXEC

Term Definition

IP address or The IP address or hostname of the configured TACACS+ server.

Hostname

Port The configured TACACS+ server port number.

TimeOut The timeout in seconds for establishing a TCP connection.

Priority The preference order in which TACACS+ servers are contacted. If a server connection fails,

the next highest priority server is contacted.

5.11 Configuration Scripting Commands

Configuration Scripting allows you to generate text-formatted script files representing the current configuration of a
system. You can upload these configuration script files to a PC or UNIX system and edit them. Then, you can
download the edited files to the system and apply the new configuration. You can apply configuration scripts to one

or more switches with no or minor modifications.

Page 5 - 37 AT8030 CLI Reference Manual




Management Commands AT8030

r

Use the show running-configcommand (see 4.4.8 “show running-config” on page 4 - 15) to capture the running
configuration into a script. Use the copy command (see 4.6.16 “copy” on page 4 - 29) to transfer the configuration
script to or from the switch.

You should use scripts on systems with default configuration; however, you are not prevented from applying scripts
on systems with non-default configurations.
Scripts must conform to the following rules:

e The file extension must be “.scr”.
* A maximum of ten scripts are allowed on the switch.
¢ The combined size of all script files on the switch shall not exceed 2048 KB.

* The maximum number of configuration file command lines is 2000.

You can type single-line annotations at the command prompt to use when you write test or configuration scripts to
improve script readability. The exclamation point (!) character flags the beginning of a comment. The comment flag
character can begin a word anywhere on the command line, and all input following this character is ignored. Any
command line that begins with the “!” character is recognized as a comment line and ignored by the parser.

The following lines show an example of a script:

! Script file for displaying management access

show telnet !'Displays the information about remote connections
! Display information about direct connections

show serial

! End of the script file!

Note: To specify a blank password for a user in the configuration script, you must specify it as
a space within quotes. For example, to change the password for user jane from a blank
password to hello, the script entry is as follows:

users passwd jane

hello
hello

5111 script apply

This command applies the commands in the script to the switch. The <scriptname> parameter is the name of the
script to apply.

Format script apply <scriptname>
Mode Privileged EXEC
5.11.2 script delete

This command deletes a specified script where the <scriptname> parameter is the name of the script to delete.
The <al1> option deletes all the scripts present on the switch.

Format script delete {<scriptname> | all}
Mode Privileged EXEC

|
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5.11.3 script list

This command lists all scripts present on the switch as well as the remaining available space.
Format script list

Mode Global Config

Term Definition

Configuration Name of the script.

Script

Size Privileged EXEC

5.11.4 script show

This command displays the contents of a script file, which is named <scriptname>.
Format script show <scriptname>

Mode Privileged EXEC

Term Definition

Output Format line <number>: <line contents>

5.11.5 script validate

This command validates a script file by parsing each line in the script file where <scriptname> is the name of the
script to validate.The validate option is intended to be used as a tool for script development. Validation identifies
potential problems. It might not identify all problems with a given script on any given device.

Format script validate <scriptname>
Mode Privileged EXEC
5.12 Pre-login Banner and System Prompt Commands

This section describes the commands you use to configure the pre-login banner and the system prompt. The pre-
login banner is the text that displays before you login at the User: prompt.

5.121 copy (pre-login banner)

The copy command includes the option to upload or download the CLI Banner to or from the switch. You can specify
local URLs by using TFTP, Xmodem, Ymodem, or Zmodem.

Default none
Format copy <tftp.//<ipaddr>/<filepath>/<filename>> nvram:clibanner

copy nvram:clibanner <tfip://<ipaddr>/<filepath>/<filename>>
Mode Privileged EXEC

-
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5.12.2 set prompt

This command changes the name of the prompt. The length of name may be up to 64 alphanumeric characters.
Format set prompt <prompt string>

Mode Privileged EXEC

5.13 Diagnostics Commands

5.13.1 diagnostics

This command will start diagnostics. If “interactive” is specified the switch will be restarted and the diagnostics
loaded. The user gets a menu to select interactively a scenario. A serial console is needed. Otherwise, if a scenario
is specified, this scenario is executed directly. You may start this scenario once or repeated for a time (timedloop),
for a number of repetitions (loop) or forever. The results are stored and can be displayed by using “show logging
diag-report”. Possible scenarios are “full” (all test purposes except the destructive ones), “quickturn” (scenarios
running fast) or “write” (destructive scenarios).

Format diagnostics interactive
diagnostics <scenario> {{timedloop | loop} <1-9999999> | forever}

Mode Priviledged EXEC

5.13.2 show logging diag-report

This command displays the results of the last diagnostic run. The diagnostic results file is created by a diagnostic
run..

Format show logging diag-report
Mode Priviledged EXEC

|

AT8030 CLI Reference Manual Page 5 - 40




AT8030 Getting Help

-

Appendix

Getting Help

.

Page A - 1 AT8030 CLI Reference Manual




AT8030 Getting Help

-

A. Getting Help

If at any time you encounter difficulties with your application or with any of our products, or if
you simply need guidance on system setups and capabilities, contact our Technical Support at:

North America EMEA
Tel.: (450) 437-5682 Tel.: +49 (0) 8341 803 xxx
Fax: (450) 437-8053 Fax: +49 (0) 8341 803 xxx

If you have any questions about Kontron, our products, or services, visit our Web site at:
www.kontron.com

You also can contact us by E-mail at:
North America: support@ca.kontron.com

EMEA: support@kontron-modular.com

Or at the following address:

North America EMEA
Kontron Canada, Inc. Kontron Modular Computers GmbH
616 Curé Boivin Sudetenstrasse 7
Boisbriand, Québec 87600 Kaufbeuren
J7G 2A7 Canada Germany

.
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RETURNING DEFECTIVE MERCHANDISE

Before returning any merchandise please do one of the following if your product malfunctions:

w o~

Call

. Call our Technical Support department in North America at (450) 437-5682 and in EMEA

at +49 (0) 8341 803 xxx. Make sure you have the following on hand: our Invoice #, your
Purchase Order #, and the Serial Number of the defective unit.

. Provide the serial number found on the back of the unit and explain the nature of your

problem to a service technician.

. The technician will instruct you on the return procedure if the problem cannot be solved

over the telephone.

. Make sure you receive an RMA # from our Technical Support before returning any mer-

chandise.

Fax

Make a copy of the request form on the following page.
Fill it out.
Fax it to us at: North America (450) 437-0304, EMEA +49 (0) 8341 803 xxx

E-mail

. Send us an e-mail at: RMA@ca.kontron.com in North America ant at @ .com

in EMEA. In the e-mail, you must include your name, your company name, your address,
your city, your postal/zip code, your phone number, and your e-mail. You must also in-
clude the serial number of the defective product and a description of the problem.

.
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WHEN RETURNING A UNIT

* In the box, you have to include the name and telephone number of a person whom we
can contact for further explanations if necessary when returning goods. Where applica-
ble, always include all duty papers and invoice(s) associated with the item(s) in
question.

» Ensure that the unit is properly packed. Pack it in a rigid cardboard box.
+ Clearly write or mark the RMA number on the outside of the package you are returning.

» Ship prepaid. We take care of insuring incoming units.

North America EMEA
Kontron Canada, Inc. Kontron Modular Computers GmbH
616 Curé Boivin Sudetenstrasse 7
Boisbriand, Québec 87600 Kaufbeuren
J7G 2A7 Canada Germany

.
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Contact Name:

Company

Name:

Street

Address:

City:

Country:

Phone

Number:

Fax Number:

Province/State:

Postal/Zip Code:

Extension:

E-Mail:

Serial Number

Failure or Problem Description
(if not under warranty)

P.O. #

Fax this form to Kontron’s Technical Support department in North America at

(450) 437-0304 and in EMEA at +49 (0)8341 803 XXX

Page A-5
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B. FASTPATH Log Messages

This chapter lists common log messages that are provided by FASTPATH, along with information regarding the
cause of each message. There is no specific action that can be taken per message. When there is a problem being
diagnosed, a set of these messages in the event log, along with an understanding of the system configuration and
details of the problem) will assist Broadcom in determining the root cause of such a problem.

@ Note: This chapter is not a complete list of all syslog messages.

The Log Messages chapter includes the following sections:
e “Core”onpageB-2

e “Utilities” on page B - 3

e “Management’ on page B - 5

e “Switching” on page B -7

¢ “QoS”onpageB-12

e “Technologies” on page B - 13

e “O/S Support” on page B - 14

B.1 Core
Table 1: BSP Log Messages
Component Message Cause
BSP Event(Oxaaaaaaaa) Switch has restarted.
BSP Starting code... BSP initialization complete, starting FastPath
application.
Table 2: NIM Log Messages
Component Message Cause
NIM NIM: L7_ATTACH out of order for intlfNum(x) Interface creation out of order
unit x slot x port x
NIM NIM: Failed to find interface at unit x slot x port There is no mapping between the USP and
x for event(x) Interface number
NIM NIM: L7_DETACH out of order for intIfNum(x) Interface creation out of order
unit x slot x port x
NIM NIM: L7_DELETE out of order for intlfNum(x) Interface creation out of order
unit x slot x port x
NIM NIM: event(x),intf(x),component(x), in wrong An event was issued to NIM during the wrong
phase configuration phase (probably Phase 1, 2, or
WMU)
NIM NIM: Failed to notify users of interface change Event was not propagated to the system
NIM NIM: failed to send message to NIM message NIM message queue full or non-existent
Queue.
NIM NIM: Failed to notify the components of Interface not created

L7_CREATE event

|
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Table 2: NIM Log Messages (Continued)

Component Message Cause

NIM NIM: Attempted event (x), on USP x.x.x before A componentissued an interface event during
phase 3 the wrong initialization phase

NIM NIM: incorrect phase for operation An API call was made during the wrong

initialization phase

NIM NIM: Component(x) failed on event(x) for A component responded with a fail indication
intifNum(x) for an interface event

NIM NIM: Timeout event(x), intlfNum(x) A component did not respond before the NIM
remainingMask = “xxxx” timeout occurred

Table 3: System Log Messages

Component Message Cause

SYSTEM Configuration file fastpath.cfg size is 0 (zero) The configuration file could not be read. This
bytes message may occur on a system for which no

configuration has ever been saved or for
which configuration has been erased.

SYSTEM could not separate The configuration file could not be read. This
SYSAPI_CONFIG_FILENAME message may occur on a system for which no

configuration has ever been saved or for
which configuration has been erased.

SYSTEM Building defaults for file <file name> version Configuration did not exist or could not be
<version num> read for the specified feature or file. Default

configuration values will be used. The file
name and version are indicated.

SYSTEM File <filename>: same version (version num) The configuration file which was loaded was of
but the sizes (<version size>-><expected a different size than expected for the version
version size) differ number. This message indicates the

configuration file needed to be migrated to the
version number appropriate for the code
image. This message may appear after
upgrading the code image to a more current
release.

SYSTEM Migrating config file <filename> from version The configuration file identified was migrated
<version num> to <version num> from a previous version number. Both the old

and new version number are specified. This
message may appear after upgrading the
code image to a more current release.

SYSTEM Building Defaults Configuration did not exist or could not be

read for the specified feature. Default
configuration values will be used.

SYSTEM sysapiCfgFileGet failed size = <expected size Configuration did not exist or could not be
of file> version = <expected version> read for the specified feature. This message

is usually followed by a message indicating
that default configuration values will be used.

B.2 Utilities

Table 4: Trap Mgr Log Message
Component Message Cause
Trap Mgr Link Up/Down: unit/slot/port An interface changed link state.

.
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Table 5: DHCP Filtering Log Messages

Component

Message

Cause

DHCP Filtering

Unable to create r/w lock for DHCP Filtering

Unable to create semaphore used for dhcp
filtering configuration structure .

DHCP Filtering

Failed to register with nv Store.

Unable to register save and restore functions
for configuration save

DHCP Filtering

Failed to register with NIM

Unable to register with NIM for interface
callback functions

DHCP Filtering

Error on call to sysapiCfgFileWrite file

Error on trying to save configuration .

Table 6: NVStore Log Messages

Component Message Cause
NVStore Building defaults for file XXX A component’s configuration file does not
exist or the file’s checksum is incorrect so the
component’s default configuration file is built.
NVStore Error on call to osapiFsWrite routine on file  Either the file cannot be opened or the OS’s
XXX file 1/0O returned an error trying to write to the
file.
NVStore File XXX corrupted from file system. The calculated checksum of a component’s
Checksum mismatch. configuration file in the file system did not
match the checksum of the file in memory.
NVStore Migrating config file XXX from version Y to Z A configuration file version mismatch was
detected so a configuration file migration has
started.
Table 7: RADIUS Log Messages
Component Message Cause
RADIUS RADIUS: Invalid data length - xxx The RADIUS Client received an invalid
message from the server.
RADIUS RADIUS: Failed to send the request A problem communicating with the RADIUS
server.
RADIUS RADIUS: Failed to send all of the request A problem communicating with the RADIUS
server during transmit.
RADIUS RADIUS: Could not get the Task Sync Resource issue with RADIUS Client service.
semaphore!
RADIUS RADIUS: Buffer is too small for response RADIUS Client attempted to build a response
processing larger than resources allow.
RADIUS RADIUS: Could not allocate accounting Resource issue with RADIUS Client service.
requestinfo
RADIUS RADIUS: Could not allocate requestinfo Resource issue with RADIUS Client service.
RADIUS RADIUS: osapiSocketRecvFrom returned Error while attempting to read data from the
error RADIUS server.
RADIUS RADIUS: Accounting-Response failed to The RADIUS Client received an invalid
validate, id=xxx message from the server.
RADIUS RADIUS: User (xxx) needs to respond for An unexpected challenge was received for a
challenge configured user.
RADIUS RADIUS: Could not allocate a buffer for the = Resource issue with RADIUS Client service.

packet

|
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Table 7: RADIUS Log Messages (Continued)

Component Message Cause

RADIUS RADIUS: Access-Challenge failed to validate, The RADIUS Client received an invalid
id=xxx message from the server.

RADIUS RADIUS: Failed to validate Message- The RADIUS Client received an invalid
Authenticator, id=xxx message from the server.

RADIUS RADIUS: Access-Accpet failed to validate, The RADIUS Client received an invalid
id=xxx message from the server.

RADIUS RADIUS: Invalid packet length — xxx The RADIUS Client received an invalid

message from the server.

RADIUS RADIUS: Response is missing Message- The RADIUS Client received an invalid
Authenticator, id=xxx message from the server.

RADIUS RADIUS: Server address doesn't match RADIUS Client received a server response
configured server from an unconfigured server.

Table 8: TACACS+ Log Messages

Component Message Cause

TACACS+ TACACS+: authentication error, no server to TACACS+ request needed, but no servers are
contact configured.

TACACS+ TACACS+: connection failed to server x.x.x.x TACACS+ request sent to server x.x.x.x but

no response was received.

TACACS+ TACACS+: no key configured to encrypt No key configured for the specified server.
packet for server x.x.x.x

TACACS+ TACACS+: received invalid packet type from Received packet type that is not supported.
server.

TACACS+ TACACS+: invalid major version in received Major version mismatch.
packet.

TACACS+ TACACS+: invalid minor version in received Minor version mismatch.
packet.

Table 9: LLDP Log Message

Component Message Cause

LLDP lldpTask(): invalid message type:xx. xxxxxx:xx Unsupported LLDP packet received.

Table 10: SNTP Log Message

Component Message Cause

SNTP SNTP: system clock synchronized on %s UTC Indicates that SNTP has successfully
synchronized the time of the box with the
server.

B.3 Management

Table 11: SNMP Log Message

Component Message Cause
SNMP EDB Callback: Unit Join: x. A new unit has joined the stack.

.

Page B -5 AT8030 CLI Reference Manual




FASTPATH log messages

r

AT8030

Table 12: EmWeb Log Messages

Component Message Cause
EmWeb EMWERB (Telnet): Max number of Telnet login A user attempted to connect via telnet when
sessions exceeded the maximum number of telnet sessions were
already active.
EmWeb EMWEB (SSH): Max number of SSH login A user attempted to connect via SSH when
sessions exceeded the maximum number of SSH sessions were
already active.

EmWeb Handle table overflow All the available EmWeb connection handles
are being used and the connection could not
be made.

EmWeb ConnectionType EmWeb socket accept() Socket accept failure for the specified

failed: errno connection type.
EmWeb ewsNetHTTPReceive failure in Socket receive failure.
NetReceivelLoop() - closing connection.
EmWeb EmWeb: connection allocation failed Memory allocation failure for the new
connection.
EmWeb EMWEB TransmitPending : EWOULDBLOCK Socket error on send.
error sending data

EmWeb ewaNetHTTPENd: internal error - handle notin EmWeb handle index not valid.
Handle table

EmWeb ewsNetHTTPReceive:recvBufCnt exceeds  The receive buffer limit has been reached.
MAX_QUEUED_RECV_BUFS! Bad request or DoS attack.

EmWeb EmWeb accept: XXXX Accept function for new SSH connection
failed. XXXX indicates the error info.

Table 13: CLI_UTIL Log Messages

Component Message Cause

CLI_UTIL Telnet Send Failed errno = 0x%Xx Failed to send text string to the telnet client.

CLI_UTIL osapiFsDir failed Failed to obtain the directory information from
a volume's directory.

Table 14: SSHD Log Messages

Component Message Cause

SSHD SSHD: Unable to create the global (data) Failed to create semaphore for global data

semaphore protection.

SSHD SSHD: Msg Queue is full, event = XXXX Failed to send the message to the SSHD
message queue as message queue is full.
XXXX indicates the event to be sent

SSHD SSHD: Unknown Ul event in message, Failed to dispatch the Ul event to the

event=XXXX appropriate SSHD function as it's an invalid
event. XXXX indicates the event to be
dispatched.

SSHD sshdApiCnfgrCommand: Failed calling Failed to send the message to the SSHD

sshdlssueCmd.

message queue

|
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Table 15: SSLT Log Messages

Component Message Cause

SSLT SSLT: Exceeded maximum, Exceeded maximum allowed SSLT

ssltConnectionTask connections.

SSLT SSLT: Error creating Secure server socket6  Failed to create secure server socket for IPV6.

SSLT SSLT: Can't connect to unsecure server at  Failed to open connection to unsecure server.

XXXX, result = YYYY, errno = 2277 XXXX is the unsecure server socket address.
YYYY is the result returned from connect
function and ZZZZ is the error code.

SSLT SSLT: Msg Queue is full, event=XXXX Failed to send the received message to the
SSLT message queue as message queue is
full. XXXX indicates the event to be sent.

SSLT SSLT: Unknown Ul event in message, Failed to dispatch the received Ul event to the

event=XXXX appropriate SSLT function as it’s an invalid
event. XXXX indicates the event to be
dispatched.

SSLT ssltApiCnfgrCommand: Failed calling Failed to send the message to the SSLT

ssltlssueCmd. message queue.

SSLT SSLT: Error loading certificate from file XXXX Failed while loading the SSLcertificate from
specified file. XXXX indicates the file from
where the certificate is being read.

SSLT SSLT: Error loading private key from file Failed while loading private key for SSL
connection.

SSLT SSLT: Error setting cipher list (no valid Failed while setting cipher list.

ciphers)

SSLT SSLT: Could not delete the SSL semaphores Failed to delete SSL semaphores during
cleanup.of all resources associated with the
OpenSSL Locking semaphores.

Table 16: User_Manager Log Messages

Component Message Cause

User_Manager

User Login Failed for XXXX

Failed to authenticate user login. XXXX
indicates the username to be authenticated.

User_Manager

Access level for user XXXX could not be
determined. Setting to READ_ONLY.

Invalid access level specified for the user. The
access level is set to READ_ONLY. XXXX
indicates the username.

User_Manager

Could not migrate config file XXXX from
version YYYY to ZZZZ. Using defaults.

Failed to migrate the config file. XXXX is the
config file name. YYYY is the old version
number and ZZZ7 is the new version number.

B.4

Switching

Table 17: Protected Ports Log Messages

Component

Message

Cause

Protected Ports

Protected Port: failed to save configuration

This appears when the protected port
configuration cannot be saved

Protected Ports

protectedPortCnfgrinitPhase1Process:
Unable to create r/w lock for protectedPort

This appears when protectedPortCfgRWLock
Fails

Protected Ports

protectedPortCnfgrinitPhase2Process:
Unabile to register for VLAN change callback

This appears when nimRegisterIntfChange

with VLAN fails
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Table 17: Protected Ports Log Messages (Continued)

Component

Message

Cause

Protected Ports

Cannot add intlfNum xxx to group yyy

This appears when an interface could not be
added to a particular group.

Protected Ports

unable to set protected port group

This appears when a dtl call fails to add
interface mask at the driver level

Protected Ports

Cannot delete intlfNum xxx from group yyy

This appears when a dtl call to delete an
interface from a group fails

Protected Ports

Cannot update group YYY after deleting
interface XXX

This message appears when an update group
for a interface deletion fails

Protected Ports

Received an interface change callback while
not ready to receive it

This appears when an interface change call
back has come before the protected port
component is ready.

Table 18: IP Subnet VLANS Log Messages

Component

Message

Cause

IPsubnet vlans

ERROR vlanlpSubnetSubnetValid :Invalid
subnet

This occurs when an invalid pair of subnet and
netmask has come from the CLI

IPsubnet vlans

IP Subnet Vlans: failed to save configuration

This message appears when save
configuration of subnet vlans failed

IPsubnet vlans

vlanlpSubnetCnfgrinitPhase1Process:
Unable to create r/w lock for vlanlpSubnet

This appears when a read/write lock creations
fails

IPsubnet vlans

vlanlpSubnetCnfgrinitPhase2Process:
Unabile to register for VLAN change callback

This appears when this component unable to
register for vlan change notifications

IPsubnet vlans

vlanlpSubnetCnfgrFiniPhase1Process: could
not delete avl semaphore

This appears when a semaphore deletion of
this component fails.

IPsubnet vlans

vlanlpSubnetDtlVIanCreate: Failed

This appears when a dtl call fails to add an
entry into the table

IPsubnet vlans

vlanlpSubnetSubnetDeleteApply: Failed

This appears when a dtl fails to delete an entry
from the table

IPsubnet vlans

vlanlpSubnetVIanChangeCallback: Failed to
add an Entry

This appears when a dtl fails to add an entry
for a vlan add notify event.

IPsubnet vians vlanlpSubnetVlanChangeCallback: Failed to This appears when a dtl fails to delete an entry
delete an Entry for an vlan delete notify event.
Table 19: Mac-based VLANs Log Messages
Component Message Cause

Mac based VLANS

MAC VLANSs: Failed to save configuration

This message appears when save
configuration of Mac vlans failed

Mac based VLANS

vlanMacCnfgrinitPhase1Process: Unable to
create r/w lock for vianMac

This appears when a read/write lock creations
fails

Mac based VLANS

Unabile to register for VLAN change callback

This appears when this component unable to
register for vlan change notifications

Mac based VLANS

vlanMacCnfgrFiniPhase1Process: could not
delete avl semaphore

This appears when a semaphore deletion of
this component fails.

Mac based VLANS

vlanMacAddApply: Failed to add an entry

This appears when a dtl call fails to add an
entry into the table

Mac based VLANS

vlanMacDeleteApply: Unable to delete an
Entry

This appears when a dtl fails to delete an entry
from the table

|
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Table 19: Mac-based VLANs Log Messages

Component

Message

Cause

Mac based VLANS

vlanMacVlanChangeCallback: Failed to add
an entry

This appears when a dfl fails to add an entry
for a vlan add notify event.

Mac based VLANS

vlanMacVIanChangeCallback: Failed to
delete an entry

This appears when a dtl fails to delete an entry
for an vlan delete notify event.

Table 20: 802.1x Log Messages

Component Message Cause

802.1X function: Failed calling dot1xlssueCmd 802.1X message queue is full

802.1X function: EAP message not received from RADIUS server did not send required EAP
server message

802.1X function: Out of System buffers 802.1X cannot process/transmit message due

to lack of internal buffers

802.1X function: could not set state to <authorized/  DTL call failed setting authorization state of
unauthorized>, intf xxx the port

802.1X dot1xApplyConfigData: Unable to <enable/  DTL call failed enabling/disabling 802.1X
disable> dot1x in driver

802.1X dot1xSendRespToServer: Failed sending message to RADIUS server
dot1xRadiusAccessRequestSend failed

802.1X dot1xRadiusAcceptProcess: error calling Failed sending accounting start to RADIUS
radiusAccountingStart, iflIndex=xxx server

802.1X function: failed sending terminate cause, intf  Failed sending accounting stop to RADIUS
XXX server

Table 21: IGMP Snooping Log Messages
Component Message Cause

IGMP Snooping

function: osapiMessageSend failed

IGMP Snooping message queue is full

IGMP Snooping

Failed to set global igmp snooping mode to
XXX

Failed to set global IGMP Snooping mode due
to message queue being full

IGMP Snooping

Failed to set igmp snooping mode xxx for
interface yyy

Failed to set interface IGMP Snooping mode
due to message queue being full

IGMP Snooping

Failed to set igmp mrouter mode xxx for
interface yyy

Failed to set interface multicast router mode
due to IGMP Snooping message queue being
full

IGMP Snooping

Failed to set igmp snooping mode xxx for vian
yyy

Failed to set VLAN IGM Snooping mode due
to message queue being full

IGMP Snooping

Failed to set igmp mrouter mode %d for
interface xxx on Vlan yyy

Failed to set VLAN multicast router mode due
to IGMP Snooping message queue being full

IGMP Snooping

snoopCnfgrinitPhase1Process: Error
allocating small buffers

Could not allocate buffers for small IGMP
packets

IGMP Snooping

snoopCnfgrinitPhase1Process: Error
allocating large buffers

Could not allocate buffers for large IGMP
packets

.
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Table 22: GARP/GVRP/GMRP Log Messages

Component Message Cause
GARP/GVRP/ garpSpanState, garplfStateChange, The garpQueue is full, logs specifics of the
GMRP GarplssueCmd, garpDot1sChangeCallBack, message content like internal interface
garpApiCnfgrCommand, number, type of message etc.
garpLeaveAllTimerCallback,
garpTimerCallback: QUEUE SEND FAILURE:
GARP/GVRP/ GarpSendPDU: QUEUE SEND FAILURE The garpPduQueue is full, logs specific of the
GMRP GPDU, internal interface number, vlan id,
buffer handle etc.
GARP/GVRP/ garpMaplntflsConfigurable, A default configuration does not exist for this
GMRP gmrpMaplntflsConfigurable: Error accessing interface. Typically a case when a new
GARP/GMRP config data for interface %d in interface is created and has no pre-
garpMaplntflsConfigurable. configuration.
GARP/GVRP/ garpTraceMsgQueueUsage: garpQueue Traces the build up of message queue.
GMRP usage has exceeded fifty/eighty/ninety Helpful in determining the load on GARP.
percent
GARP/GVRP/ gid_destroy_port: Error Removing port %d Mismatch between the gmd (gmrp database)
GMRP registration for vlan-mac %d - and MFDB.
%02X:%02X:%02X:%02X:%02X:%02X
GARP/GVRP/ gmd_create_entry: GMRP failure adding MFDB table is full.
GMRP MFDB entry: vlan %d and address %s
Table 23: 802.3ad Log Messages
Component Message Cause
802.3ad dot3adReceiveMachine: received default Received a LAG PDU and the RX state
event %x machine is ignoring this LAGPDU
802.3ad dot3adNimEventCompletionCallback, The event sent to NIM was not completed
dot3adNimEventCreateCompletionCallback: successfully
DOT3AD: notification failed for event(%d),
intf(%d), reason(%d)
Table 24: FDB Log Message
Component Message Cause
FDB fdbSetAddressAgingTimeOut: Failure setting Unable to set the age time in the hardware
fid %d address aging timeout to %d
Table 25: Double VLAN Tag Log Message
Component Message Cause

Double Vlan Tag

dvlantagintflsConfigurable: Error accessing
dvlantag config data for interface %d

A default configuration does not exist for this
interface. Typically a case when a new
interface is created and has no pre-
configuration.

|
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Table 26: IPv6 Provisioning Log Message

Component

Message

Cause

IPV6 Provisioning

ipv6ProvintflsConfigurable: Error accessing

A default configuration does not exist for this

IPv6 Provisioning config data for interface %d interface. Typically a case when a new

interface is created and has no pre-
configuration.

Table 27: MFDB Log Message

Component Message Cause
MFDB mfdbTreeEntryUpdate: entry does not exist  Trying to update a non existing entry
Table 28: 802.1Q Log Messages

Component Message Cause

802.1Q dot1qglssueCmd: Unable to send message %d dot1gMsgQueue is full.
to dot1gMsgQueue for vlan %d - %d msgs in
queue

802.1Q dot1qVlanCreateProcess: Attempt to create a This accommodates for reserved vlan ids. i.e.
vlan with an invalid vlan id %d ; 4094 - x
VLAN %d not in range,

802.1Q dot1gMaplntflsConfigurable: Error A default configuration does not exist for this
accessing DOT1Q config data for interface. Typically a case when a new
interface %d in interface is created and has no pre-
dot1gMaplintflsConfigurable. configuration.

802.1Q dot1qVlanDeleteProcess: Deleting the default Typically encountered during clear Vlan and
VLAN clear config

802.1Q dot1gVIlanMemberSetModify, If this vlan is a learnt via GVRP then we cannot
dot1qVlanTaggedMemberSetModify: modify it's member set via management.
Dynamic entry %d can only be modified after it
is converted to static

Table 29: 802.1S Log Messages

Component Message Cause

802.1S dot1slssueCmd: Dot1s Msg Queue is The message Queue is full.
fulll'l'Event: %u, on interface: %u, for
instance: %u

802.1S dot1sStateMachineRxBpdu(): Rcvd BPDU The current conditions, like port is not enabled
Discarded or we are currently not finished processing

another BPDU on the same interface, does
not allow us to process this BPDU
802.1S dot1sBpduTransmit(): could not get a buffer  Out of system buffers

-
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Table 30: Port Mac Locking Log Message

Component Message Cause
Port Mac Locking pmlIMaplntflsConfigurable: Error accessing A default configuration does not exist for this
PML config data for interface %d in interface. Typically a case when a new
pmIMaplntflsConfigurable. interface is created and has no pre-
configuration.

Table 31: Protocol-based VLANs Log Messages

Component Message Cause

Protocol Based pbVlanCnfgrinitPhase2Process: Unable to ~ Appears when nimRegisterIntfChange fails to
VLANs register NIM callback register pbVlan for link state changes.

Protocol Based pbVlanCnfgrinitPhase2Process: Unable to  Appears when vlanRegisterForChange fails to
VLANs register pbVlan callback with vlans register pbVlan for vian changes.

Protocol Based pbVlanCnfgrinitPhase2Process: Unable to ~ Appears when nvStoreRegister fails to
VLANSs register pbVlan callback with nvStore register save and restore functions for
configuration save.

B.5 QoS

Table 32: ACL Log Messages

Component Message Cause
ACL Total number of ACL rules (x) exceeds max (y) The combination of all ACLs applied to an
on intf i. interface has resulted in requiring more rules
than the platform supports.
ACL ACL name, rule x: This rule is not being The ACL configuration has resulted in a
logged requirement for more logging rules than the

platform supports. The specified rule is
functioning normally except for the logging

action.
ACL aclLogTask: error logging ACL rule trap for ~ The system was unable to send an SNMP trap
correlator number for this ACL rule which contains a logging
attribute.
ACL IP ACL number: Forced truncation of one or While processing the saved configuration, the
more rules during config migration system encountered an ACL with more rules

than is supported by the current version. This
may happen when code is updated to a
version supporting fewer rules per ACL than
the previous version.

Table 33: CoS Log Message

Component Message Cause
CcoSs cosCnfgrinitPhase3Process: Unable to apply The COS component was unable to apply the
saved config -- using factory defaults saved configuration and has initialized to the

factory default settings.

|
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Table 34: DiffServ Log Messages

Component Message Cause
DiffServ diffserv.c 165: diffServRestore Failed to reset While attempting to clear the running
DiffServ. Recommend resetting device configuration an error was encountered in
removing the current settings. This may lead
to an inconsistent state in the system and
resetting is advised.
DiffServ Policy invalid for service intf: "policy name,  The DiffServ policy definition is not compatible
intIfNum x, direction y with the capabilities of the interface specified.
Check the platform release notes for
information on configuration limitations.
B.6 Technologies
Table 35: Broadcom Error Messages
Component Message Cause
Broadcom Invalid USP unit = x, slot = x, port =x A port was not able to be translated correctly
during the receive.
Broadcom In hapiBroadSystemMacAddress call to Failed to add an L2 address to the MAC table.
'‘bem_|2_addr_add' - FAILED : x This should only happen when a hash collision
occurs or the table is full.
Broadcom Failed installing mirror action - rest of the A previously configured probe port is not being
policy applied successfully used in the policy. The release notes state
that only a single probe port can be configured
Broadcom Policy x does not contain rule x The rule was not added to the policy due to a
discrepancy in the rule count for this specific
policy . Additionally, the message can be
displayed when an old rule is being modified,
but the old rule is not in the policy
Broadcom ERROR: policy x, tmpPolicy x, size x, data x x An issue installing the policy due to a possible
X X X X X X duplicate hash
Broadcom ACL x not found in internal table Attempting to delete a non-existent ACL
Broadcom ACL internal table overflow Attempting to add an ACL to a full table
Broadcom In hapiBroadQosCosQueueConfig, Failed to Attempting to configure the bandwidth beyond
configure minimum bandwidth. Available it's capabilities
bandwidth x
Broadcom USL: failed to put sync response on queue A response to a sync request was not
enqueued. This could indicate that a previous
sync request was received after it was timed
out
Broadcom USL.: failed to sync ipmc table on unit=x Either the transport failed or the message was
dropped
Broadcom usl_task_ipmc_msg_send(): failed to send Either the transport failed or the message was
with x dropped
Broadcom USL: No available entries in the STG table ~ The Spanning Tree Group table is full in USL
Broadcom USL.: failed to sync stg table on unit=x Could not synchronize unit x due to a transport
failure or API issue on remote unit. A
synchronization retry will be issued
Broadcom USL: A Trunk doesn't exist in USL Attempting to modify a Trunk that doesn’t exist
Broadcom USL: A Trunk being created by bcmx already Possible synchronization issue between the

existed in USL

application, hardware, and sync layer

.
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Table 35: Broadcom Error Messages (Continued)

Component Message Cause
Broadcom USL: A Trunk being destroyed doesn't exist in Possible synchronization issue between the
USL application, hardware, and sync layer.

Broadcom USL: A Trunk being set doesn't exist in USL  Possible synchronization issue between the
application, hardware, and sync layer.

Broadcom USL.: failed to sync trunk table on unit=x Could not synchronize unit x due to a transport
failure or API issue on remote unit. A
synchronization retry will be issued

Broadcom USL: Mcast entry not found on a join Possible synchronization issue between the
application, hardware, and sync layer

Broadcom USL: Mcast entry not found on a leave Possible synchronization issue between the
application, hardware, and sync layer

Broadcom USL.: failed to sync dvlan data on unit=x Could not synchronize unit x due to a transport
failure or APl issue on remote unit. A
synchronization retry will be issued

Broadcom USL.: failed to sync policy table on unit=x Could not synchronize unit x due to a transport
failure or API issue on remote unit. A
synchronization retry will be issued

Broadcom USL.: failed to sync VLAN table on unit=x Could not synchronize unit x due to a transport
failure or API issue on remote unit. A
synchronization retry will be issued

Broadcom Invalid LAG id x Possible synchronization issue between the
BCM driver and HAPI

Broadcom Invalid uport calculated from the BCM uport  Uport not valid from BCM driver.

bemx_12_addr->Iport = x

Broadcom Invalid USP calculated from the BCM USP not able to be calculated from the learn

uport\nbcmx_I2_addr->Iport = x event for BCM driver.

Broadcom Unable to insert route R/P Route ‘R’ with prefix ‘P’ could not be inserted
in the hardware route table. A retry will be
issued.

Broadcom Unable to Insert host H Host ‘H’ could not be inserted in hardware
host table. A retry will be issued.

Broadcom USL.: failed to sync L3 Intf table on unit=x Could not synchronize unit x due to a transport
failure or API issue on remote unit. A
synchronization retry will be issued

Broadcom USL.: failed to sync L3 Host table on unit=x  Could not synchronize unit x due to a transport
failure or API issue on remote unit. A
synchronization retry will be issued

Broadcom USL.: failed to sync L3 Route table on unit=x Could not synchronize unit x due to a transport
failure or APl issue on remote unit. A
synchronization retry will be issued

Broadcom USL: failed to sync initiator table on unit=x Could not synchronize unit x due to a transport
failure or API issue on remote unit. A
synchronization retry will be issued

Broadcom USL.: failed to sync terminator table on unit=x Could not synchronize unit x due to a transport
failure or API issue on remote unit. A
synchronization retry will be issued

Broadcom USL.: failed to sync ip-multicast table on unit=x Could not synchronize unit x due to a transport
failure or APl issue on remote unit. A
synchronization retry will be issued

B.7 O/S Support

|
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Table 36: Linux BSP Log Message

Component Message Cause

Linux BSP rc=10 Second message logged at bootup, right after
“Starting code...”. Always logged.

Table 37: OSAPI Linux Log Messages

Component Message Cause

OSAPI Linux osapiNetLinkNeighDump: could not open Couldn’t open a “netlink” socket. Make sure
socket! - or — “ARP Daemon support” (CONFIG_ARPD) is
ipstkNdpFlush: could not open socket! — or — €nabled in the Linux kemnel, if the

- . BROADCOM reference kernel binary is not
osapiNetlinkDumpOpen: unable to bind being used
socket! errno = XX ’

OSAPI Linux ipstkNdpFlush: sending delete failed Failed when telling the kernel to delete a
neighbor table entry (the message is
incorrect)

OSAPI Linux unable to open /proc/net/ipv6/conf/default/ IPv6 MIB objects read, but /proc filesystem is

hop_limit not mounted, or running kernel does not have
IPV6 support

OSAPI Linux osapimRouteEntryAdd, errno XX adding OxYY Error adding or deleting an IPv4 route (listed in
toZZ —or— hex as YY), on the interface with Linux name
osapimRouteEntryDelete, ermo XX deleting £Z Error code can be looked up in errmo.h.
0xYY from ZZ

OSAPI Linux I3intfAddRoute: Failed to Add Route —or—  Error adding or deleting a default gateway in
I3intfDeleteRoute: Failed to Delete Route the kernel’s routing table (the function is really

osapiRawMRouteAdd()/Delete())

OSAPI Linux osapiNetlfConfig: ioctl on XX failed: addr: Failed trying to set the IP address (in hex as
OxYY, err: ZZ — or — YY) of the interface with Linux name XX, and
osapiNetIPSet: ioctl on XX failed: addr: the interface does not exist. Sometimes this is
Ox%YY a harmless race condition (e.g. we try to set

address 0 when DHCPing on the network port
(dtl0) at bootup, before it's created using
TAP).

OSAPI Linux ping: sendto error Trouble sending an ICMP echo request
packet for the Ul ‘ping’ command. Maybe
there was no route to that network.

OSAPI Linux Failed to Create Interface Out of memory at system initialization time.

OSAPI Linux TAP Unable to open XX The /dev/tap file is missing, or, if not using the
BRPOADCOM reference kernel binary, the
kernel is missing “Universal TUN/TAP device
driver support” (CONFIG_TUN).

OSAPI Linux Tap monitor task is spinning on select failures Trouble reading the /dev/tap device, check the

—then — error message XX for details.
Tap monitor select failed: XX

OSAPI Linux Log_Init: log file error - creating new log file  This pertains to the “event log” persistent file
in flash. Either it did not exist, or had a bad
checksum.

OSAPI Linux Log_lInit: Flash (event) log full; erasing Event log file has been cleared; happens at
boot time.

OSAPI Linux Log_Init: Corrupt event log; erasing Event log file had a non-blank entry after a

blank entry; therefore, something was messed
up.

.
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Table 37: OSAPI Linux Log Messages (Continued)

Component Message Cause
OSAPI Linux Failed to Set Interface IP Address —or — I[P Trouble adding VRRP IP or MAC address(es)
Netmask — or — Broadcast Address — or — to a Linux network interface.

Flags — or — Hardware Address — or —
Failed to Retrieve Interface Flags

|
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C. List of Commands

8 53T TS5 4 4V SRR 3-27
{deny | permit} (IPVO) ...cc.oooiiiiiieiee ettt 3-35
ACCESS=LIST .ttt ettt et st b et e ae et 3-30
FTed B8 2 o) i VsSSP 3-32
Yol B 1 018001 1S) OSSP RRPSRR 3-32
T4 1410 70) o A RO 2-56
AAVETTISE SPEEA ..eiiiuiiieiiiieiiie ettt e et e e steeeseaeeeaaeeeseeessseeessseeessseeesseesnsseesnseeens 2-3
ASSIZIN=QUEUE ....eeueiieutieiteeteestteeteestteebeesteeease e seeeabeenseeeabeeseeeaseenseeesseenseesnseenseesnseenseennseenne 3-17
AUtheNtICAtION TOZIN ...ioiiiiiiiiiiecie et et be et e b e e saneeabaesaee e 2-40
authorization NEtWOTK TAdIUS ......coouiiiiiiiiiiiieie e e 5-29
AULO-TICZOMIALE ..eevvieneieeiieeiieeiieeteeeite et et e eate e teesateeteeesbeenseessseesseensseenseenseeenseeseesnseenseannne 2-3
AULO-NEZOLIALE Al o.eiiiiiiiieee e e 2-3
DOOL SYSTEIM ...viiiiiieiiiie ettt et e et e et e e et eeste e e s sbeeesbeeessseeessaeesnsaeessseeenssaeenseeas 4-3
DOOTEILE ettt sttt et sttt 4-39
DIidEE AZINZ-TIME ...ociiiieiiiiieiieeieeie ettt ettt e et e et e esbeestaeesbeeseessbeeseeesseenseessneensaens 2-101
ClaASS ettt ettt et h e et b e e s bt e bt e e at e e bt e nateeeneeenee 3-18
CLASS-ITIAD ...evieiieiiiietie ettt ettt ettt e et e e st e e bt e et e e be e bt e e nbe e saeenbe e bt e enbeenseesnteenne 3-10
ClaSS=MAP TENAIMNE .....eieiiiiieeiieiie et eeite et erete et e esteeebeesteeebeebeeesseeseessseeseessseenseessseesseanns 3-10
classofService dOtIP-MAPPING ...ccevvviieriiieeiieeeieeeeeeeeeeertee et e et e e sbeeesbeeessbeeesaseeennseaens 3-2
classofService 1P-ASCP-MAPPING ...c.eeevvieriieiiierieeiieriie ettt te e reeebe et e sebeeeeesaee s 3-3
ClASSOTSEIVICE TIUSE ....eeuiiiiietieieeiie ettt ettt sttt et sbe et et esbe e e 3-3
clear board EVENT-10Z .......ccccuiiiiiiiiiiece e naae s 4-24
CLEAT COMTIG ..ttt ettt ettt ettt e et e et e sabeenbeesnseenseesnnaenne 4-26
CLEAT COUNETS ...uvieieniieiiieiieteeite ettt ettt ettt ettt ettt e s bt et e sate s st enbesaeenbeentesaeenee 4-26
ClEar dOTt1X STATISTICS .eeueeiiieiiiietieiite ettt ettt ettt st e b e st e beesaeeenee 2-41
CLEAT EITCOUNLET .....iiutiiiiiieiiieiteete ettt ettt ettt ettt b et st e bt et s et e b et e sae e 4-24
CLEAT NOST ..ttt ettt st ae et sttt st 4-50
Clear IZMPSNIOOPINE ...ccvveeeiiireeiiiieeitieeetteeeteeesteeesreeessseeessseessseessseesssaeessseeesssesessseeesssees 4-26
clear ip dNCP DINAING .....ooiviiiiiiiiieiiee ettt ettt e seaeebeesaee e 4-43
clear ip ANCP CONTIICE ....viiiiiiiiiiii ettt e re et eer e e saeeeabeesaee e 4 -44
clear ip dhCP SETVET StAtISTICS ....eccvuiieeiiiieeiiieeeiieeeiee et e erte e et e e et e e sbeeeseaeeessaeeeareeesaeeens 4-43
clear IIdp remMOte-data .........cccoeviiiiiieiiieiiee ettt ettt e es 2-88
CLEAT I1AP STALISEICS .vveererieiieeiiieiieeieeiee et e et et e et e esteeebeesteeeebeebaeesseessaessseenseessseenseensseenne 2-88
CLEAT PASS 1.vviieiiiieeiie ettt e et e ettt e et e e et e e e teeeesteeeesbeeessseeesseeensseeensaeesnseeessseeesnseeennseeensneenns 4-26
clear port-Channel ............cooiiieiiiiii e et 4-26
Clear TAAIUS STALISTICS ..e.vieuietieieriiertieie ettt ettt sttt ettt et sttt et esbeebe et e see e e e 2-41
(o] 1T a8 21 o) (0 <SRRI 4-27
CLEAT VIAI ...ttt st b et st 4-27
CHENE-TACNEITICT ...ttt et sttt et sae e 4-37
CHENTNAIMIE ..ttt ettt et e st e b e et e bt e et e e beesateebeeenee 4-37
CONTIGUIATION ...eiviiientieiiieeiieete ettt ettt et e st e et eesttesabeeseeesbeesseeesseensaesnsaenseessseenseesssennne 5-6
CONTOTTN=COLOT ..ttt ettt ettt et st e et et e e et e b enbesaeenee 3-18
[o70] 0 RSP UPR 4-29
COPY (Pre-logIn DANMNET) .....eevuiieiiiiiiieiieeie ettt ettt ettt e e esee e e 5-39
cos-queue Min-bandWidth .........cccocieiiiiiiiiiiiiiee e 3-3
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COS=QUEUER SETICT ..eieutieiiiietieeiie et te ettt ettt ettt e bt e et e et e esateenbeesateeabeessbeenbeesseesaseesnneenseeneas 3-4
CIYPLO CEItIfiCate ZENETALE .....ccveeriieiieeiiieiieeiie et eeteete et e e bt e e e beebeeesaeeseesaseenseessseenseas 5-13
CTYPLO KEY ZENETAtE dSA ...oeeiiiiiieiiieiie ettt et et e et e e s e e e sbeeeenseeenas 5-14
CIYPLO KEY ZENETALE TSA ...eeeueiieiiieiieeiiieiie ettt ettt et ettt et e et eseeeeabeesaeeenbeeseeesnsean 5-13
EDUE CLEAT ...t ettt et e e et e s b e ebeeesseessaeenseenseeseas 4-51
EDUZ CONSOIE ..ottt e e e e et e e saa e e ebeeeenbaeennbeeennseeennns 4-51
debug igmpsnooping PACKEL ........c.cociiiiiiiiiiiieee s 4-55
debug igmpsnooping PACKEt TECEIVE .......cvuiiiiiiiiiieiieiieeie ettt eeees 4-54
debug igmpsnooping Packet tranSMIL ..........cc.eeerveeeiieeeiieeeieeeieeeeree e eereeeereeeaaee e 4-53
debug 1aCP PACKEL ...ooeiieiieee et 4-56
debUZ PING PACKEL ...eoeevieiiieiieiie ettt ettt s e e e e saeetaeeaaeebeeeneas 4-55
debug spanning-tree DPAU ........ceevuiiieiiiieiiieee e 4-53
debug spanning-tree bPAu IECEIVE ......ccuiiiiiriieiieiiieeieeeiie ettt eees 4-52
debug spanning-tree bpdu tranSMIt ..........ccceceveeevieriieeiienie et eeee et ere e e eeeas 4-52
ETAUIL-TOULET ...t et et st 4-37
AEIELE ..ttt ettt et sttt et 4-3
delete Nvram:eXtra-profile .......occcieviiiiiiiiieiieee e e e 4-31
deleteport (Global Config) ......ccccuiieiiiiiiiieeieeeee et e 2-56
deleteport (INterface Contig) ......cceecieriiiiiieiie et 2-56
4 (S e 51012 (o) 1 KSR 2-4
4R E Yo s LT T S 5-40
IFESETV ettt sttt ettt ettt st ae et 3-9
QISCOMMECT ..nieieiieie ettt ettt et et e b et e e b et e eatesbe e beeseebeentesseenbeennesneeneens 5-14
ANIS=SEITVET ..ttt ettt et ettt e s at e et e s abe et e esbbe e bt e sbeesabeesaaeenbeeneas 4-38
AOMAINNAIMIE ..ottt ettt eb ettt ettt e b e bt esbesaeesbeennesaeenaeas 4-40
dOS-CONLIOL FITSHITAZ ..vviiniiieiiieiie et e eneas 2-98
OS=CONLIOL TICIMP ...viiiiiiieiee e et e e e et e st e e eteeeensaeesnseeesnseeennns 2-100
dOS-CONLIOL TAPOTT ...oiiiiiiiieieee et ettt ettt e e see e ebeeennes 2-100
dOS-CONLIOL SIPAIP .vvieerieiiieiieciie ettt ettt ettt e et e e beesteeesseesaeenseeseeennas 2-98
dOS-CONLIOL ECPTIAG .oeveiiieiiieeee e et e e e e e e 2-99
dOS-CONLIOL ECPITAZ ..ottt e eeneas 2-99
dot1X default-IoZIN ...cc.eoiiiieiiiiie e e eneas 2-41
4 01 B Qo4 (1] 2 V4 P o USRS 2-42
dot1X guest-v1an SUPPLICANT .......cccueeiuieriieiiiiie ettt et eees 2-42
OtTX INTHALIZE ..eveeniieiieiiieiee ettt ettt ettt et sae et e eaeesaeenneas 2-42
4 010 Q0 [ Y41 RS STPR 2-43
AOEIX TNAXTEQ wovvienrieeiieiieeieette et et e ettt eteeetteesbeessteeseessteenseessseenseessseenseasssesnseensseenseensnes 2-43
4 010 B o107 o7 15 (o) PSPPI 2-43
dot1xX port-CoNtrol @ll .......c.oeeiiiieiieceeee e e e 2-44
dOt1X Te-AULKENTICATE ...eouviiiiiieiieriieie ettt 2-44
dOt1X 1e-aUtheNTICATION ....ouviiiiiiieiiitieieee ettt ettt et eeseeens 2-44
dot1x system-auth-CONIIOL ..........ccooiviiiiiiiiieiie e e 2-44
OtTX HIMEOUL ..ottt sttt ettt et sb et st e bt enesaeenaeas 2-45
AOTLX USET ettt ettt et ettt ebe e et e sb b e et e bt e st e e saaeeabeebees 2-46
download amCIPMITW .......ooiiiiiiiiiiiee e e 4-3
doWnload frUAAtA .........ooiiiiiiiiiie e 4-2
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dOWNI0Ad TWUIM ...t et e st e e e b e e sabeeeeabeeeaaeaens 4-3

AOWNI0Ad IPIMNITW Lo.eiiiiiiiiecie et e et e be et eesebeeseeeabeeree e 4-2

4107 o USROS 3-17
dvlan-tunnel €thertyPe ........cceoiiiiiiiiiieiee ettt 2-29
EKEYING (INEETTACE) .vviiiiiiiiiiiiecie ettt ettt et e e be e teeebeebeessseensaeenseesseanns 4-5

ekeying all (CONTIGUIE) ...oevviiieiiieeiie et e e e e iree e aaeeenaee s 4-5

enable (Privileged EXEC QCCESS) ...eoviiiriiiniiiiieiiieeiiesiie ettt ettt s 5-2

ENADIE PASSWA ..vviieiiiiiiieiieeie ettt ettt ettt e e e e e e e enbeebeeenbeetaennaeenne 4-27
enable passwd encrypted <PasSWOTA™ .........cccvieiiiieiiieeiieeeie e 4-27
ILEACSCT .ttt et sttt et st b et sht et 4-4

hardware-address .........ceeoieiirieieee et 4-38
O et etee b eee bttt bt e ht e bt eeht e e bt e sbeesateens 4-38
TNEETTACE ..ottt ettt sttt et b e et sbe et et 2-2

1P ACCESS=ZIOUP .uvvierrieirieitieriteeteentteeteessteasseessresssaesseessseenssessseesseessseesseessseeseesssesnseenssennns 3-31
1P ANCP DOOLP AULOMALIC .o.eeviieiiieeiieeciee ettt et e e et e et e e esree e seaeeeenree s 4-43
1p dhep conflict LOZEING ....oovviieiiiiieiiiee et 4-43
1p dhep eXCluded-address ........ccvieiiieiiiiiiicieeeeee ettt ees 4-42
1P ANCP FIEETING oottt et e et e e eaaeeesaeeesareeensneaens 4 -46
1P dhep fAEETING tIUSE ....viiiieiiieie ettt e eee e 4-47
1P ANCP PING PACKELS ..ovviiiiieiiieiie ettt et e b e et e esbeeaea e 4-42
TP ANCP POOL et et e e e e et e e s beeesabaeesbeeensaeeenraeeensaeeens 4-36
1P AOMAIN LIS ..ottt ettt ettt sae e b e e sneeseaeeseeenne 4-48
1P dOmMAIN LOOKUP .ovviiiiiiiiecii ettt et e b e e eeaeenee e 4 -47
1P AOMAIN NAINE ..eiiiiieeiiieeiie ettt eeieeeeteeeete e et eeetaeeetaeeeaeeeesseeessseeeasseeessseeessseeesseennsseens 4-48
1P AOMAIN TELTY ...etiiniiiiiiieiie ettt ettt ettt et e et e et esabeesbeessaesnbeesseeenbeensaesnseenseennne 4-49
1P dOMAIN HIMEOUL ...eieiiieiieeiieciie et eeiee ettt ettt e et e esteeebeebeeeeaeesseeeaseeseessseesseesnseeseans 4-49
TP NOSE et e e et e e e be e et aeetbeeeraeeeaeeenraeenns 4-49
1P TMAIMIE SETVET ..euvvieueieeiieetieeiteeteeniteeteesuteesseenseeenseeseassseeseessseanseassseanseensseanseensaesnseenseennne 4-48
TP SSI ettt et e et e e be et b e e taeeabeebeeeabeeseenneeenne 5-11
1P SSH PTOLOCOL ..ottt e et e e et e e sebaeessbeeesnseeenseeennaeaens 5-11
1P SSh SETVET @NADIE ...ccuviiiiiiiieiie et 5-11
1P telnet SEIVEr ENADIE ........ooiiiiiiiiiiieie ettt e saee e 5-7

IPVO ACCESS-TISE .eriiiiiieiiieeiiee ettt et e et e et e e e e e e etteeenbaeesabaeessseeessseesnseesnsneanns 3-34
IPVO ACCESS-IISt TENAIME ....vieiiieniieiiiieiieeie ettt ettt et e bt e sabeeseeenee e 3-35
TPVO tTATTIC-TIIEET ..eoevviiiiiiiiee e eae e ene 3-36
S PSR PR SSRRSRIN 5-36
1aCP ACLOT AAMIN ...oovviiiiiiiiecie ettt ettt ettt et eeeebeesbeeenbeesseesnseeseeenne 2-57
lacp aCtor adMIN K@Y .....eovviiiiieiiieiieiieee ettt ettt eabeeaee e 2-58
1acp ACtOr AdMIN STALE .....eeccvieeiiieeciieeiee et et eee et e re e e tte e et e e sbeeesabeeessbeeenseeensaeenns 2-58
lacp actor admin state individual ............cocooiiiiiiiiiiii e 2-58
lacp actor admin state IoNGHMEOUL ........c.cccueeriiiiiiieriieeiieieecie et e eee 2-59
lacp actor admin STALE PASSIVE ...ececvvreeriieeeiiieeeiieerieeerieeeseeeetteesreeessreeessseeesseesseeesseeenes 2-59
JACP ACLOT POTT vttt ettt ettt et e et e et e st e esbeessbeenseessaeenbeeseesnseenseaenne 2-60
1aCP ACLOT POIL PIIOTILY ..eevieieiieiieriiieieeeiie et et e ete e et e eeveeteesateesbeessbeessaessseenseensaesnseenseennns 2-60
1aCP ACLOT SYSLEIM PIIOTILY ..eeruvieutieriiieiieeiieetee ettt ettt et e st e e et e e sateebeesneesabeesneeenee 2-60
1aCP AdMIN K@Y ...vvieieieiie et ettt 2-57
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lacp collector MAX-AEIAY .......cccueiiiiiiiiie e 2-57
lacp partner admin KEY .......ccccieiiieiiiiiieeie ettt s 2-60
lacp partner admin StAE .........c.ceccuiieiiiieeiiie e et e e e e e e e e e eaeeeennes 2-61
lacp partner admin state individual .............oooiiiiiiniiiiii e 2-61
lacp partner admin state [oNGtIMEOUL ..........ccceieeiiiriiiiiiieiieeiieee e 2-62
lacp partner admin State PASSIVE ......cceeeecuieeriieeiiieeiieeeiteeereeesreeesereeeareessreesseeesaseeensnes 2-62
1aCP PAITNET POTE 10 ..ottt ettt ettt et st enees 2-62
1acp PArtNEer POTt PIIOTILY ...ccvieriieeiieiieeieeiee ettt et e et e ete bt e seaeereeseaeebeessaeensaesaneenseensnas 2-63
lacp partner SYStIM PrIOTILY ......cccveeriuieeiiieeiieeeeieeeieeeeteeeereeesreeesereesaseeeseeessseeesnseeensnes 2-64
1acp Partner SYSTEM-Id .......cecuieriiieiieiie ettt ettt ettt ettt ebeeenaas 2-63
JEASE .ttt ettt et a et h ettt e bt et et e e heente st e neeneen 4 -39
11CeNSE AAVANCEA .....eiiiiiiieee e e 4-31
JINECONTIZ .vieniieeiiieiie ettt ettt st e et e st e et e e e abeebeesnaeensaeeaaeenseenseas 5-6

LA MNEA .ottt et e e tbeebe e taeeraenaaeenbeeneas 2-92
IAP MEA Ql1 e e e bae e ennes 2-93
1ldp med confignotifiCatiON .........ceecuieiiieiiiiiie ettt et eees 2-92
1ldp med confignotification all ............cccoeciiiiieiiiiiiieieeeeee e 2-93
1ldp med fastStartrePeAtCOUNL ..........cccuiieriieeiiee ettt eeeaee e 2-93
1ldp med tranSmit-thy .........cccooiiiiiiiieee e 2-92
1ldp med transmit-thv all ........cccoooiiiiiiiiiiiei e 2-94
11AP NOTIFICALION ..evieeiiieciieeee e e ettt e e s e e enbeeeesbeeenaeeennns 2-87
1ldp notificatioN-INTETVAL ........cciiiiiiiiiiiieee e e 2-88
LIAP TECEIVE .nviiiiieiiieciieeiee ettt ettt et et e et e e esaeensaeesbeesbeessseensaessseenseenseas 2-86
LLAD TIMIETS .eeeeniiieeiiie ettt ettt ettt e et e et e e et e e e taeesasaeesnseeesnseeennseeensseeenseennses 2-86
LI trANSINIL ..ottt et ettt e e et e e ea e et e e sbeebeeenaeeseeeaaeenbeeeneas 2-86
11dp tranSMIt-INGIMLE .......ccviiiiieiieiiieeeie ettt ettt et e ete e bt e ebeetaeesbeebeessseesaeesseesseensnas 2-87
1A tranSMIt-tlV ...oooeiiiieieeeee e e 2-87
10g@ING DULTRIEA ..ot e 4-20
10g@INg DUTTErEd WIAD ....vioeeiieiieiecieeeee ettt et eeaa s 4-20
10gging Cli-COMMANA .....ccuviiiiiiiciiecie e e e e e e e e e e eaeeeeens 4-20
JOGEING CONSOLE ...ovviiiiieiiecieee ettt ettt ettt et st e et e s naeenseeeaaeenbeennnas 4-21
JOGEING NOSE ..ttt ettt ettt et e e e et e et eebeeesbeetaeeeseenreeeneas 4-21
10ZZING NOSE TEIMOVE ...eiiiiiiieiiiieciie ettt ete et e e eesaaeeenaeeesaeeenseeesnseeennnes 4-21
JOGEING PEISISTENE ....eeevieiiieeiiieiie ettt ettt ettt ettt e et e ebte et e e beeesbeenbeeesseesaesnseenseennnes 4-56
JOZEINE POTT .ttt ettt ettt ettt e et e et e e e ebeessbeesseeesaeenseeesseesseessseensaessseenseenseas 4-21
JOGEING SYSIOE ..eeeneriieiiieeiee ettt et e e e e et e e e taeeetaeesabeeeenseeeenseeennreeeanaeeennes 4-22
LOZOUL .ttt ettt et e et e et e st e et e e ab e et e e e rbeenbeeenaeetaenaaeenbeeneas 4-27
TNAC ACCESS=ZTOUD ..vveeeurrreeureenrreessreeessseeansseeansseessseessseeessseessssessssseesnsseessssessssessssessnseesnses 3-29
mMAac acCeSS-1iSt EXtENAEM .......eiruiiiiiiiii s 3-27
mac access-list extended reNAME ........c..eocueriiriiiiiniiiieee e 3-27
INACTIIEET ..ottt ettt ettt et ettt s e sbe e e eneenees 2-70
MACTIItEr AdddESt .....oooueiiiiii e e 2-71
macfilter adddest all .........cocooiiiiiiii e 2-72
MACTILET AAASIC ...veeniieiieeeiee ettt 2-72
MAacTilter addSTC All ........ocoiiiiiieee e e 2-72
INATK COS ettt ettt ettt sttt ea et et ea et e ea e sb e et e ebt e e bt et eb b et e b bt e aeentes 3-19
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MATK IP-PIECEACTICE ....ouuiiiiiiiiieiiieiee ettt ettt et e st e et e e b e eateenaeens 3-19
MALCH ANY Lottt ettt et e e bt e esbeeteeerbeebeeesbeenaen 3-11
100N o] s o F R 0§ SRS 3-11
INALCH COS 1iuiiiiiiiiiiiiie ettt e et e e et e e sab e e e etbeeetaeessbaeeessseeessaeessseeensseeenssaeeseeas 3-12
match destination-address MAC ..........cceeviieriierieeiiieiieeieerte et e et e e ereesreeebeeseeeeavaens 3-12
1001 o] 1 1 1 2§ o PP 3-13
MALCH ASTIPO .ottt sttt ettt et be e e enens 3-13
MALCH ASEIAPOTE .ottt et ebe e s saeebeessaeesbeessneensaens 3-13
0 o] D110 1S) 4 1R 3-10
MALCH 1P ASCP cevieiiieiieee ettt ettt e st e et e et e enbeessaeenneens 3-13
MALCh 1P PIECEACIICE ...vviiiiieiiiciie ettt ettt et ebeesaaeebeessaeenseesanaens 3-14
1001 0] 110 1o IR 10 1SR 3-14
MALCH PIOTOCOL ..eiiiieiiiiiieie ettt ettt et e et eebeesnbeeseeeneaens 3-15
MALCh SECONAATY=COS ..cuvviiiiiiiiieiieiie ettt ettt te e st e et estbeebeesaeeenseesseeenseenseans 3-12
Match SECONAATY-VIAN ......ccciiiiiiiiiiii et e e e eaaee s 3-16
match SOUrce-address MAC .......cceieiiiiiiiiiieiieeie ettt et eseaeenens 3-15
MNALCH STCIP eviiniiiiiiieiieete ettt et e et e e tbeeteesabe e bt e esbeenseeesseenseessseensaens 3-15
MNALCH STCIPO ..eiiiiiieiiie ettt ettt ea e et e e sta e e e aaeesstaeeensaeeessaeeenseeesaseeeanseeenssens 3-16
MALCH STCIAPOTTE .ot ettt ettt e et esateebeessbeenbeessneenseens 3-16
MATCH VIAN ..ottt ettt ettt 3-16
TIUITTOT ..eutteeiteette ettt et e et e ea e et eeht e et e e eheeeab e e bt e eab e e beeeabe e b besabeenbteeabeenbeeeabeanbeesnneanbeesanaans 3-17
MOAe dOtTQ-TUNNEL ....ooiiiiiiiiiee ettt e b sae s e 2-30
MOde AVIAN-tUNNET .......c.oooiiiiiiiicie ettt ens 2-30
TNONTEOT SESSIOML ...eutieiiieiieetteette ettt et te sttt ebeeeste e bt e eaeeenbeeaateeabeesabeebeesaeeanbeesabeanbeesseeenseans 2-69
TIIEUL ettt ettt et h e et h e et e e bt et e bt et eh bt e bt e ebe e e be e e bt e eaneeebeenateens 2-4
NETDIOS-NAME-SEIVET ...cuvieiiiiiiieitieeieetieeteeteeeteesteessteesseessseesseessseeseessseesseessseesseesssesnseens 4-40
L1 02 (T 104 (ST 4 o <SSP 4-40
network (DHCP P0o0l CONTIZ) ...veiiiiiiiiiiiieiieee et e 4 -39
NEtWOTK MAC-AAAIESS ....eitiiiiiiiieiieie ettt 5-3
NEEWOTK TNAC-EYPE ©oeivvvieeiiieeiieeciieeetee et et e et e e et eeeteeessteeesaeeessseeessneessseeessseeessseeensseas 5-4
NEtWOTrK MEME VIAN ...ooiiiiiiiiiiiie ettt ettt ens 2-20
NETWOTK PAITIIS ...ivvieiiieiiieiieeteeite et eiteete et e e teebeestaeebeessseenseessseesseesssessseeseeasseeseesnseens 5-3
NEEWOTK PTOTOCOL ..ottt et e e e e e ta e e e raeesbeeesaseeensseeennneas 5-3
TIEXE-SEIVET ...euttiiieeieeniteetee ettt et e eat e e bt esat e et e e e st e e bt e s ateeabeeebb e e b e e sube e bt eeaeeeabeesuteemneesneeeneens 4-41
100 ACCESS=LIST 1.ttt ettt ettt et st nbe e 3-31
N0 ACITAPTIAZS ...t et e e e e e e et e e et e e e e e e eaaeas 3-32
N0 ACI-TTAPTIMET ...ieiiieeiiieiee et ettt et ettt e st e et e et eesabe e bt e esseeseessseenseassseensaens 3-33
N0 AAVEITISE SPEEA ....vviiiiieiieeiieeii ettt ettt e et e et e e e e e e e stteebeesabeesseessaeenseessseanseesssesnsaens 2-3
N0 aUthentiCation IOZIN .......ccoiiiiiiieiie e e e v e e aaeeennees 2-41
N0 authorization NEtWOTK TadIUS........cevviiiiieiieeie ettt ettt ees 5-29
N0 AULO-NEZOHALE AlL.....c.iiiiiiiiiiiiieie ettt be e e ebeesaaeebeesaae e 2-3
N0 AULO-NICZOTIALE ...eevveeeirieeiieeeiieeeteeesieeesteeetteeeteeessseeensseeessseeansseesssaeessseeensseeesseesseees 2-3
110 DOOLTILE ..ttt sttt 4-39
N0 DIIAZE AZINZ-TIME ...cuvvieiiieiieiiieieeie ettt ettt et eeteeesbeeseessaeebeeesseenseessseensaensseans 2-101
10 CLASS ...ttt e et e e e et e e e ta e e e bt eeetbeeeetbe e e abaeeabeeeraeeeaaeeeraeas 3-19
110 ClASS=TTIAD . ..e.tteeutieiieetierite ettt et e ette et e e bt e e be e bt e e abe e seeesbeenseesnbeeseesnseeseesnseenseesnseensaens 3-10
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N0 classofservice dotIP-MAaPPING ....cccveeruieriiiiieiie et 3-2
N0 classofService IP-dSCP-MAPPING.......cccveriierrierieeieeitie et eree e eteeseeereeseeeeseeseessseenseas 3-3
N0 ClaSSOTSEIVICE tIUST....cutiiiiiiiiieiie ettt ettt st 3-3
N0 CHENE-TAENTITIET ...eeiiiiiiiiiecee et ebe e e e e e aaee e 4-37
N0 CHENE-TIAIMNE ..ottt ettt sttt et e et e bt eatesaeebeestesbeeneeeneenees 4-37
no cos-queue MiN-bandwidth ...........cccoiiiiiiiiiiiie e 3-4
110 COS=QUEUE SETICE ....eeutiieitieiieeiteestie et ette et et e st e et e stte e bt e ssteeabeesseeenbeenaeesnbeeseesaseenseesneas 3-4
N0 Crypto CertifiCate GENETALE ......ccuvieiiieiiiieeiieeeiie ettt eeea e e s e e eens 5-13
N0 CIyPtO KEY ZENETALE dSA ...cuviiiiiiiiiiie ettt et e e s e e 5-14
NO CIYPLO KEY GENETALE TSA....ueeuiieiieeiieeiieeiieeteeeite et estteeteettesreeteessaeeseesnnesnseenaseenseensnas 5-13
N0 dEDUZ CONSOIE .....vviiiieiiiieiie ettt ettt e be e ae e e b e e taesebeeseeesseenees 4-51
no debug igMPSNOOPING PACKEL .......eeiiiieriieeiiiieeie et ete et ere et e e b e e sereeeeaseeenee 4-55
N0 debug IgMPSNOOPING TECEIVE ....uviviieiieiiieiieiie et eite et etteeteeteeseeeeaeesseesaseenseessseenseas 4-55
no debug igMPSNOOPING tFANSINIL ..eevvievieriieiieeiieeieesee et erteeeteesteesaeeaeesseeeseeseeesseenseas 4-54
N0 debUZ 1aCP PACKEL ....oeiiiiiieie et e e e e s 4-56
N0 debUZ PING PACKET .....coviiiiieiieiie ettt ettt e te e e ebeeeees 4-56
no debug spanning-tree bPAu rECEIVE ......eevuiieiiiriieiieciieeie ettt 4-53
no debug spanning-tree bpdu tranSMIt .........cccveeeeiiiieiiiie e 4-52
no debug spanning-tre€ DPAU.......cc.eeeviiiiiiiiiiiee e 4-53
N0 AEAUIE-TOULRT ...ttt st 4-37
N0 IETSETV ...ttt ettt e sb e st e st e beeaeas 3-9
110 AINIS=SETVET ...ttt ettt bttt et sb ettt e s bt et eatesbe et sstesbeenneeanees 4-38
N0 AOMAINANAIIIE ...ttt ettt ettt et e e et e bt et eate bt esbessee bt entesaeenbeensesneenseenee 4-40
N0 dOS-CONLIOL FITSTITAZ ..eeeviieeiiiecie e e et e e e e 2-99
N0 dOS-CONLTOL TCTIP ..eveiieniieiiiieiie ettt ettt ettt e et e et eeebe e s e enbeessaeenbeeseeenseenees 2-100
N0 dOS-CONLIOL TAPOTL ....viiniiieiiieiie ettt ettt e aa e e b e e ssaeenbaesseeenseenns 2-100
N0 dOS-CONLIOL SIPAIP +..vvveeeiieeiiieeiie ettt e e et e e raeeetaeeetaeesasaeessseeeesseeensseennes 2-98
N0 dOS-CONLTOL tCPTIAZ ....evviiiiieiieie e e 2-99
N0 dOS-CONLIO] ECPITAZ ..o evviiiiieiieie ettt et tee s eaeeaeeennas 2-99
N0 dot1x guest-vian SUPPIICANT.........cccuiiiiiieeiieeie e e e 2-42
N0 dOtIX GUEST-VIAN ..ottt ettt ettt et et e b e enreenees 2-42
N0 AOtIX TNAX T 1t euvveeirieiieeiieeitie et esteeeteeeteessteeteessteeseessaeesseessseesseessseasseenseesnseeseesssennsns 2-43
N0 dot1X POrt-CONLIOL @ll......cociiiiiiiiiiieee e e 2-44
N0 dOtIX POTt-CONIOL.....eiuiiiiiiiiieiie ettt ettt et seaeeaeeenees 2-43
N0 dOt1X 1e-aUthENTICAtION ....c..eeiieiiieiiete et et 2-44
N0 dot1X SyStem-auth-CONIOL.........ciiiiiiiiiiecie e e 2-45
N0 AOTTX HIMEOUL....cutiiiiiiieieiieree ettt ettt st sb e eaeeees 2-45
110 AOTTX USET 1.ttt ettt ettt ettt ettt e s b et et e sbeenbeesee bt enaeeneenees 2-46
N0 EKEYING (INTETTACE) .. .eiiiiiieiiie ettt e et e et e st e e s bee e sataeesnseeesseeesseeenns 4-5
N0 ekeying all (CONTIZUIE) ......oviiiiiiieiiieiieee ettt e 4-5
N0 hardWare-address .........eeiuiiierieiieiee ettt 4-38
110 NOST et ettt et ettt e b e s et e st e aeas 4-38
110 1) ACCESS=ZIOUD .vvrentreeurieureeteestteeteeseessseanseessseaseesseeenseesssessseeseessseenseesssesnseenssesnseessees 3-32
N0 1P AhCP DOOLP QULOMALIC ..ottt ettt et eaae e seaeeenees 4-43
N0 1p dhep coNflict IOGEING ....coouviiiiiiiieie e 4-43
N0 ip dhep excluded-address .......oo.eeeiieiieiiieiieec e 4-42
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N0 1P dhep fIETING trUSt......eiiiiiiieie et et 4-47
N0 1P ANCP FIETING ....eeiiiieiiieie ettt b et e e beebeeesaeesaeas 4-46
N0 1P dNCP PING PACKELS....eeiiiiieeiieeee e e e e e eneeas 4-42
N0 1P ANCP POOL..ceeei ettt ettt sttt ens 4-36
N0 1P AOMAIN TISt....tiiiiiiiiieiiieie ettt et e e sbeessbeeteeesseesseessseensaens 4-48
N0 1P dOMAIN TOOKUP ...eeiniiiiiiie et et aae e rae e eeseseeenens 4 -47
N0 1P AOMAIN NAIMNE .....eeiiieiiieiie ettt ettt ettt e et e et ee st e ebeesseeenbeesaeeeabeesseeenseenseaans 4-48
N0 1P AOMAIN TELTY ..euviiiiiiiieeiieeite et eiee ettt e e teeteesaeebeeesaeeseessseeseessseenseessseenseesssennsaens 4-49
N0 1P dOMAIN tIMEOUL ...eeuevieeiiieeiiieesieeesteeeieeeeteeesteeesaeeessaeeesbeeesseesssseessseeessseeenssesesnes 4-50
0 1P Ot eeeee ettt et e ettt e et e e nae e bt e snaeenraens 4-49
110 1 NMAINIE SCTVET ...evveeereeerieeereereenteeeseesseeesseensaeasseesseessseesaessseenseesssessesssseassessssessseessennns 4-49
N0 1P SSh SETVET €NADIE ....eeiiiiieie e 5-11
NO 1P telNet SEIVET ENADIE .....ccuiiiiiiiiiiii e e 5-7

N0 TPVO ACCESS-LISt ..eeuviiiiiiiiiiiiieiieeie ettt ettt e et e et e eteesebeebeessbeeseeesseesseessseensaens 3-35
N0 1PVO trAfTIC-TIIEET .. eeiiiiiciecce e et 3-36
N0 1aCP ACtOT AdMIN K@Y ..evviiiiieiiieiie et ettt 2-58
no lacp actor admin state iINdividual ...........cccoeeiiiiiiiiiieiiee e 2-59
no lacp actor admin state [ONGHMEOUL ........c.eeeeiiiiiiiiiieciieeee e 2-59
N0 lacp actor adMin StAtE PASSIVE ......eevieruieeiierieeieeeieeiee e et e stte e bt e seaeebeesteesnbeesseesnseens 2-59
N0 1aCP ACOT AAMIN SEALC......ccivieieiieiieeiiieie ettt e eteeteeete e e e teebeessaeebeeseaeenseesseeensaens 2-58
T 10 o B To1 1)l o103 A o) 101 5 1 2 PR 2-60
N0 1aCP ACLOT SYSTEIM PIIOTILY ..veeuvieeiieeiieeiieeiieeieeteeeeeeteestteeteesttesbeenseesnbeenseessneenseenssaans 2-60
N0 1CP AAMIN K@Y ..evviiiiieiiecie ettt ettt e st eebeeeeaeesbeessseensaens 2-57
N0 lacp collector MAX dEIAY ......cccveeeciiieeiiieciee et e e 2-57
N0 lacp partner admin KEY .........ocveiiiiiiiiiiiiiiece ettt e 2-61
no lacp partner admin state individual ............ccceeviiiiieiiiriiiiieeeeeee e 2-61
no lacp partner admin state longtimeEOUL..........cccueeeiiieeiiieeie e e 2-62
no lacp partner admin State PASSIVE ....c.eeeuieriierieeiiieiieeieerite et esite ettt esaeebeeseneeseesaee e 2-62
N0 1acpP Partner AdmMin STALE .......cc.eeeiieiiieeiieiiecie ettt ettt e re e e eaeebeessaeebeesanaens 2-61
N0 1aCP PATTNET POTE 10 ..eniiieiiiie et et e e e e tae e s e e e beeeenseeenees 2-63
N0 1aCP PAItNET POTE PIIOTILY .uvvieutieeiiieiieeiieetieeie ettt et e it e et e eteesaeebeeesaeenseessneenseensaeans 2-63
NO 1aCp Partner SYStEeM PIIOTILY ....cccveeriieriieiieeieeieeeeeecteeeeteeteesteeaeesseeeaeessneenseessnesnsaens 2-64
N0 1aCP PAItNET SYSTEM-10 ...eeuiiieiiieeiiie ettt e re e e eeare e eaee e e aee e seaeeenns 2-63
N0 ldp med confignotifiCatiON .......cccuiiiuiiiiieiieeie ettt ees 2-92
T10 LEASE. ¢ttt ettt et e h b et sht e et e bt e eb e nbeenateens 4-39
N0 [1CeNSe adVANCEA ....cc.viiiiiiiiiiiie e e 4-32
no lldp med faststartrePeatCoOUNt .........c.ceviiiiiiiriieiieie ettt ens 2-93
N0 1ldp Med tranSmMIt-thy.........coooiiiiiiiiiiiii et e 2-03
N0 1ldp med tranSmMIt-tlV........c.coooiiiiiiieeiee e e 2-94
N0 1IAP MEA ..ottt et e be e st e e be bt esnbeenaens 2-92
N0 11dP NOLITICALION ...ttt ettt beeseaeeteeseseesbeessseensaens 2-88
N0 11dp NOtIH{ICAION-TNEETVAL ....occiiiiiiiieciiiecee e e e e 2-88
N0 L1LAP TECEIVE ..ottt ettt ettt et ettt e st e e bt esnbeebeeesbeenseesnseenseens 2-86
N0 LIAP LIMETS oottt et e e e e st ee e et e e s abeeennbeeenaees 2-87
N0 11AP trANSINIL ....eiiiiiiiiee ettt ettt et e ettt esabeeseesaeeens 2-86
NO 11dp tranSMIt-MEML.........cooiuiiiiiiiiieieeie ettt ettt e e aeesteeeabeeseessneeseesneeens 2-87
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N0 1P tranSMIt-tlV .......oooiiii s 2-87
N0 10gZING DULTEIEd WIAD ...cvviieiiiiiecii e 4-20
N0 10ZZING DUTTETEA ... e e ereeenes 4-20
N0 10ggING Cli-COMMANA........ooiiiiiiiiiiiiie et 4-21
N0 1OZEING CONSOIC....couiiiiiiiiiieiieeie ettt ettt e be e taeebeesaeeesseessaeeaseesseeennas 4-21
N0 [0ZZING PETSISLENL......eiiiuiiieiiieeiie et et e et e e e ee e e tee e s teeestaeeesaeeesaeesnseeessseeensseeennns 4-57
N0 LOZZINZ POTT .ttt ettt ettt ettt e et e et e st e e bt e seeeenbeesaeeenbeesaeesnseeseeennas 4-22
N0 1OZEZING SYSIOZ..cuviiiiiiiieeiii ettt ettt ettt et e et e st e e beessaeesbeesaeessseesaesaseesseensnas 4-22
1O INAC ACCESS=ZIOUP . .uuvvreeeeurreerarurreeeaurreeeassseeeesssseeessssseessssssseesasssseessssssseesenssseesessseeesn 3-29
N0 MAC aCCESS-11St EXIENARM. .....ccuiiiiiiiiiiiiiiie s 3-27
no macfilter adddest all ..........cooiiiiiiiiii s 2-72
N0 MACTIET AdAdESt ..o e 2-71
N0 MACHIter addSTC All ......coiviiiiiiiiii e 2-73
N0 MACTIIET AAASTC ...ttt 2-72
N0 MACTIIEET ...t ettt et e s 2-71
N0 MALCH ClASS-TNAP ..eovviieiiieiie et ettt e te e e e eaeenseas 3-12
N0 MOAE dOtTG-TUNNEL........iiiiiiiiiiiicii et neas 2-30
N0 Mode dvIan-tunnel ... 2-30
100 INOTHEOT .utiiiitienteetteete et ettt et ete et eatesh e et sa e e bt e st e ebe e bt eatesb e et e ebeesbe et e ebeenbeeasesbeeseenees 2-70
110 TNONIEOT SESSTOM ..uvteteutienteeitertteteette it etesetesteesteesee st ensesseebeentesseeneeeneesseenbeeseesseensesneenes 2-69
101 1111 S SO U TSRO SRR PPPRRPPRR 2-4

N0 NELDIOS-NAME-SEIVET ....euviriientieiiieiieteete st etestte st eteeteesbeeatesetenbeeseesbeetesstenbeeneesseenseenees 4 -40
N0 NEDIOSTIOAC-LYPE c..vviivieiiieiii ettt ettt ettt e e be et eebeesteeesseesseessseenseas 4-41
N0 NEEWOTK MACEYPE ...vveeeiiieeiieeeiieeeiee et ettt et e e e teeeste e e taeeetaeessseeessseeensseeensseesnsneesnnes 5-4

N0 NEtWOTrK MEMt VIAN......oooiiiiiiiiiiiiiice et 2-20
10 TIEEWOTK ...ttt et ettt e bt e e be e st e b e saees 4-39
10 NEXT-SEIVET ...eeiutiiieiiiee ettt e ettt ettt ettt ettt e ettt e e bt e e st et e eabe e e bt e e e bteesabbeesabeeeeabeeenabeeennneesanee 4-41
110 I 0] 0150 o BT TORUURURPROTS 4-41
NO PASSWOTAS AZINEZ....cevieiiiiiiiieiieeieetteeteeeteeseteeteestteeseesseeesseenseeessaesseessseenseessseeseessseenses 5-19
N0 PASSWOTAS NISTOTY ...vviiiiiieiiiieeiee ettt s e e eabe e e st e e enaeeeanaeesnnes 5-19
N0 PASSWOTAS LOCK-OUL ......uiiiiiiiiiiiici e e 5-20
N0 PASSWOTdS MIN-1ENELN .......ooiiiiiiiiiiiiiieec e e 5-19
1ITo I o T0) U0 2 s 1 USSR 3-20
N0 POrt 1acpmode all ........c.oooiiiiiiiiii e 2-65
N0 POIt JACPIMOAE ...ttt e e e et e e ebeeseeesseenees 2-65
N0 POTE LACPHIMEOUL ... viiieiieeiiie ettt ettt et eete e e stae e e teeestaeessseeessseeensseeesseennns 2-65
N0 POIt JACPHMEOUL.......viiiiiiiiiiie ettt ettt ettt e b e e taeeebeebeesnseenees 2-66
no port-channel adminMmOde ............cccuieriiiiiiiiiiieiieeee e 2-66
N0 port-channel IINKLrap .......cccvviieiiiiiie e e e 2-66
N0 POIt-ChANNEL STALIC ....eoviiiiiiiiieiie ettt 2-64
N0 Port-channel SYSteM PriOTIEY .......cccvieruieriieiiieeiieieesie ettt ettt e e re e eaeeaeeeeseenneas 2-67
N0 POTE-ChANNEL......eiiiiiiiieiiece et e e e re e e e e e enaeeenene 2-56
N0 POrt-SeCUrity MAC-AAAIESS. ... .eeitieriiiiiieriieeii ettt ettt et sae e eaeeaeeas 2-84
NO POrt-SECUTitY MAX-AYNAMNIC . .cccuiiriieriieiieeitieeieesteesteeereesteeereesseesereesseessseesseessneesseensns 2-83
N0 POIt-SECUTTLY MAX-STALIC ....eeeutieiieeiiieiie ettt ettt ettt et e et esteeaeesneeeneeas 2-84
10 POTE-SECUTTEY 1.teutietieeitierite et eette ettt eteeseteeteessteeteesseeenseesseeenseensaeasseeseesnseensaensseenseensnas 2-83
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NO Protection-group (CONTIZUIE)....cc.eeiiiiriiiiiieiieeie ettt ettt 3-8

NO Protection-group (INLEITACE) ......ccuieruiiriiieriieeiieiee ettt ettt e e e eaeebeeseeeensaens 3-8

LU 0 (0] 0110 ) B 0 101 o SRS 2-25
N0 Protocol vIan group all..........ccoooiiiiiiiii e 2-26
N0 PIOLOCO] VIAN GIOUD c..viiviiieiiieiiieie ettt ettt ettt et e b e et e sbeebeeesseenseessneensaessnaans 2-25
N0 1adius aCCOUNTING MOMAE .....eceviieeiiieiiieeiee et ettt e et e et e e eeeeesaeeeebeeeseseeenaeeenneeas 5-30
NO 1adiUS SEIVET AtTIDULE 4....oooiiiiiiiiiciee ettt e e era e e eabeeearee s 5-30
N0 TAAIUS SEIVET NOST ..ottt et 5-31
N0 1adiUS SETVET MSZAULN ...eoviiiiiiieeiieciee e e e e e et e e e ree e e bee e saaeeenns 5-31
N0 TadIUS SEIVET TELIANSINIT . ....eeuiitieiiriiertiete ettt ettt ettt et sbe et st sbe et eseesbeeneesaeens 5-32
N0 TAdIUS SETVET TIMEOUL . ....eeutiiiietieiiitierteete ettt ettt ettt et et et e et saee bt et e sbeebeeneeseeens 5-32
N0 SETIAL DAUATALE ....c..eiiiiiiiiitie ettt st et 5-6

N0 SETIAL LIMEOUL...c..eiutiiiiiitieiert ettt ettt sttt st sb et satesbeeneens 5-6

N0 SETVICE ARCP weivviiiiiiieii ettt et st e e bt e s saeebeeesbeesseessseensaens 4-42
TS Wi 1o o T0) B o) USSR 3-21
110 SESSTOMTIMIT 1.ttt sttt sttt et b e b et sae et e et e sbeenaeas 5-9

110 SESSTOM-EIMEOUL .....vieieiieiiieiiete ettt ettt ettt et e st e b e et et e e e st e bt entesaeenbeeneeeneenteeneesaeens 5-9

N0 SEE DOOLSTOPKEY ..nvvieiiiieeiie ettt ettt e et e e e aa e e erae e snbeeeseseeenssaeesneas 4-31
N0 SEt GATP TIMET JOIMN .uvvieuiieiieeitieeiieeteeeiteebeestte ettt e teeeteeseessseeseessseenseensseanseessnesnseenseanns 2-36
N0 SEt GATP LIMET LEAVE ..eeivviiiiieiieeieeiieeie ettt ettt ettt e s aeebeestaeesbeessaeensaesaeaens 2-36
N0 set garp timer 1€aveall ..........ooviiiiiiieic e s 2-36
N0 Set gMIP AdMINMOAE ......ceiuiieiiiiiieiiecie ettt ettt e aeebeesaaeebeessaeenbeenaeaens 2-39
N0 Set gMIP INEITACCMOUE ... .eiiiiiiiiiiiciieieeete ettt et ebe et e ssbeeseesaneens 2-39
N0 Set GVIP AdMINMOAE ... .eeiiiiiiiiiieiee et e e e e eeaeeeens 2-37
N0 S€t VIP INLEITACCMOUE ....cvviiiiieiiieiieciie ettt et et ebeenaee e 2-38
N0 St IZMP FASE-ICAVE ..evieiiiiieeiie e e et e e et e eaee e e e eaaee s 2-75
no set igmp groupmembership-1nterval ...........cccevviiieiiiieiiiececce e 2-76
N0 Set iIgMP INLETTACEMOAE .......eeiviieiieiiiciiee ettt e eeeens 2-75
NO SEt IZMP MAXTESPONISE .eevvrreerereeeereeeureerrreensreesseeessseeessseesssseesssseessseeessseesssseesssesssseees 2-76
NO SEt IZMP MCTITEXPITELIITIC ...eeeuivieeiiieeiiieeiieeeiteeesieeesreeesreeesaeeessseessaeesseeesseeessseeessnes 2-77
NO Set IZMP MIOULET INEETTACE ......eeeuiieiiiiiiiieiieeie ettt ettt e ens 2-78
NO ST IZMP MTOULET ...eevviieeiiiieeiieeeieeeeteeertteeetteeeeeeeebeeesateeessseeesseeansaeessseeensseeensseesnsseens 2-77
no set igmp querier eleCtion PArtICIPALE .........eeevreeeiieeerieeerieeeireeeeeeereeeereeeereeeeeeeenreees 2-82
No set igmp qUETier qUETY-INTETVAL......c.coiiiiiiiiiiieiieie ettt et 2-81
NO SEt IZMP QUETIET HIMET EXPITY .eeeeuvrrerireeriieerieeerreeesiteeentreesssreesseeessseesssseessssessnssesssseees 2-81
NO SEt IZMP QUETICT VETSION .. .ueieeiieeriieeesireeeereesieteesseeesseeessseeessseeessseeessseesssseessseeesssessnsses 2-81
N0 SEL IZMP QUETICT.....eeevientieeereetieeieeteeneteeteessteesseeseeesseesaessseeseessseeseessseenseessnesseesseeans 2-80
IO I A 14 1 1| o BRSPS 2-74
N0 SHULAOWN AL ...ttt 2-5

N0 SHULAOWIL ...ttt ettt e b 2-5

no sNMpP trap Hnk-status @ll........c.ooocviiiiiiiiiiiiiieceeeeee e 5-27
N0 SNMP trap HNK-StATUS ...eeiiiiieiieeciieeee e e e e s e e eesnaeeennnas 5-26
Nno snmp-server COMMUNILY IPAAAT .......oooiiiiiiiiiieie e 5-21
N0 SNMP-SErver COMMUNILY IPMASK ......eiviiiiiiiiieiiecie et 5-22
NO SNMP-SEIVer COMMUNILY MOAEC ... .eouiiiiiiiiiiiiieiieree ettt ens 5-22
NO SNMP-SEIVET COMMUINIEY ..evvietiieiieniieeteestieeteesteeeteestteeeteesseessbeesseessseeseessseanseessnesnseens 5-21
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no snmp-server enable traps HINKmode ...........coooiiiiiiiiiiiii e 5-24
no snmp-server enable traps MUILIUSELS .......oecvieeiieiiieiieeieeieeie e eve e 5-24
no snmp-server enable traps StPMOAE.........eeevvveeeriiieeiiie e 5-24
no snmp-server enable traps VIOlatioN ..........cocuieiiieiiiiiieeiieie e 5-23
NO SNMP-SEIVET ENADIE TIAPS ..eevviieiieiiieiieiiieeie ettt ettt et seeebe et eeaeeseeseaeesseessaeenseas 5-23
IO IR 110 0107821 o 38 10 Lo 1 (SRS 5-26
LTI 11101010 21 o SO OO 5-25
no sntp broadcast client poll-INterval ............cccoeeviieiiiiiiieiieieeeee e 4-32
N0 SNEP CHENE MOAC.......iiiiiiiieiiiece et e e e et e e enreeeeebeeesnseeennns 4-33
N0 SIEP CLIENE POTT ..ttt et ettt et e s e et e et e e b e eseesaseebeeennes 4-33
no sntp multicast client poll-iNterval .............cccveeiieiiieiiieiieiece e 4-34
L N 118 0 I ) PRSP 4-35
no sntp unicast client poll-interval ...........cccoeviiiiiiiiiiie e 4-33
N0 sntp UNicast CliENt POLI-TEIIY ...c.eecuiiiiieiiicie e e 4-34
no sntp unicast client POI-tIMEOUL .........cccueeeiiiieiiiecie et 4-34
no spanning-tree bpdufilter default ..............ccoooiiiiiiiiiiiii 2-8

N0 SPANNING-tree DPAUTIITET......c.viiiiiiiiiiiiicie e 2-7

no spanning-tree bpduflood..........c.oooiiiiiiiiiiii s 2-8

N0 SPANNING-tre€ BPAUGUATA .......oovuiiiiiiiiiiiieiieee e e 2-8

NO Spanning-tree CONfiGUIration NAME .........c.cecveeeieerieenieeiieerrieereeteesreesseesseeeseesaeeesseeseas 2-9

No spanning-tree Configuration TEVISION .......ccuieeruieeeiireeeiieeeiieerreeeeeeeteeeereeesereeenaseeenens 2-9

N0 SPANNING-TIEE SAZEPOTL ....veeeiieiieeiieeiierte ettt ettt ettt e e et e et eebeebeesaaeesseessaeenseas 2-10
NO SPANNING-LIEE TOTCEVETSION ....iiuviiiiieiieiiiieiieiie ettt e ere et e eeae e e steeebeesseeesseesseessseenseas 2-10
N0 SPANNING-tree fOrward-time ..........cceieiiieeiiieeie et ee e e s 2-10
N0 SPANNING-tre€ hellO-tIME ........oovuiiiiiiiieiii e 2-11
NO SPANNING-TIEE MAX-AZEC...uveevreerrerereereerreeseesseeasseesseeaseesseessseesseessseesseesssessseessesssesssens 2-11
NO SPANNINE-LIEE MAX-NOPS...cutiiiiiiiiiiiieeiie ettt et e e sre e e sbeeessbeeeareesnaeeennes 2-11
NO SPANNING-TrEE MSE INSLANICE ...veeuvieeiiieiieriieeiieiie et erite et ettesteeteesteeebeesseesaseenseesnseenseas 2-13
NO SPANNING-TIEE MSE PIIOTIEY ..c.vvietieeiiieiieiieetteeie et eetee et esteeeteesteesereesaeessseeseessseesseensnas 2-13
N0 SPANNINE-LIEE MSt VIAN.....ccitiiiiiiiiiiie ettt e e eebe e e eeeaaee e 2-14
N0 SPANMINEZ-TIEE TNISE....vieutieiiieeiieeieetieeteeeteesteeteeseteeteesseeesbeesssessseesseessseenseesnseenseesssesnses 2-12
no spanning-tree port MOde all.........cc.ooviiiiiiiiiiiiieiece e 2-14
N0 SPANNING-LrEE POIL MOUE .....viiiiiiieiie ettt e e e e e sre e e ebeeessbeeenaeeenseeennns 2-14
NO SPANNING-LrEE TOOLZUATA .....ccuviiiieeiiieiieeiieetieeite ettt ete et teete et e steeebeesseesaaeenaeeeaneenseas 2-15
N0 SPANMINZ-EICE ...eevvieeirietieeiteeiteesteeteestteeseessteesseesseessseesseessseeseesssessseessseasseesssesseesseensses 2-7

N0 SSHCON MAXSESSIONS .....eeuiieiiieiieeite ettt ettt ettt et e et e bt e st e e bt e sieeebeesaeeenbeenaees 5-12
N0 SSNCON LIMEOUL ...ttt sttt et sbe et st et et e sae e e enee 5-12
no storm-control broadcast all 1eVel ...........cocoiiiiiiiniiiiie e 2-51
no storm-control broadcast all............cooiiiiiiiiiiii 2-51
no storm-control broadcast [eVel .........c.coooiiiiiiiiiiii e 2-50
N0 StOrM-CONLIOL BIrOAACAST ......eeueieiiiiieiieiiesieee et 2-50
N0 Storm-control flOWCONTIOL.......cc.oiiiiiiiiiii e 2-55
no storm-control multicast all 1evel............ccoooiiiiiiiiiiiiie e 2-53
N0 storm-control Multicast all..........ccccoiiiiiiiiiiiii e 2-52
no storm-control Multicast IeVEl.........c.coociiiiiiiieiie e 2-52
N0 StOrM-CONtIOl MUILICASE....c..eetiriiiiiieieiierte e 2-51
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no storm-control unicast all IEVel..........c.cooiiiiiiiiiiiieceee e 2-54
N0 StOrm-control UNICASt All .........cooviiiiiiiiiiiiiiiece e 2-54
N0 Storm-control UNIiCast 1€Vel.........cooiiiiiiiiiii e 2-53
NO StOTM-CONLIO] UNICAST ..eevviiiiiiiieiiieeciiie et et e ettt e et e et e e e staeeebaeeesaeeessaeesaseeenseeas 2-53
no switchport protected (Global Config) .........ccceevieiiiieiiiiiieieciecee e 2-34
no switchport protected (Interface Contig).......ccceevvieeeciieeiiiieeiiieeieeee e 2-34
N0 tACACS-SEIVET NOST ...cuviiiiiiiiiiie ittt ettt e st e et e e e eeeesbaeessseeesasaeesnseeenseeas 5-35
N0 tACACS-SCIVET K@Y ...eiiiiiiiiieiiieiiecie ettt ettt e et e st e et e e st e e sbeesbeessseesseessneensaensnaans 5-36
N0 tACACS-SETVET tIIMEOUL ....teiiuiiiiiiiiiieitie ettt te ettt et e st et esate et e bt e sbeesbeeenbeenseeeaneas 5-36
NO tEINETCON MAXSESSIONS ...veeevieniieeiiieiieeteeiteeteesteeeteesteeesteeseesbeesseessseenseessseaseessseesaens 5-9

N0 tEINELCON IMEOUL....c..eetiiiiiiiieiieie ettt et e sttt esbeebeeneeseeens 5-10
N0 terminal IeN@th ........cccviiiiii e e 4-17
N0 trATIC-SNAPE ..ot ettt eaaens 3-4

NO tranSPOTt INPUL LEINET ......eeeiiiiiiiiieiiecie ettt ettt et e s e e beesaeeebeeseaeeaseesaeeens 5-8

NO tranSPort OULPUL tEINEGT ...eovviiiiiieeiieceeee e e e e 5-8

T10 USETS NAITIC ....cueteeuteenireenteenuteenteeeuteeteesueeenbeessseenbeesaeeeabeesateeabeesaseenseesaeeeabeesaneenneenseeeseens 5-15
110 USETS PASSW. .. uiiiuiiiiiiiiiieeteetieeteeieesteeteeetteebeestaeebeessseesseesseeesseeseessseenseessseeseesssaans 5-16
NO USETS SNMPV3 ACCESSIMOUC. ... uveieiiiieiiiieeiieeeiieeeieeesieeesteeeeteeessreesseeessbeeesseessseeeseees 5-16
NO USErs SNMPV3 AUtNENEICAtION ....euvieiieeiiieiieeiie et eeeeite sttt et eseeeebe e b e snbeesaesaaeens 5-17
NO USETS SNMPV3 CNCTYPLION. ...veeeiieiiieeeiieieeeiieeteesteeeteesteeeseesseesseesseessseeseessseaseesssesnsaens 5-17
N0 VIAN ACCEPHITAME ....eeeviiii ettt e e e e e e e et eeesseeesaeeennnas 2-21
N0 V1an aSSOCIALION TNAC .....veeeiiieiieiiieeiieeiie et eette ettt e ete e et e et e ebeessaeebeessaeenseensaesnseenseans 2-27
N0 V1an asSOCIAtION SUDNEL ........ccuiiiiieiiiieiiieiierie ettt et eseeeaeesaaeebeeseeeeabeesane e 2-27
N0 VIAN INEIESSTIILET ... .eiiiiiieiiece et e et ereeeneaeas 2-21
N0 VIAN NAIMIC ...ttt et ettt et et e et e et e eteeeabeesaeeenbeeseeenseenseesnseensaans 2-21
no vlan port acceptirame all..........cccoeoiiiiiiiiiiiiiee e 2-23
no vian port iIngressfilter all ............ccoviieiiiieiiie e 2-23
N0 VIan POrt Pvid @ll......c.ooiiiiiiiie e et 2-23
N0 VIan port tag@INg all ........cccuieiiiiiiiiiiiicie e ees 2-24
no vlan protocol group add protoCol.........cccviieiiieiiiieeiieee e 2-24
N0 VIAN PVIA. .ottt ettt et et et e et e e beesseeenbeenseesnbeenseeenneens 2-26
N0 VIAN LAGZING....utiiiiiiiieiieeie ettt ettt et e e e e e aeebeestbeebeessseesseessaesnsaeseeesseeseesnsaens 2-26
10 VI ...ttt ettt ettt e b e e bt e et e bt e et e e bt e eneeeateens 2-20
no voice vlan (Global Config) ........ccoeviiiiiiiiiiiieieeeee e 2-32
no voice vlan (Interface Config) ........ccveviiiiiiiiieiiiieiieceeee e 2-32
0] 01510 ) KSR 4-41
packet-memory (CONTIZUIR) .....coouiiiiiiiiieiiieiie ettt ettt ettt et seee e te et e enbeeseaeenneas 3-7

packet-memory (INTEITACE) .....eieiuiieeiiieeiieeciee ettt et e e s e e seseeeeens 3-7

PASSW ..eetieiiiie ettt ettt e et e et e e e e e et e e et e e e te e e taae e taeeestaeeanaeeeasbaeesbeeetaeeennaaeanraeas 5-18
PASSWOIAS AZINZ ...vvieiiieiieeiieiieeieeite et et e et e et e st e e bt esaeeesbeensaeesbeeseessseeseessseanseasssesnseens 5-19
PASSWOTIAS NISTOTY ..eiuiiiiiiiiieiieeie ettt ettt ettt e e e ebe e bt e ssbeesseeesseenseessneensaens 5-19
PASSWOTAS LIOCK=0UL .....eiiiiiiiiiieciie et e e et e e e tee e s ae e e ssseeennneas 5-20
passwords MIN-1ENGth .........ccccoiiiiiiiiiii s 5-19
PITIE oottt ettt ettt e et e et e e te e e be et e e eta e e beeerb e e bt eeaaeenbeentaeenbeenneeenbeesaeenbeeneeessennsaens 4-27
POLICE-STIMPLE ...ttt ettt e et e e abeebeesneeennens 3-20
POLICYTIMAD .ottt ettt et e et e et e st e et e e ssaeenbeebeeenbeeseeenbeenseesnneenseens 3-20
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POLICY-INAP TENAIME ...eeeiiiiiieiiieitieite ettt ettt et et e et et e et e e stte st e e bt e enaeebeesneeenseennes 3-21
0 0) o OSSR UUUSRRPRRRRPR 5-37
POTE JACPIMOMAE ....eiieiiiiciiecee ettt e et e e e e eaa e e e e e e enreeesneeeenseeens 2-64
POrt 1acpmOde All .......ooiiiiiiiie e 2-65
port lacptimeout (Global Config) .........ccceeviiiiiiiiiieiieeieeeeee e 2-65
port lacptimeout (Interface Config) .......coevviieeiiiieiiieeeiie e e 2-65
POTE-ChANNEL ...ttt sttt et 2-56
port-channel admMinMOAE ..........c.ceoviiiiiieiiiiiieieeie ettt ee 2-66
port-channel IINKLrap .......coocuiiiiiiiiicce e e e e 2-66
POTt-ChaNNE]l NAME .....ociiiiiieiieie ettt ettt e ebeeaae e 2-67
POTt-ChANNEL STALIC ..veiiviiiiieiiieiieeie ettt ettt e et e e saeeesaeesaeenseenns 2-64
port-channel SYStemM PrIOTILY ....c..ccciiieiiieeiiieeiee ettt e e e e eereeeaeeeeeneeenes 2-67
POTE-SECUTILY ...uvieeiientieieieeieestieeteentteeteestteenteesaeeaseesseeesseeseessseanseessseenseessseanseesssesnseensneenne 2-83
POTt-SeCUrity MAC-AAAIESS ...eviiiiriiiieiiieitieeie ettt ettt et e e beesteeebeesaeeesseessaeenseeseeenne 2-84
port-security mac-address MOVE ........cccueeeiuiieeiiieeiiieeiieeerteeeieeeeteeesreeeereeesereeeseseesseeeens 2-84
POTt-SECUTitY MAX-AYNAIMIIC ...eieivieiiieiieriieeie et eiee et e ete et e sebeeteesabeesseessaeenseesneeenne 2-83
POTt-SECUTTLY TNAX-SEALIC ...uveervreeirierireeieeitieeteesteesteeseessreeseesseeasseeseessseesseesssesnseessseesseensns 2-84
J 0 R 0] 4 L USSP 5-37
Protection-group (CONTIZUIE) .....eeviieiiieriieeiieiieeieeiee st e ettt e et e eeesteebeeseaeeseesaaeenseenens 3-7

Protection-group (INEETTACE) ....ccvieruiereiieriieeieeiie et etee e ettt et sreebe et e esaeessaeenbeesseeenne 3-8

PTOTOCOL SIOUD ..vviiiiiieeiiie et eite et e et e e et e e et e e e teeessteeessbeeesseeessaeesnsseeesseeessseeensseeensseeans 2-25
PIOtOCOL VIAN GIOUP ...eoiiiiiiiiiiieiieeie ettt ettt e e e s e eseeeneeenne 2-25
Protocol V1an Group all .........ccoeviiiiiiiieiiiciee e 2-25
QUL ettt ettt ettt ettt et e e et e et eaa e e a e et e ea e e et e et e enteeh e et e en e e eteenteentenseenteeneeseenneneeneens 4-29
radius ACCOUNTING MOAE ....eovuieiiiieiiieiiieeiieete et ette ettt e ete et eesteebeesteeenbeeseesaaeenseessneenseas 5-29
1adius SETVET AITDULE 4 ....c.eiiiiiiieiiiee ettt 5-30
TAAIUS SETVET NOST .entiiiiiitieie ettt ettt st 5-30
TAAIUS SETVET KEY ..evvieiiieiiieiie ettt ettt et ettt e st e e aeeenaeeseeeaseenseennnas 5-31
radius SETVEr MSZAULN ....cviiiiiiiiiiiicii ettt ettt staeebe e aeeenbeeneas 5-31
TAAIUS SEIVET PIIMATY ..vveeevvieeeiieeireeeteeesteeessseeassseeessseessseessseesssseesssseesssseesnsesesssesenseesnnes 5-32
1adIUS SETVET TEITANSINIL ...eouvirtieieiiiiitieteeit ettt ettt et ettt st s bt et e sbeenees 5-32
TAAIUS SETVET LIMEOUL ...euiitieiieitietiete ettt ettt ettt ettt estesaeesbeentesaeeaeenee 5-32
TEAITECL ..ottt ettt e e e ht e et e e s bt e st e bt e eab e e bt e sabe e bt e eaeeebeesaneenbeeneas 3-18
11S] (07 T OO OSSOSO SRRSO UPPSRI 4-29
10 0T T IS 21 AU 4-29
o101 121 o) 0] | 2SS 5-38
SCIIPE AEIETE ...eeueiieiiieiie ettt ettt et e et e et e st e e teesabeesbeessbeenseesseeesseenseeensaens 5-38
SCIIPE LIS eviintieeiie ettt ettt ettt ettt e ettt este e st e e beesabe e taeeabeesseessseensaessseenseenssennsaans 5-39
SCIIPE SNOW 1.ttt e e e et e e et e e e aaeeeaaeeessaeeensaeeesseeessseeennseeenneeas 5-39
SCIIPE VAIIAALE ...ttt ettt et et e e bt e e b e esaesnbeenseeesseenseens 5-39
STl DAUAIALE ....ooiiiiiiiiii e e 5-6

SETIAL TIMEOUL ...ttt ettt et e st e bt e e it et e e s it e enbeesseeenbeens 5-6

SEIVICE ARCP .eiiiiiiiieiit ettt ettt ettt et e st e e bt e s sbe e beesnbeenbeeenaeenraens 4-42
SCIVICE-POLICY 1.vviiiieiiiietieiie et eete ettt et e et e ste e et e esteeesbeesseessseensaessseesseessseensaessseesseessseensaens 3-21
SEIVICEPOTE 1] 1ueteiutieititetieeite et et te et et e s bt estte et e eteeeat e e beeeabe e beesateenbeesnbeenseesnseenseasneeenseens 5-2

SEIVICEPOIT PIOTOCOL ...eiiiiiiiiieiieeie ettt ettt ettt e et e et eeteesabeenbeessaeensaens 5-3
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SESSION-IIMIL ...vviiiiiieeiee et ettt e e ettt e et e e e etaeeetaeeessaeesaseeesasaeessseeesseeensseessneanas 5-9

SESSTON-TIMEOUL ...eeutiiiiiiiieitte ettt ettt ettt sb ettt eat e e bt e e st e bt e sat e e bt e sabeebeesaneenne 5-9

S€t DOATd AEVICE-TA ...eoiuiiiiiiiiiiei ettt sttt sttt st aee e 4-4

set board sensor threShold ...........cccuiiiiiiiiiiie e 4-4

SCL DOOLSLOPKEY ..vvieurieiiieiieiiteeteeeite ettt er et e et e e bt e e b e esteeeabeesbeeesbeensaessseenseessseenseessseenns 4-31
SET ZATP tIMET JOTI uvvieeiiiieiiieeeiieeeieeesiteeesteeetaeeesteeesseeesseeessseeesseessseesnsseesnseeesnseeensseeans 2-35
SEt GATP TIMET IEAVE ...oeiiiiiiiiiiieiie ettt ettt ettt et e sieeebeesaeeens 2-36
set garp timMer 1€aVeall ........cccieviiiiiiiiiiiii e e 2-36
set gMIP AdMINMOAE ......coccviiiiiiieiiiieciee et eetee e et e et e e e teeesaeeessbeeeenseeessseeessseeesseeas 2-39
set gMIP INLEIFACEMOUE ......eeuieiiieiieiie ettt et ettt e et e e ssaeebeesaee e 2-39
Set GVIP AdMINIMNOAE ...vviiiiiiiieiiieieeciee ettt e ete et e ebeesteeebeessaesebeeseeesseessneensaesseans 2-37
SEt EVIP INLETTACEMOUE ....ocuvvieeiiieciii et ettt e e e e e ebe e e sareeeabeeenaeeennaee s 2-37
SEE IZIMIP .eeeeiieiieeiiietie ettt et e ettt et e eetteebee s st e eabe e steeaseenseeeabeesteenseenseeenbeenseesnbeenseeenseenseenneeenne 2-74
SCE IGMP TAST-IEAVE ..oiiiiiiiiiciieie ettt e s be et e sabeesnaeeabeeaea e 2-75
set igmp groupmembership-INterval ...........cccccvieiiiiieiiiiieiiieee e 2-75
set igMP INETTACEMOMAR ......ocvuieiiiieiieiie ettt ettt s esaaeebeesaee e 2-74
SCt IZMP MAXTESPONSE ...eevveerrrerereerieensreesseessteeseensseaseessseasseessseesseessseesseessseesseesssesssessseans 2-76
SEt 1IZMP MCILIEXPITEHIIME ...vvieeiiieeiieeeiieeeiieeeitreesitreeeaeeesseeessseeessseeassseesssseeessseesnsseesnsees 2-77
SCL IZIMP MITOULET ..eevvieiiieiieiiieetieeteeteesteeteeseteeteesteessseesseesnseeseeesseeseesnseeseesnsesseesnseenne 2-77
set igMP MIOULET INEETTACE ......ccuiieiiieiiiieiieeie ettt ettt et e e ebeesaeebeessseenseesanaens 2-717
SEE IZIMNP QUETICT ..eeuvvieeiiieeieieeeitieeetteeeteeesseeeasseeessseeessseeesseeessseessseeessseeessseesssseesnsseesnsseenns 2-80
set igmp querier election PArtiCIPALE .........cceerveeiiierieeiieerie et eiee et eee bt seeeeeeeeaee e 2-81
set igmp querier QUETY-TNEETVAL .....c.ccciiiiiiiiieiieeie ettt enee e 2-80
SEt 1IZMP QUETICT tIMET EXPITY ..vveeerrreerreeriureesreeesreeesseeessseesssseessseesssseeessseesssseesssseesssesenns 2-81
SEt IZMP QUETIET VETSION ...vveeuvieeieeiieieeeteentteenseenseeasseesseesseesseeasseesseesseesseesnseesseessseesseenns 2-81
108 01 10) 111 ] AT ST RUPPRRRTRRRRRTR 5-40
SNOW ACCESS-LISTS ..utiiiieiiie ittt st ettt 3-34
SNOW ACI-EFAPLIMET ...eoiiiiiieiiiieiiecie ettt ettt e esbe e bt e enbeenseesneeenne 3-32
ShOW AdVEITISE SPEEA ....viiiiieiiieiiieieeieei ettt ettt e et e e beebeessseessaeeaseeseanes 2-4

SROW QTP SWILCR Lottt e st e e s sreeesnbeeesnseeenaeeens 4-5

SHOW AtCA CKEYING ..veiiiiiiiieiiieie et ettt et be e s eeseesnaa s 4-4

ShOW QULhENTICATION ...eutiiiiiiiieiiiie et sttt et sb et s 2-46
ShOW aUtheNtICAtION USETS ......eiiuiiiiiiiiiiiieie ettt ettt st 2-47
Show boardinfo addreSs .........ccceevuiriiriiiiiiec e 4-19
show boardinfo amc CONNECHION .......c.coeiieiieriiiiiieiieeie et 4-19
show boardinfo amC fIU .....cocuiiiiii e 4-19
show boardinfo amc IPMIAEV .......cceeeiiiiriiiiiiieeie e 4-19
Show boardinfo @VENt-10Z ........ccccciieiiiiiieiiecieee e e 4-18
ShOW boardinfo fIU ........oiiuiiiie e e 4-19
Show boardinfo IPMIAEV ......c.coouiiiiiiiiiiii e e 4-19
ShoW b0oardinfo POSI-STATUS .....ccueeriieiiieiiieiiecie ettt ettt ettt eebeeseaeeese e nee e 4-17
ShOW b0oardinfo SENSOTS ......ccuiiiiiiiiiiiiiiti ettt et st 4-17
show boardinfo UPdate-StatUS ..........ccceevieriieiieiiieieee ettt 4-18
ShOW D0Ardinfo VEISION ......c.coiuiiiiiiiiiiieeieeee ettt 4-18
SHOW DOOTVAT ....viiiiiiieiee ettt e e e e e et e e etae e eabaeessseeessseeessseeensseaans 4-4

SNOW CLASS-TNAD ..eieuiiiiiiieiie ettt ettt ettt ettt e et e e s e esbeeseesaseeseesnseenne 3-22
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show classofservice dotIP-MAapPPINg ......cocveevieriiiiiieiieeie et 3-4
show classofService ip-dSCP-MAPPING ....cc.eerviieiieriieiieiieeieeee ettt see e e seeebeesseeeeaeens 3-5
show classofservice ip-precedence-mMapPing .......ccccveeevveeeereeeiieeeiuieesieeesreeesreeeseveesnnes 3-5
ShOW ClasSOTSEIVICE IUST ..ecvviieiiieeiiiceiie ettt et eeaae e e aaeeeanaeas 3-5
SHOW QIfFSEIV ..ottt ettt sttt et 3-23
SHOW dIfFSEIV SETVICE ..eoutiiiiiiiieiiieie et e 3-25
Show diffServ Service DIief .......ccoooiiiiiiiiiie e 3-25
SHOW dOS=CONIOL ..ottt st 2-100
ShOW dOtTQ-tUNNEL .....ooiiiiieie e e e e ebe e e 2-30
SHOW AOTIX .ttt sttt ettt b ettt e e 2-47
SHOW OLIX USETS ...ttt ettt sttt e e e as 2-49
ShOW AVIAN-tUNNEL .....ooiiiiiiie et 2-31
SHOW EVENLIOE ..ottt ettt et sttt e s e et e e s aaeenbeesnaeensaens 4-6
show forwardingdb agEtiME ..........cceeviiiiiiiiiiiciieie ettt 2-101
] S0 LA 2 1 o SRR 2-37
ShOW @MIpP CONFIGUIALION ....ooiuiiiiiiiiiiiiieeie ettt st saae e 2-39
ShOW GVIP CONTIGUIATION ....veiiiiiiiiieiiieiie ettt et et e e teeesbeessaeenseens 2-38
SHOW MaATAWATE ......eeiiiiiii ettt et 4-6
SHOW NOSES ..ottt ettt et sttt et 4-50
SHOW IZMPSNOOPING ...oievviiiiieiieiiieiieree et estteeteesteeeteebeesbeebaessseesseesseesssaesseessseensaesssaans 2-78
show 1gmpsnooping Mrouter INLETTACE ........ceeevvieeiiiieriiieeiiee et e e 2-79
show igmpsnooOPINg MIOULET VIAN .......ccceciiiiiiiiiiieiieiiieiieete ettt eaae e 2-79
ShOW 1ZMPSNOOPING QUETIET ...eeeviieeiieiiieiiieitieeteerieeeteeseesreeseesteeesseesseessseeseessseesseessseans 2-82
SHOW TNEETTACE ..ottt et 4-7
Show Interface Ethernet ..........cocoviiiiiiiiiii e 4-8
ShOW INEETTACES COSQUEUEL ...ooviiiiieiiieiieiiieieecte et ettt eete et eesbeesteesebeenbeessseeseesasaans 3-6
Show Interfaces SWItCAPOTL .......c..oieiiiiieiiiieeie e 2-35
SHOW 1P ACCESS-LISES ...uviiniiieiiieiie ettt ettt et e et esbeeaeesnbeeseeas 3-33
ShOW 1P AhCP DINAING ..o.oviiiiiiiieie e ere et sb e s e eeaeens 4-44
ShOW 1P dhCP CONTIICE ..o e e 4 -46
ShOW 1P Ahep fIlEETING ....viiiiieiiecie et 4-47
show ip dhep global configuration ............cccceeecueeriiiiiierienie et ens 4-44
show ip dhep pool CONfIGUIAtioN .........cceieeiiiiiiiiciie e e 4-44
ShOW 1P dhCP SEIVEr StALISTICS ..ievviiiiiiiieiiieiie ettt ettt seeenaeens 4-45
SHOW 1P SSI ot et ettt et ta e e b e ebeeeraeeraens 5-12
SNOW IPVO ACCESS-TISS ..uvviieriiiieiiie et ettt ettt e e e et e e e aee e esbeeeenseeesaseeenseeensneas 3-36
SHOW KEY-TEALUIES ...c.viiiiiiiiiiieeie ettt ettt et e et e et e ssaeesaeas 4-32
SHOW 1ACP ACLOT ..evviiiiieiieciie ettt ettt ettt e bt e tee et e esbeessbeensaeesbeesseessseensaens 2-67
SNOW JaCP PATTNET ..eceeiieeiiieeie ettt ettt e et e et e e eraeeeareeeeasaeesnseeennseas 2-67
SHOW LLAD ettt et ettt ettt e et e e b e et e e nb e b e enaeebaens 2-88
SHOW 11dP INEETTACE ....viineiieiiieiie et et eesaeenna s 2-89
ShOW 11dP 10CAI-AEVICE .....eeeeiiieiiiecie et e e s 2-91
show 1ldp local-device detail ..........c.coociiiiiieiiiiiiieiieee e 2-91
SHOW 11D MNEA ...ttt et ettt ebe e sae e sbeebeessseensaens 2-94
ShOW 11dp Med INLETTACE ...c..eeeuiieiiieiiee e 2-94
show lldp med local-device detail ...........ccooiieiiiiiiiiiiiiieceee e 2-95
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show 1ldp med remMOte-AEVICE .......c.eeiuiiiiiiiiiiieiiiee e 2-96
show lldp med remote-device detail ..........ccoooviieiiieiiiriiiiiieeeeee e 2-97
ShOW 11dp T€MOLE-AEVICE ....vvieeiiieeiiieciie ettt et e e e e aaee s 2-90
show lldp remote-device detail ...........coccooiiiiiiiiiiiiee e 2-90
SNOW 11AP STALISTICS ..veevvvieiieriiieiieeiie et eete ettt e ettt e et e et e ebeeteeesbe e saeesseenseessseenseessseenns 2-89
SHOW TOZEINE ..eviieiiieeie ettt et e et e et e e et e e sataeesabeeessseeenaseeenaeaens 4-22
ShOW 10ZZING DACKLIACE .....eoiivieiiiiiieiieeeee ettt st 4-24
ShOW 10@gING DUTTEIE ......ooouiiiiiieiieiee e e ees 4-23
ShOW 10ZZING AIAZ-TEPOTL ....eeiiiiieiiiieciie ettt e e e et e e e e esaae e sseeeenree s 5-40
ShOW 1OZZING EITCOUNTET ....ccuvieiiiiiieiieeiieeie et eette et eiee et e et e et esteeebeeseesnseensaeeaseeaeenns 4-24
SHOW 1OZZING NOSES ...eeeiiiiiiieiieiie ettt ettt e et s be et e esseesseeeaseeseanes 4-23
ShOW 10ZZING trAPIOZS ..veieieiieeiiieeiie ettt ettt e et e e et ee e sbeeessbeeesareeesneeens 4-23
SNOW LOZINSESSION ....eeiiiiiiieiiieiieciie et ete ettt e stte et esieeeateebeeenbe e seesnseenseesnseenseesaseenne 5-14
SHOW MAC ACCESS-LISS ...eeueiiiiiieieiiieit ettt ettt et sbe et s seeens 3-29
show mac-address-table EMIP ......cc.ceeciiieeiiiiiiieecee e eas 2-40
show mac-address-table iZMPSNOOPING ....c.eervreriieriieeiieriienieeiteete et siee b seeeeeeeaee e 2-79
show mac-address-table MUItICAST .........ccceiiirieiiiiiereeeeeeee e 2-102
show mac-address-table StatiC ...........ccooiiiiiiiiieiiieee e 2-73
show mac-address-table statiCfiltering ............ccoocievieiiiiiienieeeeeee e 2-73
show mac-address-table SAtS ...........cccooiiiiiiirieeeeee e 2-102
ShOW MAac-addr-table ..........cocioiiiii e 4-14
SHOW MONIEOT SESSTON ..eeiiiiiniiiiieitiete ettt sttt ettt st et st sbe e bt et e sbeeteeatesaeens 2-70
SHOW NEEWOTK ...ttt ettt ettt sttt sae e b e 5-4
show passwords CONTIGUIALION .....c..eeeiiiieiiiiiiiieeciee et et esaeeeenbee e 5-20
SNOW POLICY-TNAD ..ivviiiiieiieiie ettt et ettt e et e et e sabeenbeesnbeenseesnneenne 3-23
ShOW POLICY-MAP INEEITACE ....eieviieiiiiiieiiieiiece ettt et be e nee e 3-25
SROW POTE .ttt e e et e e eaae e e aae e e saeeeasaeesnsaeessseeessseeennseeesseenns 2-6
SNOW POIt PIOTOCOL ..ottt ettt et ettt e et e st e essaeenbeeaeenes 2-6
ShOW POTt-ChANNEL ......cviiiiiiiiiii ettt et st ebe b e 2-68
Show port-channel Brief ..........ccooooiiiiiic e e 2-68
show port-channel SYStem Priority .........ccccceerieriiieiiienieeiieie et 2-69
SNOW POTE-SECULILY ...veivviiiieiiiieiiesiie et eet e et et e e teestteesbeesteeesbeesseeesseensaessseenseessseenseessseenns 2-84
ShOW POTt-SECUTILY AYNAIMIC .c.vviieiiieeiiieeiie ettt ettt e et esree e sibeeesnseeesareeesseaens 2-85
ShOW POTt-SECUTILY SEALIC ...eevuvieiieiiieiieiieeieeet ettt ettt et e et eebe et e saseeseeeneeenne 2-85
ShOW POIt-SECUTItY VIOLAtION ...cviiiiiiiiiiiiiiiieiie ettt ettt eae s e 2-85
SHOW PIOTECION-ZIOUD ..eeeiiiiieiiiieiiieeeiieesteeeeteeesteeetreeesaaeeesreessseeessseeensseeessseeensseesnsseeas 3-7
SHOW TAAIUS ..ttt et sttt st b e et sbe et e 5-33
ShOW TadiUS ACCOUNTING ....vviiiiieiieiiieiieeie ettt ertee ettt e eteebeeeereesteesbeesbeessseensaeenseeseanns 5-33
SHOW TAAIUS STATISTICS ..vviiuiieiiieiiiei ettt et sttt s e e 5-34
ShOW TUNNING-CONTIZ ...eviiiiiiiieiieiie ettt ettt st e et e e enseeeaae e 4-15
SHOW SETTAL ...ttt ettt ettt et et b e et ene et e 5-7
SHOW SEIVICE-POLICY .eiiiiiieiiieeiiieeie et ettt e e et e e et ae e s e e s nseeessraeesnseeensees 3-26
SNOW SETVICEPOTT ..evviiiiieiieiiiiette sttt ettt et e et e et estte e bt esteesabeebeeesse e saesnseenseesnseenseesnseenne 5-5
ShOW SNMPCOMIMUNILY ...uvieiiiieiieriieeiieeiie et eriee et esteeereeteeseaeesbeessseesseessseenseeseessseenseensns 5-27
SNOW STIMPLTAD ...etieniieeiiieiie ettt ettt et s bttt e et e et e eabe e bt e saeeenbeesaseebeanns 5-27
SROW SIIED .ottt ettt s e et e et e et e e bt e e b e e teeenbe e bt e snbeenseeenaeenne 4-35
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SHOW SIEP CLIENE ..ottt ettt et e e 4-35
] TN 111 o IS ) SRS 4-35
SNOW SPANMINZ-LIEE ....veeeiiieeiiieeiiieeiieeeiee et e et e et e e e stteeetaeestaeesssaeessseeessseeessseeensseesnsees 2-15
ShOW SPanNING-tre€ DIIET .......c.oooiiiiiiiiiiie e e 2-16
ShOW SPaNNING-tree INLETTACE ....c.veveriiiieiiieeiieeeie ettt e e et eeaee e es 2-16
show spanning-tree mst port detailed ..........ccoevvieeiiieeiii e 2-17
show spanning-tree mst POrt SUMIMATY ........cc.eerieriiienieeiiieniee et eiee e esieeseeesieeeseeeeeesaeeas 2-18
show spanning-tree MSt SUIMMATY .......cccueeeiureeriuieerieeenieeeriteesaeeesseeessseeessreesssesssseeesseens 2-18
ShOW SPANNING-tree SUMIMATY .....oeeeriiieeitreeeieeenieeesteeesteeesreesseeeeseeessseeessseessseesseeesseens 2-19
ShOW SPANNING-TrEE VIAN .....eoiiiiiiiiiiiiiiecieeeee ettt ettt e ens 2-19
ShOW StOTM-CONTIOL ...eeiiiiiiiiiiic e e 2-55
ShOW SWItChPOTt PTOtECIEA .....eeeiiieeiiieciie e e e e 2-35
SHOW SYSINTO .oeueiiiiiiiii ettt et ettt e et e s e ebeesabeenbeesnaeenbaens 4-16
SHOW TACACS ...ttt ettt sttt ettt st e s e ens 5-37
] 0N (ST B 1103 010 ) ARSI 4-16
SHOW TEINET ....oviiiie ettt ettt et sttt 5-10
SHOW tEINETCOM ...eiiiiiiiiiiiiie ettt et 5-10
show terminal 1eN@th .........cccuiiiiiiiie e e 4-17
SHOW trAPTIAZS ..eeeiiieiiietiee et ettt et e et et e e et e b e naeenreens 5-28
SROW USETS ..ttt ettt ettt e bt e sat e et eesate et e sbeeebeens 5-18
SHOW USETS ACCOUNLS ...c.utiiiiiiiieiiii ettt ettt ettt ettt e e bt e s it e ebeesaeeens 5-18
Show uSers aUtheNtICATION .......ccueviiriiiiiiiiieiiere ettt 2-49
SPOW VETSION ..ttt ettt ettt et e sbt e et e e s ba e et e sbeesareens 4-6

SHOW VIANL ..ottt ettt ae e 2-27
ShOW v1an assOCIAtION MAC .....cc.eviiriiriiriieieiierie ettt sttt s 2-29
Show vlan assoCiation SUDINET .........cc.eeruirieriirieiierieee et 2-29
ShOW VIAN DIIET ..o 2-28
SHOW VIAN POTT ..eiiiiiiiieiece ettt ettt e e e et e e beebeessseesaens 2-28
SHOW VOICE VIAN ...oiiiiiiiieieee ettt sttt 2-32
SHULAOWIL ..ttt ettt e et e sbeeeateens 2-4

SHULAOWINL @11 ..ottt 2-5

SNMP AP HINK-SALUS ...eoviiiiiiiiiiiieie ettt ettt e e tee e beebeeesseesaesnneas 5-26
snmp trap HNK-status all ........c.ooooiiioiiieeee e e e 5-26
STIMIP=SETVET ..veeeuereeeuereerutreentteesiteeenuseeensaeessseessseeeasseeessseeessseessseessseesnsaeesnseeesnseesnnseesnnsens 5-21
SNMP-SETVET COMIMUINILY ..eeeuevieeiieeeireenereenteeesueeenereeansseesseeessseesssseesssseessssesssssessssessssees 5-21
snmp-server CommMUNItY 1PAAAL .....ccviiiiiiiiiiccie e 5-21
SNMP-SErVer COMMUNILY IPMASK ...ocviiiiiiiieiieeiieiie ettt et ere e e eseeeaaeens 5-22
SNMP-SETVEr COMMUNILY TMOAE ..veieviiiiiieiiieiiieiieeieeeieeteeeteeteesteeebeesseessseeseessseenseessseans 5-22
SNMP-SETVET COMMUINIEY TO ..vvveeirieeiieeatreeaireesueeesseeessseeessseesseeessseeesssesessseesssseessseeesssees 5-22
SNMP-SETVET ENADIE tTAPS ...evieiiiiiieiieiie ettt ettt et e e e sbeessaeensaens 5-23
snmp-server enable traps HNKMOAE .........coovviiiiiiiiiiiiiicicce e 5-24
snmp-server enable traps MUITTUSETS ....c..eeccvveeeiiieeiiieeeiee et eveeeeree e es 5-24
snmp-server enable traps StPMOAE .........cecuieruiiiiiiiiiiiiieie e 5-24
snmp-server enable traps VIOIAtION ..........ccocviiiviieriiiiiienieeie et 5-23
7 000] 010 ¢ 1 o SO OO O ST TT P ROPPRP 5-25
] 100] 013 ¢ 1 o S OO 5-29

Page C - 17 AT8030 CLI Reference Manual



AT8030

-

SNMPLEAP TPAAAT .ottt ettt ettt e ettt eeaeeenee 5-25
0000 o)1 -1 015111016 [P SRRSUSRRRP 5-26
0000 o]0 : 1o I A 101 U 1oz 1 o) s ST 5-29
SNMPLLAP SIMPVETSION ..eneiieuiieiieeiieriieeteestteeteestteeteesaeeeteesseeeseesseeeseesseeenseessneenseesseeans 5-25
sntp broadcast client poll-INtETVal ..........ccccvieiiiiiiieiiieiiee e 4-32
SIEP CHENT MOAE ....eiiieiiieeciee et ete e e e e e e e e ta e e eraeeesbaeesnseeesnseeensseeens 4-32
SIEP CLIENE POTT ittt ettt ettt et et e et e et eeateebeesneeeseeeneeenne 4-33
sntp multicast client poll-INtErVal ..........cceovvieiiiiiiiieiieie e 4-34
) 118 0 7<) PSPPSR 4-34
sntp unicast client poll-INtETVal .........ccooociiiiiiiiieieee e 4-33
SNtP UNICASt CLIENE POLI-TEIIY ..vieveiieiiieiieeiieie ettt re et eesteeeabeeeee e 4-34
sntp unicast client POl-tIMEOUL ........ccciiiiiiiieiiieeiie e e e eree e 4-33
SPANMINZIEE ...eeuviieutieieieetieriieeteestteeteestteasteessteeaseeteessseeseessseesseessseensaessseanseesssesnseenssennne 2-7

SPanNING-tre€ BPAUTIILET .....ccveeiiiiiiiiiiciee et es 2-7

spanning-tree bpdufilter default ............coccoiiiiiiiiiiii e 2-17

spanning-tree bPAuflood .........cccoieiiiiiiiiiieie e et 2-8

SPANNING-tre€ BPAUZUATA ........oovuiiiiiiiiieiieie ettt ae e eeseneenseesaaa e 2-8

spanning-tree bpdumigrationCheck ..........ccuiiveiieiiiieiiice e 2-9

spanning-tree CoOnfiguration NAIME ..........c.cevuieeiiieriienieeniie e eiee et esiee e e eereeseeeeseenaeaees 2-9

spanning-tree CoONfiguration TEVISION .........cccccvveeriierieerieenieeiieesieeereenseesseesseessseenseessseenne 2-9

000 1V Fea § (SIS Te LS 010 AU 2-9

SpanNIng-tree fOrward-time ..........cccoevieriieiiieiie et 2-10
SPaNNING-tre€ NellO-tIME ......c.ccoiiiiiiiiiiiiiieiie ettt e et eabeeaee e 2-11
SPANNINZ-TTEE NAX-QZEC ..veeevvreerrrrearureerrreesseeesseeessreesseeesseesssssesssssesssseessssessssesessseessssess 2-11
SPANNING-TrEE MAX-NOPS ..viiiiieiiiiiiieiie ettt ettt ettt e s e e beesaae s b e e ssaeenseenaeeens 2-11
SPANNINZ-TIEE TNIST ...vveeiiieeiiieeiiieerteeerteeeitteeetteeeteeesseeesaseeesseessseesnsaeessseeesnseessnseesnsseesns 2-12
SPANNINZ-TrEE MST INSTANICE ..veeeviieeiiiieeiiieeitieeeiieeeiteeeeteeesteeesreeessseeessseeensseeesseeesseesseeas 2-13
SPANNING-TIEE MSE PIIOTILY ..eeuvrereiieiieeiieeitieeieeteesteeteesteesteestteeseessaeeseesseeenseessneeseenseeans 2-13
SPANNING-Tre€ MSE VIAN ...ooiiiiiiiiiiiiiii ettt e e e eeaeee s 2-13
SPANNING-TrEE POTT MNOAE ....vvieeeiiieiiieeeiiieecieeertee et e e erteeerteeetaeeesaeesssaeessseeesssaeesnseeensseeas 2-14
spanning-tree port Mode all ..........ccoooiiiiiiiiiiiii e 2-14
SPANNING-tre€ TOOLZUATA .....ooiiiiiiiiiieiiieeii ettt ettt et e et e e ae e teeebeeseessseessaeeaseeseanns 2-14
] 0L« AU 2-5

SPEEA AL .o ettt et e b e et esnbeeteeenee e 2-5

SSNCON MAXSESSIONS ...euveieiiieieeiieetiete et et te sttt e st et e et e sae et e eatesae e besntesaeebeeneesbeenseensesaeens 5-12
SSRCOMN tIMEOUL ...eiiiiiiiiie et sttt e 5-12
StOrmM-CONLIOl BrOAACAST ....cueiuiiiiiiiiiiiiieitetcee et 2-50
storm-control broadcast all ............cooiiiiiiiiiiieeee e 2-50
storm-control broadcast all [evel ... 2-51
storm-control broadcast IeVEl ..........ccccioviiiiiiiiiciieee e 2-50
Storm-control flOWCONIOL ........cooiiiiiiiiiiiiieee e e 2-54
StOrm-CONtrOl MUITICAST .....eiiiiiiiiiie e 2-51
storm-control Multicast all ............ccooiiiiiiiiiiii e 2-52
storm-control multicast all [eVel .........ccooiiiiiiiiii e 2-52
storm-control Multicast IEVE] ..........cccviieiiiiiiiiice e 2-52
StOTM-CONLIOL UNICAST ....eviiiiiiiiiieitieie ettt sttt 2-53

|

AT8030 CLI Reference Manual Page C - 18




AT8030

StOrm-coONtrol UNICASE All ........oiiiiiiiiiiiie e e e e 2-54
storm-control unicast all LeVEl ...........cccoeiiiiiiiiiiiiiicce e 2-54
Storm-control UNICASt IEVE] ......ooouiiiiiiiiii e 2-53
switchport protected (Global Config) .......cccceciriiiiiiiiiiiniiiceee e 2-34
switchport protected (Interface Config) .......ccooccveeiieiiieiieniieieeeeeee e 2-34
tACACS-SETVET NOST ....tiiiiiitiee ettt ettt st 5-35
tACACS-SETVET KEY .neiiiiiitieiit ettt ettt ettt ettt e et aeeeabeeeaeeenees 5-35
tACACS-SEIVET tIMEOUL ....eeiiiiiiiiiiiiii ettt ettt ettt st e et e et e b sateesbeeeaee e e 5-36
175] 12 1S AT PRUPRRRTRRR 5-7

teINETCON MAXSESSIONS ..e.vvieiieiiiieiieeiieeiterite et et e et e eteesiee et e e seeeeabeeseeenbeeseessseenseessnesnseas 5-9

tEINETCON LIMEOUL ...eutieiiiiieiieieite ettt ettt ettt et sbe et st e bt enneeneeees 5-10
terminal 1ENEtH ........ooiiii e e e 4-17
19100110101 OO OO R PSRRI 5-37
ETACETOULE ...ttt ettt ettt et e bttt e sb e et e bt e eat e e bt e sbb e e bt e saeeeabeesaneeabeennees 4-25
LN (O 1 T2 oL PSR 3-4

tranSPOIt INPUL TEINET .....ooviiiiiiiiieiie ettt ettt et e e e et sebeeaeeeneas 5-8

tranSPOIt OULPUL TEINEGE ....c.viiiiiiiiiiiieiieeie ettt et ebe et e e etaesebeenseeesseenes 5-8

USETS AefAUILIOZIN .....eeiiiiiiiii e ettt e e en 2-46
USEIS LOZIN 1.ttt st e et e et eeabe e taeenbeeaeeenbeensaeeaneenseenneas 2-46
USETS NAITIC ...eiiiieeiiteeeitteeeiteeenitee ettt eeabteeeabeeeeabeeesabeeeeabeeebbeeeabteesabeeesabeeesabteesabeeesuneesaneeenan 5-15
users name <username™ UNIOCK .........cooiiiiiiiiiiiiiii e 5-15
USEIS PASSWA .vieiiieiiieeiieetieeie et et e et et e et e e tte et e e saeessteenbeesaaeenseessaeenseenaeeenseensaesaseeseeennes 5-15
users passwd <username™> encrypted <pasSWOrd™ ..........ccccoeveieviierieniiienienie e 5-16
USETS SNMPV3 ACCESSIMOME ...eieuiiiieiiiieiiieeiieeeieeeeieeesteeesteeeaaeeetreesseeeesseesssseeessseesnsseenns 5-16
users SNMPV3 AUtHENTICATION ......eeuieeiiieiieiieeiieeie ettt ettt e et e eaeenbeennees 5-17
USETS SNMPV3I CNCTYPLION .evierviieirieriieerierteeeteenteeeiteesseeesreesseesseeseessseesseessseesseessseenseessseenns 5-17
VI <ottt ettt ettt e bt e ettt e s ate b eneas 2-20
VIAN ACCEPHITAME ..evviiiiieiiecie ettt ettt e b e e ssaeebeeaeeennes 2-20
V1an aSSOCIAtION MAC .....ivuieiiiieitieiiete ettt ettt ettt st ettt e et e bt eatesaeebeentesaeenneeneeneas 2-27
vian assOCIAtION SUDMNEL .........coiiiiiiiiiiiiiie ettt ettt et 2-26
VIAN dATADASE ...cviiiiiieiieeieee e ettt e enees 2-20
VIAN INZIESSTIITET ..oovviiiiieiieeie ettt be e eebe e seesebeeseeennas 2-21
VIAN MAKESTATIC ...eeiiiiiiiiiiiee et ettt 2-21
VI NAINE ..ottt sttt et h ettt b b et nnes 2-21
VIAN PATtICIPALION ....viiiiiiiiieiiieeie ettt ettt et e st eebeesteeebeessaeesbeessaeenseessaessseenseensnas 2-22
vian participation all .........ccoooiiiiiiiiiie e e 2-22
vlan port acceptframe all ...........oooieiiiiiiiiii s 2-22
vian port INGressSTilter all .........ccooiiiiiiiiieie e 2-23
VIan port PriOTILY @1l ..o..oeiiiiieiieeee e et 2-33
VIAN POTt PVIA @11 ..eeeieiiiiiee e 2-23
vian port tag@ing @ll ........ccoociiiiiiiiiieii e 2-24
VIAN PIIOTIEY 1eeniviiiieiieeiee ettt e ettt e e st e e et e e et e e e taeessbeeessseeesseesssseesnsseesnsaeensseeensseesnnns 2-33
V1AN PIOtOCOL STOUP ..eoviieiiiiiiieiieeie ettt et ettt e et e e beesaeeense e seesnseeseeennes 2-24
vlan protocol group add ProtoCOl .........cceeciieiiiiriiiiiieiieeie e 2-24
vian protocol SrOUP TEIMOVE .......eciuiiiuiiiiieiiietieeiie ettt ettt et esieeebeesseesateebeeeaeeeneeas 2-25
VIAN PVIA 1ottt ettt ettt ettt e bt e enbe e teeeaaeenbeeneas 2-26

Page C - 19 AT8030 CLI Reference Manual



AT8030

-

VIAN LAGZING ..ottt ettt et ettt e et e e bt e st e e beesnteebeesneeeteens 2-26
voice vian (Global Config) .......ccceviiiiiiiiieiieieeie ettt eeaens 2-31
voice vlan (Interface ContiZ) .....ceeeviiieiiiieiiece e 2-32
VOICE VIaN data PIIOTILY ..ocveeiiiiiiiiieeiie ettt ettt ettt et eeeeaeeens 2-32
WITEE TNICITIOTY ..euvvieiuerieeeeeeetteeniteeennseeeeseeesseeeanseeessseeensseeasseesssseessseesnsseesnsseesnsseenssesnnsenns 5-20

|

AT8030 CLI Reference Manual Page C - 20




	Revision History
	Imprint
	Disclaimer
	About This Book
	How to Use This Document

	Proprietary Note
	Trademarks
	Environmental Protection Statement
	Explanation of Symbols
	For Your Safety
	High Voltage Safety Instructions
	Special Handling and Unpacking Instructions
	General Instructions on Usage

	Two Year Warranty
	1. Using the Command-Line Interface
	1.1 Command Syntax
	1.2 Command Conventions
	1.3 Common Parameter Values
	1.4 Slot/Port Naming Convention
	1.5 Using the “No” Form of a Command
	1.6 FASTPATH Modules
	1.7 Command Modes
	1.8 Command Completion and Abbreviation
	1.9 CLI Error Messages
	1.10 CLI Line-Editing Conventions
	1.11 Using CLI Help
	1.12 Accessing the CLI

	2. Switching Commands
	2.1 Port Configuration Commands
	2.1.1 interface
	2.1.2 auto-negotiate
	2.1.2.1 no auto-negotiate

	2.1.3 auto-negotiate all
	2.1.3.1 no auto-negotiate all

	2.1.4 advertise speed
	2.1.4.1 no advertise speed

	2.1.5 show advertise speed
	2.1.6 description
	2.1.7 mtu
	2.1.7.1 no mtu

	2.1.8 shutdown
	2.1.8.1 no shutdown

	2.1.9 shutdown all
	2.1.9.1 no shutdown all

	2.1.10 speed
	2.1.11 speed all
	2.1.12 show port
	2.1.13 show port protocol

	2.2 Spanning Tree Protocol (STP) Commands
	2.2.1 spanning-tree
	2.2.1.1 no spanning-tree

	2.2.2 spanning-tree bpdufilter
	2.2.2.1 no spanning-tree bpdufilter

	2.2.3 spanning-tree bpdufilter default
	2.2.3.1 no spanning-tree bpdufilter default

	2.2.4 spanning-tree bpduflood
	2.2.4.1 no spanning-tree bpduflood

	2.2.5 spanning-tree bpduguard
	2.2.5.1 no spanning-tree bpduguard

	2.2.6 spanning-tree bpdumigrationcheck
	2.2.7 spanning-tree configuration name
	2.2.7.1 no spanning-tree configuration name

	2.2.8 spanning-tree configuration revision
	2.2.8.1 no spanning-tree configuration revision

	2.2.9 spanning-tree edgeport
	2.2.9.1 no spanning-tree edgeport
	2.2.9.2 no spanning-tree forceversion

	2.2.10 spanning-tree forward-time
	2.2.10.1 no spanning-tree forward-time

	2.2.11 spanning-tree hello-time
	2.2.11.1 no spanning-tree hello-time

	2.2.12 spanning-tree max-age
	2.2.12.1 no spanning-tree max-age

	2.2.13 spanning-tree max-hops
	2.2.13.1 no spanning-tree max-hops

	2.2.14 spanning-tree mst
	2.2.14.1 no spanning-tree mst

	2.2.15 spanning-tree mst instance
	2.2.15.1 no spanning-tree mst instance

	2.2.16 spanning-tree mst priority
	2.2.16.1 no spanning-tree mst priority

	2.2.17 spanning-tree mst vlan
	2.2.17.1 no spanning-tree mst vlan

	2.2.18 spanning-tree port mode
	2.2.18.1 no spanning-tree port mode

	2.2.19 spanning-tree port mode all
	2.2.19.1 no spanning-tree port mode all

	2.2.20 spanning-tree rootguard
	2.2.20.1 no spanning-tree rootguard

	2.2.21 show spanning-tree
	2.2.22 show spanning-tree brief
	2.2.23 show spanning-tree interface
	2.2.24 show spanning-tree mst port detailed
	2.2.25 show spanning-tree mst port summary
	2.2.26 show spanning-tree mst summary
	2.2.27 show spanning-tree summary
	2.2.28 show spanning-tree vlan

	2.3 VLAN Commands
	2.3.1 vlan database
	2.3.2 network mgmt_vlan
	2.3.2.1 no network mgmt_vlan

	2.3.3 vlan
	2.3.3.1 no vlan

	2.3.4 vlan acceptframe
	2.3.4.1 no vlan acceptframe

	2.3.5 vlan ingressfilter
	2.3.5.1 no vlan ingressfilter

	2.3.6 vlan makestatic
	2.3.7 vlan name
	2.3.7.1 no vlan name

	2.3.8 vlan participation
	2.3.9 vlan participation all
	2.3.10 vlan port acceptframe all
	2.3.10.1 no vlan port acceptframe all

	2.3.11 vlan port ingressfilter all
	2.3.11.1 no vlan port ingressfilter all

	2.3.12 vlan port pvid all
	2.3.12.1 no vlan port pvid all

	2.3.13 vlan port tagging all
	2.3.13.1 no vlan port tagging all

	2.3.14 vlan protocol group
	2.3.15 vlan protocol group add protocol
	2.3.15.1 no vlan protocol group add protocol

	2.3.16 vlan protocol group remove
	2.3.17 protocol group
	2.3.17.1 no protocol group

	2.3.18 protocol vlan group
	2.3.18.1 no protocol vlan group

	2.3.19 protocol vlan group all
	2.3.19.1 no protocol vlan group all

	2.3.20 vlan pvid
	2.3.20.1 no vlan pvid

	2.3.21 vlan tagging
	2.3.21.1 no vlan tagging

	2.3.22 vlan association subnet
	2.3.22.1 no vlan association subnet

	2.3.23 vlan association mac
	2.3.23.1 no vlan association mac

	2.3.24 show vlan
	2.3.25 show vlan brief
	2.3.26 show vlan port
	2.3.27 show vlan association subnet
	2.3.28 show vlan association mac

	2.4 Double VLAN Commands
	2.4.1 dvlan-tunnel ethertype
	2.4.2 mode dot1q-tunnel
	2.4.2.1 no mode dot1q-tunnel

	2.4.3 mode dvlan-tunnel
	2.4.3.1 no mode dvlan-tunnel

	2.4.4 show dot1q-tunnel
	2.4.5 show dvlan-tunnel

	2.5 Voice VLAN Commands
	2.5.1 voice vlan (Global Config)
	2.5.1.1 no voice vlan (Global Config)

	2.5.2 voice vlan (Interface Config)
	2.5.2.1 no voice vlan (Interface Config)

	2.5.3 voice vlan data priority
	2.5.4 show voice vlan

	2.6 Provisioning (IEEE 802.1p) Commands
	2.6.1 vlan port priority all
	2.6.2 vlan priority

	2.7 Protected Ports Commands
	2.7.1 switchport protected (Global Config)
	2.7.1.1 no switchport protected (Global Config)

	2.7.2 switchport protected (Interface Config)
	2.7.2.1 no switchport protected (Interface Config)

	2.7.3 show switchport protected
	2.7.4 show interfaces switchport

	2.8 GARP Commands
	2.8.1 set garp timer join
	2.8.1.1 no set garp timer join

	2.8.2 set garp timer leave
	2.8.2.1 no set garp timer leave

	2.8.3 set garp timer leaveall
	2.8.3.1 no set garp timer leaveall

	2.8.4 show garp

	2.9 GVRP Commands
	2.9.1 set gvrp adminmode
	2.9.1.1 no set gvrp adminmode

	2.9.2 set gvrp interfacemode
	2.9.2.1 no set gvrp interfacemode

	2.9.3 show gvrp configuration

	2.10 GMRP Commands
	2.10.1 set gmrp adminmode
	2.10.1.1 no set gmrp adminmode

	2.10.2 set gmrp interfacemode
	2.10.2.1 no set gmrp interfacemode

	2.10.3 show gmrp configuration
	2.10.4 show mac-address-table gmrp

	2.11 Port-Based Network Access Control Commands
	2.11.1 authentication login
	2.11.1.1 no authentication login

	2.11.2 clear dot1x statistics
	2.11.3 clear radius statistics
	2.11.4 dot1x default-login
	2.11.5 dot1x guest-vlan
	2.11.5.1 no dot1x guest-vlan

	2.11.6 dot1x guest-vlan supplicant
	2.11.6.1 no dot1x guest-vlan supplicant

	2.11.7 dot1x initialize
	2.11.8 dot1x login
	2.11.9 dot1x max-req
	2.11.9.1 no dot1x max-req

	2.11.10 dot1x port-control
	2.11.10.1 no dot1x port-control

	2.11.11 dot1x port-control all
	2.11.11.1 no dot1x port-control all

	2.11.12 dot1x re-authenticate
	2.11.13 dot1x re-authentication
	2.11.13.1 no dot1x re-authentication

	2.11.14 dot1x system-auth-control
	2.11.14.1 no dot1x system-auth-control

	2.11.15 dot1x timeout
	2.11.15.1 no dot1x timeout

	2.11.16 dot1x user
	2.11.16.1 no dot1x user

	2.11.17 users defaultlogin
	2.11.18 users login
	2.11.19 show authentication
	2.11.20 show authentication users
	2.11.21 show dot1x
	2.11.22 show dot1x users
	2.11.23 show users authentication

	2.12 Storm-Control Commands
	2.12.1 storm-control broadcast
	2.12.1.1 no storm-control broadcast

	2.12.2 storm-control broadcast level
	2.12.2.1 no storm-control broadcast level

	2.12.3 storm-control broadcast all
	2.12.3.1 no storm-control broadcast all

	2.12.4 storm-control broadcast all level
	2.12.4.1 no storm-control broadcast all level

	2.12.5 storm-control multicast
	2.12.5.1 no storm-control multicast

	2.12.6 storm-control multicast level
	2.12.6.1 no storm-control multicast level

	2.12.7 storm-control multicast all
	2.12.7.1 no storm-control multicast all

	2.12.8 storm-control multicast all level
	2.12.8.1 no storm-control multicast all level

	2.12.9 storm-control unicast
	2.12.9.1 no storm-control unicast

	2.12.10 storm-control unicast level
	2.12.10.1 no storm-control unicast level

	2.12.11 storm-control unicast all
	2.12.11.1 no storm-control unicast all

	2.12.12 storm-control unicast all level
	2.12.12.1 no storm-control unicast all level

	2.12.13 storm-control flowcontrol
	2.12.13.1 no storm-control flowcontrol

	2.12.14 show storm-control

	2.13 Port-Channel/LAG (802.3ad) Commands
	2.13.1 port-channel
	2.13.1.1 no port-channel

	2.13.2 addport
	2.13.3 deleteport (Interface Config)
	2.13.4 deleteport (Global Config)
	2.13.5 lacp admin key
	2.13.5.1 no lacp admin key

	2.13.6 lacp collector max-delay
	2.13.6.1 no lacp collector max delay

	2.13.7 lacp actor admin
	2.13.8 lacp actor admin key
	2.13.8.1 no lacp actor admin key

	2.13.9 lacp actor admin state
	2.13.9.1 no lacp actor admin state

	2.13.10 lacp actor admin state individual
	2.13.10.1 no lacp actor admin state individual

	2.13.11 lacp actor admin state longtimeout
	2.13.11.1 no lacp actor admin state longtimeout

	2.13.12 lacp actor admin state passive
	2.13.12.1 no lacp actor admin state passive

	2.13.13 lacp actor port
	2.13.14 lacp actor port priority
	2.13.14.1 no lacp actor port priority

	2.13.15 lacp actor system priority
	2.13.15.1 no lacp actor system priority

	2.13.16 lacp partner admin key
	2.13.16.1 no lacp partner admin key

	2.13.17 lacp partner admin state
	2.13.17.1 no lacp partner admin state

	2.13.18 lacp partner admin state individual
	2.13.18.1 no lacp partner admin state individual

	2.13.19 lacp partner admin state longtimeout
	2.13.19.1 no lacp partner admin state longtimeout

	2.13.20 lacp partner admin state passive
	2.13.20.1 no lacp partner admin state passive

	2.13.21 lacp partner port id
	2.13.21.1 no lacp partner port id

	2.13.22 lacp partner port priority
	2.13.22.1 no lacp partner port priority

	2.13.23 lacp partner system-id
	2.13.23.1 no lacp partner system-id

	2.13.24 lacp partner system priority
	2.13.24.1 no lacp partner system priority

	2.13.25 port-channel static
	2.13.25.1 no port-channel static

	2.13.26 port lacpmode
	2.13.26.1 no port lacpmode

	2.13.27 port lacpmode all
	2.13.27.1 no port lacpmode all

	2.13.28 port lacptimeout (Interface Config)
	2.13.28.1 no port lacptimeout

	2.13.29 port lacptimeout (Global Config)
	2.13.29.1 no port lacptimeout

	2.13.30 port-channel adminmode
	2.13.30.1 no port-channel adminmode

	2.13.31 port-channel linktrap
	2.13.31.1 no port-channel linktrap

	2.13.32 port-channel name
	2.13.33 port-channel system priority
	2.13.33.1 no port-channel system priority

	2.13.34 show lacp actor
	2.13.35 show lacp partner
	2.13.36 show port-channel brief
	2.13.37 show port-channel
	2.13.38 show port-channel system priority

	2.14 Port Mirroring
	2.14.1 monitor session
	2.14.1.1 no monitor session

	2.14.2 no monitor
	2.14.3 show monitor session

	2.15 Static MAC Filtering
	2.15.1 macfilter
	2.15.1.1 no macfilter

	2.15.2 macfilter adddest
	2.15.2.1 no macfilter adddest

	2.15.3 macfilter adddest all
	2.15.3.1 no macfilter adddest all

	2.15.4 macfilter addsrc
	2.15.4.1 no macfilter addsrc

	2.15.5 macfilter addsrc all
	2.15.5.1 no macfilter addsrc all

	2.15.6 show mac-address-table static
	2.15.7 show mac-address-table staticfiltering

	2.16 IGMP Snooping Configuration Commands
	2.16.1 set igmp
	2.16.1.1 no set igmp

	2.16.2 set igmp interfacemode
	2.16.2.1 no set igmp interfacemode

	2.16.3 set igmp fast-leave
	2.16.3.1 no set igmp fast-leave

	2.16.4 set igmp groupmembership-interval
	2.16.4.1 no set igmp groupmembership-interval

	2.16.5 set igmp maxresponse
	2.16.5.1 no set igmp maxresponse

	2.16.6 set igmp mcrtrexpiretime
	2.16.6.1 no set igmp mcrtrexpiretime

	2.16.7 set igmp mrouter
	2.16.7.1 no set igmp mrouter

	2.16.8 set igmp mrouter interface
	2.16.8.1 no set igmp mrouter interface

	2.16.9 show igmpsnooping
	2.16.10 show igmpsnooping mrouter interface
	2.16.11 show igmpsnooping mrouter vlan
	2.16.12 show mac-address-table igmpsnooping

	2.17 IGMP Snooping Querier Commands
	2.17.1 set igmp querier
	2.17.1.1 no set igmp querier

	2.17.2 set igmp querier query-interval
	2.17.2.1 no set igmp querier query-interval

	2.17.3 set igmp querier timer expiry
	2.17.3.1 no set igmp querier timer expiry

	2.17.4 set igmp querier version
	2.17.4.1 no set igmp querier version

	2.17.5 set igmp querier election participate
	2.17.5.1 no set igmp querier election participate

	2.17.6 show igmpsnooping querier

	2.18 Port Security Commands
	2.18.1 port-security
	2.18.1.1 no port-security

	2.18.2 port-security max-dynamic
	2.18.2.1 no port-security max-dynamic

	2.18.3 port-security max-static
	2.18.3.1 no port-security max-static

	2.18.4 port-security mac-address
	2.18.4.1 no port-security mac-address

	2.18.5 port-security mac-address move
	2.18.6 show port-security
	2.18.7 show port-security dynamic
	2.18.8 show port-security static
	2.18.9 show port-security violation

	2.19 LLDP (802.1AB) Commands
	2.19.1 lldp transmit
	2.19.1.1 no lldp transmit

	2.19.2 lldp receive
	2.19.2.1 no lldp receive

	2.19.3 lldp timers
	2.19.3.1 no lldp timers

	2.19.4 lldp transmit-tlv
	2.19.4.1 no lldp transmit-tlv

	2.19.5 lldp transmit-mgmt
	2.19.5.1 no lldp transmit-mgmt

	2.19.6 lldp notification
	2.19.6.1 no lldp notification

	2.19.7 lldp notification-interval
	2.19.7.1 no lldp notification-interval

	2.19.8 clear lldp statistics
	2.19.9 clear lldp remote-data
	2.19.10 show lldp
	2.19.11 show lldp interface
	2.19.12 show lldp statistics
	2.19.13 show lldp remote-device
	2.19.14 show lldp remote-device detail
	2.19.15 show lldp local-device
	2.19.16 show lldp local-device detail

	2.20 LLDP-MED Commands
	2.20.1 lldp med
	2.20.1.1 no lldp med

	2.20.2 lldp med confignotification
	2.20.2.1 no ldp med confignotification

	2.20.3 lldp med transmit-tlv
	2.20.3.1 no lldp med transmit-tlv

	2.20.4 lldp med all
	2.20.5 lldp med confignotification all
	2.20.6 lldp med faststartrepeatcount
	2.20.6.1 no lldp med faststartrepeatcount

	2.20.7 lldp med transmit-tlv all
	2.20.7.1 no lldp med transmit-tlv

	2.20.8 show lldp med
	2.20.9 show lldp med interface
	2.20.10 show lldp med local-device detail
	2.20.11 show lldp med remote-device
	2.20.12 show lldp med remote-device detail

	2.21 Denial of Service Commands
	2.21.1 dos-control sipdip
	2.21.1.1 no dos-control sipdip

	2.21.2 dos-control firstfrag
	2.21.2.1 no dos-control firstfrag

	2.21.3 dos-control tcpfrag
	2.21.3.1 no dos-control tcpfrag

	2.21.4 dos-control tcpflag
	2.21.4.1 no dos-control tcpflag

	2.21.5 dos-control l4port
	2.21.5.1 no dos-control l4port

	2.21.6 dos-control icmp
	2.21.6.1 no dos-control icmp

	2.21.7 show dos-control

	2.22 MAC Database Commands
	2.22.1 bridge aging-time
	2.22.1.1 no bridge aging-time

	2.22.2 show forwardingdb agetime
	2.22.3 show mac-address-table multicast
	2.22.4 show mac-address-table stats


	3. Quality of Service (QoS) Commands
	3.1 Class of Service (CoS) Commands
	3.1.1 classofservice dot1p-mapping
	3.1.1.1 no classofservice dot1p-mapping

	3.1.2 classofservice ip-dscp-mapping
	3.1.2.1 no classofservice ip-dscp-mapping

	3.1.3 classofservice trust
	3.1.3.1 no classofservice trust

	3.1.4 cos-queue min-bandwidth
	3.1.4.1 no cos-queue min-bandwidth

	3.1.5 cos-queue strict
	3.1.5.1 no cos-queue strict

	3.1.6 traffic-shape
	3.1.6.1 no traffic-shape

	3.1.7 show classofservice dot1p-mapping
	3.1.8 show classofservice ip-precedence-mapping
	3.1.9 show classofservice ip-dscp-mapping
	3.1.10 show classofservice trust
	3.1.11 show interfaces cos-queue

	3.2 show interface cos-counter
	3.3 show packet-memory
	3.3.1 packet-memory (configure)
	3.3.2 packet-memory (interface)
	3.3.3 show protection-group
	3.3.4 protection-group (configure)
	3.3.4.1 no protection-group (configure)

	3.3.5 protection-group (interface)
	3.3.5.1 no protection-group (interface)


	3.4 Differentiated Services (DiffServ) Commands
	3.4.1 diffserv
	3.4.1.1 no diffserv


	3.5 DiffServ Class Commands
	3.5.1 class-map
	3.5.1.1 no class-map

	3.5.2 class-map rename
	3.5.3 match ethertype
	3.5.4 match any
	3.5.5 match class-map
	3.5.5.1 no match class-map

	3.5.6 match cos
	3.5.7 match secondary-cos
	3.5.8 match destination-address mac
	3.5.9 match dstip
	3.5.10 match dstip6
	3.5.11 match dstl4port
	3.5.12 match ip dscp
	3.5.13 match ip precedence
	3.5.14 match ip tos
	3.5.15 match protocol
	3.5.16 match source-address mac
	3.5.17 match srcip
	3.5.18 match srcip6
	3.5.19 match srcl4port
	3.5.20 match vlan
	3.5.21 match secondary-vlan

	3.6 DiffServ Policy Commands
	3.6.1 assign-queue
	3.6.2 drop
	3.6.3 mirror
	3.6.4 redirect
	3.6.5 conform-color
	3.6.6 class
	3.6.6.1 no class

	3.6.7 mark cos
	3.6.8 mark ip-precedence
	3.6.9 police-simple
	3.6.10 policy-map
	3.6.10.1 no policy-map

	3.6.11 policy-map rename

	3.7 DiffServ Service Commands
	3.7.1 service-policy
	3.7.1.1 no service-policy


	3.8 DiffServ Show Commands
	3.8.1 show class-map
	3.8.2 show diffserv
	3.8.3 show policy-map
	3.8.4 show diffserv service
	3.8.5 show diffserv service brief
	3.8.6 show policy-map interface
	3.8.7 show service-policy

	3.9 MAC Access Control List (ACL) Commands
	3.9.1 mac access-list extended
	3.9.1.1 no mac access-list extended

	3.9.2 mac access-list extended rename
	3.9.3 {deny | permit}
	3.9.4 mac access-group
	3.9.4.1 no mac access-group

	3.9.5 show mac access-lists

	3.10 IP Access Control List (ACL) Commands
	3.10.1 access-list
	3.10.1.1 no access-list

	3.10.2 ip access-group
	3.10.2.1 no ip access-group

	3.10.3 acl-trapflags
	3.10.3.1 no acl-trapflags

	3.10.4 show acl-traptimer
	3.10.5 acl-traptimer
	3.10.5.1 no acl-traptimer

	3.10.6 show ip access-lists
	3.10.7 show access-lists

	3.11 IPv6 Access Control List (ACL) Commands
	3.11.1 ipv6 access-list
	3.11.1.1 no ipv6 access-list

	3.11.2 ipv6 access-list rename
	3.11.3 {deny | permit} (IPv6)
	3.11.4 ipv6 traffic-filter
	3.11.4.1 no ipv6 traffic-filter

	3.11.5 show ipv6 access-lists


	4. Utility Commands
	4.1 Commands for update and startup Configuration
	4.1.1 download ipmifw
	4.1.2 download frudata
	4.1.3 download fwum
	4.1.4 download amcipmifw

	4.2 Dual Image Commands
	4.2.1 delete
	4.2.2 boot system
	4.2.3 show bootvar
	4.2.4 filedescr

	4.3 ATCA commands
	4.3.1 set board sensor threshold
	4.3.2 set board device-id
	4.3.3 show atca ekeying
	4.3.4 ekeying (interface)
	4.3.4.1 no ekeying (interface)

	4.3.5 ekeying all (configure)
	4.3.5.1 no ekeying all (configure)


	4.4 System Information and Statistics Commands
	4.4.1 show arp switch
	4.4.2 show eventlog
	4.4.3 show hardware
	4.4.4 show version
	4.4.5 show interface
	4.4.6 show interface ethernet
	4.4.7 show mac-addr-table
	4.4.8 show running-config
	4.4.9 show sysinfo
	4.4.10 show tech-support
	4.4.11 terminal length
	4.4.11.1 no terminal length

	4.4.12 show terminal length
	4.4.13 show boardinfo post-status
	4.4.14 show boardinfo sensors
	4.4.15 show boardinfo event-log
	4.4.16 show boardinfo update-status
	4.4.17 show boardinfo version
	4.4.18 show boardinfo address
	4.4.19 show boardinfo fru
	4.4.20 show boardinfo ipmidev
	4.4.21 show boardinfo amc connection
	4.4.22 show boardinfo amc fru
	4.4.23 show boardinfo amc ipmidev

	4.5 Logging Commands
	4.5.1 logging buffered
	4.5.1.1 no logging buffered

	4.5.2 logging buffered wrap
	4.5.2.1 no logging buffered wrap

	4.5.3 logging cli-command
	4.5.3.1 no logging cli-command

	4.5.4 logging console
	4.5.4.1 no logging console

	4.5.5 logging host
	4.5.6 logging host remove
	4.5.7 logging port
	4.5.7.1 no logging port

	4.5.8 logging syslog
	4.5.8.1 no logging syslog

	4.5.9 show logging
	4.5.10 show logging buffered
	4.5.11 show logging hosts
	4.5.12 show logging traplogs
	4.5.13 clear board event-log
	4.5.14 show logging backtrace
	4.5.15 show logging errcounter
	4.5.16 clear errcounter

	4.6 System Utility and Clear Commands
	4.6.1 traceroute
	4.6.2 clear config
	4.6.3 clear counters
	4.6.4 clear igmpsnooping
	4.6.5 clear pass
	4.6.6 clear port-channel
	4.6.7 clear traplog
	4.6.8 clear vlan
	4.6.9 enable passwd
	4.6.10 enable passwd encrypted <password>
	4.6.11 logout
	4.6.12 ping
	4.6.13 quit
	4.6.14 reload
	4.6.15 reload fast
	4.6.16 copy
	4.6.17 delete nvram:extra-profile
	4.6.18 set bootstopkey
	4.6.18.1 no set bootstopkey


	4.7 Keying for Advanced Features
	4.7.1 license advanced
	4.7.2 no license advanced
	4.7.3 show key-features

	4.8 Simple Network Time Protocol (SNTP) Commands
	4.8.1 sntp broadcast client poll-interval
	4.8.1.1 no sntp broadcast client poll-interval

	4.8.2 sntp client mode
	4.8.2.1 no sntp client mode

	4.8.3 sntp client port
	4.8.3.1 no sntp client port

	4.8.4 sntp unicast client poll-interval
	4.8.4.1 no sntp unicast client poll-interval

	4.8.5 sntp unicast client poll-timeout
	4.8.5.1 no sntp unicast client poll-timeout

	4.8.6 sntp unicast client poll-retry
	4.8.6.1 no sntp unicast client poll-retry

	4.8.7 sntp multicast client poll-interval
	4.8.7.1 no sntp multicast client poll-interval

	4.8.8 sntp server
	4.8.8.1 no sntp server

	4.8.9 show sntp
	4.8.10 show sntp client
	4.8.11 show sntp server

	4.9 DHCP Server Commands
	4.9.1 ip dhcp pool
	4.9.1.1 no ip dhcp pool

	4.9.2 client-identifier
	4.9.2.1 no client-identifier

	4.9.3 client-name
	4.9.3.1 no client-name

	4.9.4 default-router
	4.9.4.1 no default-router

	4.9.5 dns-server
	4.9.5.1 no dns-server

	4.9.6 hardware-address
	4.9.6.1 no hardware-address

	4.9.7 host
	4.9.7.1 no host

	4.9.8 lease
	4.9.8.1 no lease

	4.9.9 network (DHCP Pool Config)
	4.9.9.1 no network

	4.9.10 bootfile
	4.9.10.1 no bootfile

	4.9.11 domain-name
	4.9.11.1 no domain-name

	4.9.12 netbios-name-server
	4.9.12.1 no netbios-name-server

	4.9.13 netbios-node-type
	4.9.13.1 no netbios-node-type

	4.9.14 next-server
	4.9.14.1 no next-server

	4.9.15 option
	4.9.15.1 no option

	4.9.16 ip dhcp excluded-address
	4.9.16.1 no ip dhcp excluded-address

	4.9.17 ip dhcp ping packets
	4.9.17.1 no ip dhcp ping packets

	4.9.18 service dhcp
	4.9.18.1 no service dhcp

	4.9.19 ip dhcp bootp automatic
	4.9.19.1 no ip dhcp bootp automatic

	4.9.20 ip dhcp conflict logging
	4.9.20.1 no ip dhcp conflict logging

	4.9.21 clear ip dhcp binding
	4.9.22 clear ip dhcp server statistics
	4.9.23 clear ip dhcp conflict
	4.9.24 show ip dhcp binding
	4.9.25 show ip dhcp global configuration
	4.9.26 show ip dhcp pool configuration
	4.9.27 show ip dhcp server statistics
	4.9.28 show ip dhcp conflict

	4.10 DHCP Filtering
	4.10.1 ip dhcp filtering
	4.10.1.1 no ip dhcp filtering

	4.10.2 ip dhcp filtering trust
	4.10.2.1 no ip dhcp filtering trust

	4.10.3 show ip dhcp filtering

	4.11 DNS Client Commands
	4.11.1 ip domain lookup
	4.11.1.1 no ip domain lookup

	4.11.2 ip domain name
	4.11.2.1 no ip domain name

	4.11.3 ip domain list
	4.11.3.1 no ip domain list

	4.11.4 ip name server
	4.11.4.1 no ip name server

	4.11.5 ip host
	4.11.5.1 no ip host

	4.11.6 ip domain retry
	4.11.6.1 no ip domain retry

	4.11.7 ip domain timeout
	4.11.7.1 no ip domain timeout

	4.11.8 clear host
	4.11.9 show hosts

	4.12 Serviceability Packet Tracing Commands
	4.12.1 debug console
	4.12.1.1 no debug console

	4.12.2 debug clear
	4.12.3 debug spanning-tree bpdu transmit
	4.12.3.1 no debug spanning-tree bpdu transmit

	4.12.4 debug spanning-tree bpdu receive
	4.12.4.1 no debug spanning-tree bpdu receive

	4.12.5 debug spanning-tree bpdu
	4.12.5.1 no debug spanning-tree bpdu

	4.12.6 debug igmpsnooping packet transmit
	4.12.6.1 no debug igmpsnooping transmit

	4.12.7 debug igmpsnooping packet receive
	4.12.7.1 no debug igmpsnooping receive

	4.12.8 debug igmpsnooping packet
	4.12.8.1 no debug igmpsnooping packet

	4.12.9 debug ping packet
	4.12.9.1 no debug ping packet

	4.12.10 debug lacp packet
	4.12.10.1 no debug lacp packet

	4.12.11 logging persistent
	4.12.11.1 no logging persistent



	5. Management Commands
	5.1 Network Interface Commands
	5.1.1 enable (Privileged EXEC access)
	5.1.2 serviceport ip
	5.1.3 serviceport protocol
	5.1.4 network parms
	5.1.5 network protocol
	5.1.6 network mac-address
	5.1.7 network mac-type
	5.1.7.1 no network mac-type

	5.1.8 show network
	5.1.9 show serviceport

	5.2 Console Port Access Commands
	5.2.1 configuration
	5.2.2 lineconfig
	5.2.3 serial baudrate
	5.2.3.1 no serial baudrate

	5.2.4 serial timeout
	5.2.4.1 no serial timeout

	5.2.5 show serial

	5.3 Telnet Commands
	5.3.1 ip telnet server enable
	5.3.1.1 no ip telnet server enable

	5.3.2 telnet
	5.3.3 transport input telnet
	5.3.3.1 no transport input telnet

	5.3.4 transport output telnet
	5.3.4.1 no transport output telnet

	5.3.5 session-limit
	5.3.5.1 no session-limit

	5.3.6 session-timeout
	5.3.6.1 no session-timeout

	5.3.7 telnetcon maxsessions
	5.3.7.1 no telnetcon maxsessions

	5.3.8 telnetcon timeout
	5.3.8.1 no telnetcon timeout

	5.3.9 show telnet
	5.3.10 show telnetcon

	5.4 Secure Shell (SSH) Commands
	5.4.1 ip ssh
	5.4.2 ip ssh protocol
	5.4.3 ip ssh server enable
	5.4.3.1 no ip ssh server enable

	5.4.4 sshcon maxsessions
	5.4.4.1 no sshcon maxsessions

	5.4.5 sshcon timeout
	5.4.5.1 no sshcon timeout

	5.4.6 show ip ssh

	5.5 Management Security Commands
	5.5.1 crypto certificate generate
	5.5.1.1 no crypto certificate generate

	5.5.2 crypto key generate rsa
	5.5.2.1 no crypto key generate rsa

	5.5.3 crypto key generate dsa
	5.5.3.1 no crypto key generate dsa


	5.6 Access Commands
	5.6.1 disconnect
	5.6.2 show loginsession

	5.7 User Account Commands
	5.7.1 users name
	5.7.1.1 no users name

	5.7.2 users name <username> unlock
	5.7.3 users passwd
	5.7.3.1 no users passwd

	5.7.4 users passwd <username> encrypted <password>
	5.7.5 users snmpv3 accessmode
	5.7.5.1 no users snmpv3 accessmode

	5.7.6 users snmpv3 authentication
	5.7.6.1 no users snmpv3 authentication

	5.7.7 users snmpv3 encryption
	5.7.7.1 no users snmpv3 encryption

	5.7.8 show users
	5.7.9 show users accounts
	5.7.10 passwd
	5.7.11 passwords min-length
	5.7.11.1 no passwords min-length

	5.7.12 passwords history
	5.7.12.1 no passwords history

	5.7.13 passwords aging
	5.7.13.1 no passwords aging

	5.7.14 passwords lock-out
	5.7.14.1 no passwords lock-out

	5.7.15 show passwords configuration
	5.7.16 write memory

	5.8 SNMP Commands
	5.8.1 snmp-server
	5.8.2 snmp-server community
	5.8.2.1 no snmp-server community

	5.8.3 snmp-server community ipaddr
	5.8.3.1 no snmp-server community ipaddr

	5.8.4 snmp-server community ipmask
	5.8.4.1 no snmp-server community ipmask

	5.8.5 snmp-server community mode
	5.8.5.1 no snmp-server community mode

	5.8.6 snmp-server community ro
	5.8.7 snmp-server enable traps violation
	5.8.7.1 no snmp-server enable traps violation

	5.8.8 snmp-server enable traps
	5.8.8.1 no snmp-server enable traps

	5.8.9 snmp-server enable traps linkmode
	5.8.9.1 no snmp-server enable traps linkmode

	5.8.10 snmp-server enable traps multiusers
	5.8.10.1 no snmp-server enable traps multiusers

	5.8.11 snmp-server enable traps stpmode
	5.8.11.1 no snmp-server enable traps stpmode

	5.8.12 snmptrap
	5.8.12.1 no snmptrap

	5.8.13 snmptrap snmpversion
	5.8.14 snmptrap ipaddr
	5.8.15 snmptrap mode
	5.8.15.1 no snmptrap mode

	5.8.16 snmp trap link-status
	5.8.16.1 no snmp trap link-status

	5.8.17 snmp trap link-status all
	5.8.17.1 no snmp trap link-status all

	5.8.18 show snmpcommunity
	5.8.19 show snmptrap
	5.8.20 show trapflags
	5.8.21 snmptrap
	5.8.22 snmptrap notification

	5.9 RADIUS Commands
	5.9.1 authorization network radius
	5.9.1.1 no authorization network radius

	5.9.2 radius accounting mode
	5.9.2.1 no radius accounting mode

	5.9.3 radius server attribute 4
	5.9.3.1 no radius server attribute 4

	5.9.4 radius server host
	5.9.4.1 no radius server host

	5.9.5 radius server key
	5.9.6 radius server msgauth
	5.9.6.1 no radius server msgauth

	5.9.7 radius server primary
	5.9.8 radius server retransmit
	5.9.8.1 no radius server retransmit

	5.9.9 radius server timeout
	5.9.9.1 no radius server timeout

	5.9.10 show radius
	5.9.11 show radius accounting
	5.9.12 show radius statistics

	5.10 TACACS+ Commands
	5.10.1 tacacs-server host
	5.10.1.1 no tacacs-server host

	5.10.2 tacacs-server key
	5.10.2.1 no tacacs-server key

	5.10.3 tacacs-server timeout
	5.10.3.1 no tacacs-server timeout

	5.10.4 key
	5.10.5 port
	5.10.6 priority
	5.10.7 timeout
	5.10.8 show tacacs

	5.11 Configuration Scripting Commands
	5.11.1 script apply
	5.11.2 script delete
	5.11.3 script list
	5.11.4 script show
	5.11.5 script validate

	5.12 Pre-login Banner and System Prompt Commands
	5.12.1 copy (pre-login banner)
	5.12.2 set prompt

	5.13 Diagnostics Commands
	5.13.1 diagnostics
	5.13.2 show logging diag-report


	A. Getting Help
	B. FASTPATH Log Messages
	B.1 Core
	B.2 Utilities
	B.3 Management
	B.4 Switching
	B.5 QoS
	B.6 Technologies
	B.7 O/S Support

	C. List of Commands


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


